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[bookmark: _Toc87441000]Background
This document outlines the steps that new users log into ATF’s Modernized eForms application for the first time. All users will need to reset their password when logging into the ATF’s eForms application for the first time. 
[bookmark: _Toc87441001]Walk Through Steps
When a new user visits the ATF eForms site for the first time, they will be presented with the standard home screen that is consistent for all users.
Users should click the green “Register” button on the of the home screen. Users may have to use the scroll button to see it.
Once users click on the “Register” button they will then be presented with the “User Registration” screen for completion.
[image: User Registration page for ATF's eForms system]
This screen will require information which will aide in uniquely identifying the user such as name, email address, phone number, and address.  It will also require the user to provide information which will allow ATF to create a “secured account” such as the selections of a secret question, and answer, password, and a 4-digit PIN. Once users have completed the first name, and last name fields and move to the next field, a unique Username/ID will be created at the top of the screen, we suggest that you jot this number down for your future reference.  Once the user has completed the “User Registration” and clicked on the “Register” button at the bottom of the screen, the user will be taken back to the eForms landing page and the user will receive an email that will confirm your registration and provide your user ID.  The new user can now user that user Id and the password that they created during the registration process to log into eForms, on the login screen by clicking on the login button that is indicated below.

Users should read the disclaimer presented on the screen. If they understand and agree with the conditions, they should proceed by clicking the “Accept & Log In” button at the bottom of the screen. 
[image: Department of Justice warning banner]
Users should then enter their username/ID and password into the respective boxes.
[image: ITEM login screen ]
Users should then click the “Sign In” button.
[image: ITEM login screen with sign in button highlighted]


PLEASE NOTE: THE FOLLOWING STEPS ARE ASSUMING THAT THE LOG IN WAS SUCCESSFUL If the user was unsuccessful, they should contact the ATF help desk for additional help at 1-877-875-3723. 

Users will then be brought to a page titled "Rules of Behavior”, where they will need to accept or deny.  If the user chooses to deny they will not be allowed to log into the system.

 [image: Rules of behavior for ATF's eForms system]

Users will then see the screen below, indicating that they were successfully logged into ATF eForms and can use the app by clicking on the form they wish to submit.

[image: ITEM home screen after login]
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User Registration

Email address must be unique for the completion of the registration process, ie. an email address cannot be used by more than one person. For companies wishing to use a shared email address for all users submitting on behalf of their
company, upon registration each user must use a valid “unique* email address for registration. This valid email address must be one where the user can receive emails to complete the registration process. Once the registration process is
complete users may go into their eForms "My Profile” tab and change their email to a shared "company email".
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Department Of Justice - Standard Warning Banner

Welcome,

You are accessing a U.S. Government information system, which includes: (1) this
storage media attached to this network or to a computer on this network. Thi

(2) this computer network, (3) all tothis network, and (4) all devices and
information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may resultin disciplinary action, and civil and criminal penafties.
By using this information system, you understand and consent to the following:

For further information see the Department order on Use and Monitaring of Department Computers and Computer Systems. (NIST 800-53)

« You have no reasonable expectation of privacy regarding any communications transmitted through or data stored on this information system. At any time, the government may monitor,
intercept, search and/or seize data transiting or stored on this information system

« Any communications transmitted through or data stored on this information system may be disclosed or used for any U.S. Government-authorized purpose.

Accept & Log In Decline & Exit
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Application Authentication

welcome,
You are accessing US. [ e e )
Includes: (1) this logy 2)ths system, @ al Sign in with your organizational account

technology devices connected to this network, and (4) all devices and storage media attached
to this information system or to information technology on this network.

“This information technology and information system is provided for U.S. Government-authorized use
only. Unauthorized or improper use may resultin disciplinary action as well as civil and/or criminal
penalties. By using this information technology and/or information system, you understand and
consent to the following

 You have no reasonable expectation of privacy regarding any communications transmitted through
or data stored on this information technology and/or information system. At any time, the
‘government may monitor, intercep, search and/or seize data transiting or stored on this
information technology and/or information system.

« Any communication transmitted through or data stored on this information technology and/or
information system may be disclosed or used for any lawful government purpose.

« Your consent is final and irrevocable. You may not rely on any statements or informal policies
purporting to provide you with any expectation of privacy regarding communications on this
system.

For further information, see the Department order on Use and Monitoring of DOJ Information

Technology, Information Systems, and Access to an Authorized Users' Electronic Information.
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Welcome,

You are ing U.S. G i ion )y and/or i ion systems which
: (1) this te (2) this system, (3) all ion

technology devices connected to this network, and (4) all devices and storage media attached

to this system or to inform ) on this network.

This information technology and information system is provided for U.S. Government-authorized use
only. Unauthorized or improper use may result in disciplinary action as well as civil and/or criminal
penalties. By using this information technology and/or information system, you understand and
consent to the following:

+ You have no reasonable expectation of privacy regarding any communications transmitted through
or data stored on this information technology and/or information system. At any time, the
government may monitor, intercept, search and/or seize data transiting or stored on this
information technology and/or information system.

+ Any communication transmitted through or data stored on this information technology and/or
information system may be disclosed or used for any lawful government purpose.

« Your consent i final and irevocable. You may not rely on any statements or informal policies
purporting to provide you with any expectation of privacy regarding communications on this
system.

For further information, see the Department order on Use and Monitoring of DOJ Information
Technology, Information Systems, and Access to an Authorized User

Electronic Information.
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Rules of Behavior for ATF’'s eForms System

You are requesting access to the ATF's eForms System from the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF). However, as a condition of receiving this access, you are required to certify
that you have reviewed the ATF's system security policies and to abide by these policies. Security policy emphasizes awareness practices for the purposes of authenticating the user and thereby
safeguarding ATF's valuable information resources.

The system user identification (USERID) is being issued to you as your means to access these resources. You have generated your own password and PIN to use in combination with the USERID. This
process is intended to authenticate the individual associated with the account and ensure that individual intends the legal benefits and consequences of the actions. Therefore you, as the user, must create
an account and be issued a USERID. It is  violation of these rules for any third party to apply for a USERID and/or generate a password or PIN on behalf of another person.

The USERID, password and PIN are to be used solely for personal use or in connection with the performance of your work-related responsibilities if these responsibilities require the use of ATF's eForms on
behalf of a business entity. Use of your USERID, password or PIN by anyone other than yourself is expressly prohibited. You agree to be responsible for the safeguarding and confidentiality of the assigned
information and accountable for all activity with your USERID. Further, you agree that you will not provide this confidential USERID/password to another user nor will you sign on to ATF's eForms so that
another person may access ATF'S eForms in your absence or on your behalf. Actions of this type constitute a breach of system security and will result in immediate termination of your assigned
USERID/password from the system.

Please be aware that a Federal firearms licensee (FFL) cannot submit any eForm for a customer or another FFL where the customer or other FFL must have their own account. An example of this is if a
customer asks the FFL to use the FFL's account to submit an eForm 1 for the customer's trust. While the trust's name will be shown on the application, the electronic submission and electronic signing of
the application will be by the FFL who is not a part of the trust and, thus, is not eligible to sign the application. The customer must create his/her own account to be able to sign as the trustee. Similarly, an
FFL cannot use another FFLs account to submit forms as the FFL to which the firearms are registered is responsible for submitting transfer applications.

In addition, as a user of ATF's eForms, | acknowledge my responsibility to conform to the previous and following requirements and conditions:

a. Log-off the system when leaving the system/workstation area;

b. Refrain from leaving written passwords in the workstation area;

c. Avoid creating a personal password that can be easily associated with you;

d. Avoid posting printouts of sensitive output data on bulletin boards;

e. Avoid leaving system output reports unattended or unsecured;

f. Immediately contact the ATF, as appropriate, regarding any suspected violation or breach of system security:
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