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ATF ANNOUNCES 7 NEW GUNRUNNER GROUPS AND
PHOENIX GUN RUNNER IMPACT TEAMS’ SUCCESSES

PHOENIX -~ Deputy Director Kenneth E. Melson of the Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF) today announced the formation of seven new
Project Gunrunner firearms trafficking groups during a news conference in which he and
Dennis K. Burke, United States Attorney, District of Arizoria, announced the results of
ATF’s Gun Runner Impact Team (GRIT) initiative, a nearly 100-day deployment of ATF
resources to the Phoenix Field Division to disrupt illegal firearms trafficking by Mexican

drug tratficking organizations.

As a result of the 2010 emergency supplemental appropriation for border security,
ATF received $37.5 million for Project Gunrunner, ATF’s comprehensive firearms
wafficking strategy to disrupt the iltegal flow of firearms into Mexico. With this funding,
ATF will establish and place’firearms trafficking groups along traditional and newly-
discovered firearms trafficking routes and hubs in Atlanta; Dallas: Brownsville, Texas;
Las Vegas; Miami; Oklahoma City; and Sierra Vista, Ariz.

“Lives are being lost to violent crime every day on both sides of the U.5. and
Mexico border,” said Melson. “Through Project Gunrunner and its GRIT initiative, ATF
is shutting down the supply routes of firearms traffickers along the border and further

inland.”

The GRIT initiative brought more than 80 experienced ATF personnel from
around the country to Arizona and New Mexico. GRIT special agents initiated 174
firearms trafficking-related criminal investigations and seized approximately 1,300
illegally-trafficked firearms and 71,000 rounds of ammunition, along with drugs and
currency. ATF’s industry operations investigators conducted more than 800 federal
firearms licensee complance inspections.

“We are fighting on a crucial front here today to reduce violence in our own
communities, and to disrupt and dismantle the southbound supply of weapons to the
cartels,” said Burke. “We will not be a gun locker for the cartels, who have made murder
and mayhem their modus opérandi. We will not tolerate violent criminals and others who
illegally possess, purchase or sell firearms.”

Burke announced that 96 defendants have been arrested, charged, convicted or
sentenced since June 2010 on gun_—reiated charges. The majority of defendants include
violent felons, drug trafﬁcke-r_s who use weapons, and those trafficking firearms to
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Mexico. Cases involved more than 370 guns — many of them AK-47 style rifles and
other “weapons of choice” of drug cartels -~ and hundreds of thousands of rounds of
ammunition smuggled into or destined for Mexico. Some of the guns seized in the
investigation, including a .50 caliber weapon, were recovered at crime scenes in Mexico.

Recent examples of firearms prosecutions in the District of Arizona:

U.S. v. Arizmendiz et al.
In July and August, two leaders of a firearms trafficking conspiracy that supplied

at least 112 firearms — mostly AK-47 style — to the Sinaloa Cartel, were sentenced.
Alejandroi Medrano, 23, and Hernan Ramos, 22, both of Mesa, Ariz., were sentenced to
46 and 50 months in prison, respectively, for leading a conspiracy involving 10
defendants who straw purchased firearms from gun dealers in Phoenix and Tucson, Ariz.,
in order to supply them to a member of the Sinaloa Cartel known as “Rambo.”

U.S. v. Gaeda et al.
On June 3, following an ATF investigation involving more than 250,000 rounds

of ammunition, ATF agents arrested Emmanuel Casquez, Elias Vasquez, and Charice
Gaeda for unlawfully exporting ammunition to Mexico. Agents had learned the three
were purchasing vast quantities of ammunition and searched a vehicle headed for the
bordér port at Nogales and recovered 9,500 rounds of ammunition; a search of a
residence ensued and an additional 27,000 rounds of ammunition were recovered.

US. v. Ibarra et al.
In July, a 20-count indictment announced charging 10 straw purchasers, recruited

by then 17-year-old Francisco Ibarra, to buy at least 25 firearms. ATF believes the
firearms were trafficked into Mexico.

For more information on ATF and Project Gunrunner, please go to the ATF
website, www.atf.gov. '
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Sensitive But Unclassified — For Official Use Only '

Briefing Paper
Phoenix Field Division
Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

Supplemental

On December 15/16, 2010, after the shooting death of U.S. Border Patrol Agent Brian Terry near
Rio Rico, Arizona (approx 25 miles north of Nogales) Southern Arizona law enforcement
officers/agents responded and conducted a search of the area. This search resulted in the arrest
of four individuals. One of them, _ was shot in the
exchange of gunfire TR — T T

In addition and during the search of the area two RomArm/Cugir, Model GP WASR 10,
7.62x39mm AK-47 rifles, serial numbers _and were recovered near

the scene of the shooting. An Urgent firearms trace requested by ATF agents on-scene
determinedh

complex firearms trafficking organization acquired several hundred firearms was initiated in
October 2009 and is being conducted in conjunction with [CE/HSI, IRS, DEA and the Phoenix

Police Department.

purchasers identified in the “Fast and Furious” investigation and recommended by ATF for
prosecution to the U.S. Attorney’s Office in Phoenix, Arizona.

Sensitive But Unclassitied — For Official Use Only
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On December 15, 2010, ATF agents, assisted by ICE, the USMS and the Phoenix Police
Department located

Sensitive But Unelassitied - For Official Use Only
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U.S. Department of Justice
Bureau of Alcohol, Tobacco, Firearms and; Exploswes

Office of Field Operations }
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EXECUTIVE SUMMARY

ATF has a long and successful history of combating firearms-related violent crime. Key to this
success has been our ability to effectively regulate the firearms industry and identify and
investigate the illegal diversion of firearms from lawful commerce. Perhaps at no time in our
history has the investigation of fircarms trafficking schemes and networks been more important
to public safety, and increasingly to national security, than now.

In response to the increased trafficking of firearms from the United States to Mexico, ATF
developed Project Gunrunner, a firearms trafficking and firearms-related border violence
strategy designed to deny drug trafficking organizations access to U.S. firearms. Initially
implemented in our four primary Southwest border field divisions, Project Gunrunner has
evolved into a national strategy as we have seen Mexican cartels reach further into the interior of
the United States to acquire firearms in support of their lucrative drug trafficking operations.

It is important to note that this revised strategy does not replace Project Gunrunner, Itis
intended to complement Project Gunrunner and where appropriate clarify and expand
Gunrunner capabilities and tactics.

This document is not intended to provide detailed guidance concerning how to conduct
cross border trafficking investigations; but rather is intended to be used by ATF personnel
to ensure that investigative aciivity aligns with ATT strategic goals. Personnel should refer
to ATF orders and publications, such as the rceently revised Firearms Trafficking Guide,
as well as training provided by the Office of Training and Professional Development for

specific tactical and investigative guidance.

Since 2006, there has been a significant increase in drug and firearms-related violence in Mexico
and increasingly along our Southwest border. Governments on both sides of the border have
begun to view the evolution of cartel inspired violence in terms of criminal activity that
increasingly threatens the stability of the Mexican state. Impacting this trend along our
Southwest border, particularly in°thq’ post-9/11 world, requires new energy, vision and creativity.
Over the past few years the White House, the Departments of Justice and Homeland Security and
even the U.S. Northern Command have developed various strategies and policies designed to
leverage the full capabilities of the U.S. Government in this effort. It is essential that our efforts
support the strategies and policies of the President and the Attorney General and where possible,
complement the strategies of oth¢r agencies.

In response to the evolving nature of firearms and explosives trafficking and related violence
along and across our Southwest border we have increased our resources along the border and in
Mexico and placed greater nationial emphasis on suppressing the trafficking of firearms and
explosives to Mexico. Additionally, we have increased our efforts to partner with the
Government of Mexico and other law enforcement and intelligence agencies with shared
responsibilities. As part of this process, we have deemed it necessary to revise both our
Gunrunner strategy and the manner in which ATF headquarters monitors and supports certain

field investigations.
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While our strategy will remain multi-faceted and continue to include the inspection of licensed
gun dealers and the targeting and arresting of straw purchasers, our revised approach will place
greater emphasis on investigations that target specific cartels and the persons responsible for
organizing and directing firearms trafficking operations in the United States. We have come to
understand that we can best impact firearms trafficking to Mexico and Southwest border
violence by linking our investigations to drug trafficking organizations and where possible to
specific Mexican cartels. Our efforts will also be enhanced through increased coordination with
our Federal counterparts. '

Through analysis of Mexican crite gun traces and other intelligence data, it has been determined
that the Gulf, the Zetas (once aligned with the Gulf Cartel), and the Sinaloa cartels are the
criminal organizations most responsible for acquiring firearms in the United States to support
their drug trafficking operations and where ATF can potentially have the greatest impact.
Therefore, ATF Southwest border enforcement operations will place particular emphasis on the
investigation of firearms and explosives trafficking operations organized, directed, and financed

by these particular cartels.

Based on the areas in Mexico controlled by the Gulf, Zetas, and Sinaloa cartels; the locations of
U.S.-sourced firearm recoveries in Mexico; and the U.S, locations where firearms recovered in
Mexico are most often acquired, the Houston and Phoenix Field Divisions will be primarily
responsible for investigating trafficking schemes associated with these cartels. However, this
_strategy is not intended to limit the initiative of any ATF field division and in fact
recognizes the increasingly important role played by non-Southwest border field divisions
in combating firearms and explosives trafficking to Mexico. As a result, all ATF field
divisions are expected to initiate investigations on cartels and/or their surrogates operating in
their geographic areas of responsibility; however, investigatiors pertaining to the Gulf, Zetas,
and Sinaloa cartels must be deconflicted and closely coordinated with the Houston and Phoenix

Field Pivisions.

This approach requires conducting our border-related firearms and explosives investigations in a
more creative and comprehensive manner by fully incorporating our agency’s regulatory,
investigative, analytical, technical, and legal capabilities and resources, as well as those available
from other law enforcement agencies, particularly DEA. At the heart of this increased emphasis
on cartel focused investigations is greater use of the Organized Crime Drug Enforcement Task
Force (OCDETF) program and intelligence capabilities available from the El Paso Intelligence
Center (EPIC) and the DEA Special Operations Division. Recent changes to OCDETEF program
policy encourage the use of OCDETF in firearms trafficking cases provided there is a nexus to
high value drug trafficking targets. -

Effective implementation (and documentation) of this strategy will enhance public safety and
provide essential evidence of performance and accomplishments necessary to the continued
growth and reputation of our agency. Although ATF headquarters possesses resources and
capabilities necessary to the success of this strategy, success ultimately rests with the vigorous
implementation of this strategy by field division and Mexico Country Office personnel at the
front line of these operations. ' '
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Properly implemented, this revised strategy will improve data collection, analysis, and
exploitation of information; employ a greater array of investigative resources, including greater
utilization of the OCDETF program; improve sharing and leveraging of information available
from other law enforcement agencies; improve investigative coordination and information
sharing with the Government of Mexico; and place greater emphasis on multi-defendant
conspiratorial cases that focus on persons who organize, direct, and finance cartel-related
firearms and explosives trafficking operations.-

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE 4
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BACKGROUND

It is generally accepted that much of the firearms violence in Mexico and along the Southwest
border is perpetrated by, or on behalf of, Mexican drug trafficking organizations (DTO). DTOs
continue to vie for control of drug trafficking routes to the United States and in so doing, engage
in acts of violence that are often perpetrated with firearms and ammunition acquired from the

United States.

While the United States is not the only source of firearms and munitions used by the cartels, it
has been established that a significant percentage of their firearms originate from gun stores and
other sources in the U.S. Improvised explosive devices, military ordnance, and counterfeit
firearms manufactured in clandestine facilities play an increasingly important role in
emboldening Mexican cartels. Intelligence indicates these criminal organizations have tasked
their money laundering, drug distribution, and transportation infrastructures with reaching into
the United States to acquire firearms, ammunition, and the components necessary to modify
firearms and/or construct improvised explosive devices. It is also well-established that firearms
traffickers often use the same routes as drug traffickers. Increasingly, we find that Mexican
cartels transport firearms and munitions into Mexico from Guatemala, situated on Mexico’s

southern border.

The analysis of trends based on seizures and human intelligence have provided some meaningful

insights into the methods of acquisition and transportation uiilized by the Mexican cartels.

Furtherinore, over the past few months enforcement strategies (and-other guidance) that address
firearms trafficking to Mexican cartels have been developed and released by the White House
and the Department of Justice. It is essential that ATF efforts support strategies promoted by the
White House and Department of Justice. An examination of these and other strategies reveals
similarities among the strategies, but also suggests that some revisions to ATF’s current strategy

are necessary.
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STRATEGY VERSUS PROGRAMS AND INITIATIVES

ATTF has over time initiated a variety of enforcement programs, operations, and initiatives related
to our overall efforts to suppress fircarms and explosives trafficking across the U.S.-Mexico
border. However, it is worth noting that these programs, operations, and initiatives are intended
to advance the objectives of our Southwest border strategy---they are not in and of themselves

strategies.

A recent example of an investigative initiative developed in support of Project Gunrunner
(strategy) is the April 2009 Gunrunner Impact Team (GRIT) initiative. The GRIT, largely
intelligence driven and investigative in nature, involved the deployment of approximately 100
investigative (special agents and industry operations investigators), analytical, and administrative
personnel to Texas to target the persons, groups, and organizations responsible for the trafficking
of firearms to Mexico from the Houston Field Division area of responsibility. Other important
elements of GRIT included the inspection of numerous Southwest border FFLs and public
service announcements designed to discourage the unlawful acquisition of firearms by straw

purchasers.

An effective strategy should coordinate and direct all the resources of the organization toward
the attainment of one or more specific goals. In this particular case, the goal of our Southwest
border strategy is the suppressioﬁ of firearms and explosives trafficking across the U.S.-Mexico
border and firearms-related border violence.

Essential components of an effectlve strategy include a statement of the purpose and scope of the
overall objectives, as well as a dlscussmn of problems, risks, and threats the plan is intended to
address. A strategy’s effectiveness is also enhanced by a description of the agency’s mission,
key capabilities, and means of evaluating progress made against performance goals and
measures.

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE 6
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PURPOSE AND SCOPE

ATTF has been investigating firearms trafficking involving Mexico for many years; however, a
detailed written strategy was not released until June 2007. The principal purpose of the strategy,
known as Project Gunrunner, is the suppression of firearms and explosives-related violence in
Mexico and along the Southwest border resulting from the illegal acquisition and movement of
fircarms, explosives, and improvised explosive devices from the United States.

The purpose of this document is to reiterate ATI”s commitment to Project Gunrunner while
directing a more focused investigative approach. Specifically, with this document ATF will
emphasize targeting the drug cartels principally responsible for the illegal acquisition and
trafficking of firearms from the United States to Mexico. This document is not intended to
replace Project Gunrunner; nor is it intended to provide a comprehensive tactical blueprint for
the investigation of cross border firearms trafficking schemes. Project Gunrunner is incorporated
into this document in its entirety unless a specific portion is deleted or amended herein. Specific
ATF capabilitics and/or responsibilities are mentioned to highlight their importance to our efforts
to suppress firearms and explosives trafficking to Mexico and to better leverage ATF

capabilities. -

This revised strategy acknowledges and incorporates an investigative approach already being
implemented by several ATF field divisions and reiterates the primary responsibility of the field
special agents in charge for effective implementation of the strategy. This document reco nizes
that Project Gunrunner is both-an ATF strategy and-a-component of a larger U.S. Government
counternarcotics strategy. Our success is contingent on the use of all appropriate regulatory,
investigative, technical, intelligence, training, liaison, and public/industry outreach capabilities.
However, the success of Gunrunner is also dependent on our ability to secure prosecution and
sentences appropriate to the criminal conduct. Recognizing the nuances of current Federal
firearms statutes and related sentencing guidelines, it is imperative that comprehensive, complex
criminal investigations that link firearms trafficking organizations to drug trafficking activities
and organizations be conducted ih order to leverage the prosecutorial advantages afforded by a

wider array of criminal and civil statutes.

Like ATF’s national firearms trafficking strategy, Gunrunner envisioned achieving our goals by
focusing on both market and source areas of fircarms. However, insufficient ATF resources in
Mexico; the difficulty of obtaining comprehensive and timely firearm recovery data; limited
access to recovered firearms and persons arrested in Mexico; and the fact that trafficking scheme
organizers frequently reside outside the United States, caused ATF to primarily focus limited
investigative resources on persons who purchase firearms in the United States that are
subsequently recovered in drug related incidents in Mexico. However, experience has taught
that straw purchasers are infrequently prosecuted, receive sentences insufficient to deter others
when prosecuted, and are easily replaced by scheme organizers.

While our strategy will continue to include targeting persons who acquire firearms in a
suspicious and/or unlawful mannér, additional ATF investigative resources; improved
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information sharing and data analysis capabilities; improved interagency cooperation (both
domestic and international); and improved technology have resulted in our ability to place
greater emphasis on the end users of trafficked firearms in the market area---the cartels and their
confederates who organize the trafficking schemes and facilitate the movement of firearms
across the U.S. Southwest border.

The primary goal of ATF’s Southwest border firearms trafficking strategy remains unchan ged-—-
to disrupt and dismantle the firearms trafficking organizations and networks responsible for
trafficking firearms to Mexican cartels and cartel-related border violence.

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE 8
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CURRENT CARTEL AND FIREARMS TRAFFICKING STRATEGIES

The following identifies and summarizes key U.S. Government strategies intended to address
firearms trafficking to Mexican drug cartels. They are listed and summarized in this document -
because it is essential that ATE’s Southwest border strategy support and complement direction
enunciated by the Department of Justice and the White House.

As previously indicated, ATF formally initiated Project Gunrunner in June 2007. Project
Gunrunner called for increased collaboration and coordination with the Government of Mexico
and U.S. law enforcement agencies; increased use of tracing and other sources of information;
increased training to Mexican law enforcement agencies; a comprehensive plan for the
inspection of licensed firearms dealers; closer investigative collaboration with Organized Crime
Drug Enforcement Task Forces (OCDETF), OCDETF strike forces, and High Intensity Drug
Trafficking Area (HIDTA) task forces; and FFL and public outreach/education.

On April 27, 2009, the Department of Justice released guidelines for the consideration of
OCDETF designation in firearms related cases involving Mexican cartels. The memorandum
identified firearms trafficking from the United States to Mexico as contributing to the escalating
levels of cartel-related violence and as a particular concern for law enforcement on both sides of
the border. The memorandum emphasized the important role that the OCDETF program plays in
connection with the United States' government-wide efforts to stem the southbound smuggling of
arms to Mexican drug trafficking organizations and stated that investigations principally

' (argetifig firearms trafficking are eligible for OCDETF designation if there is a sufficient nexus.—- - -

between the firearms and a major Mexican drug trafficking organization. It is not necessary that
every OCDETF prosecution include specific drug charges, but every OCDETF prosecution must
be drug-related. The specific charges may be firearms, explosives, or other non-drug violations
as long as the targets have been identified as major drug violators and otherwise meet OCDETF

standards.

In June 2009, the Office of National Drug Control Policy (ONDCP) released its National
Southwest Border Counternarcotics Strategy. The strategy represents another key contribution to
the U.S. response to the threat along the Southwest border. The strategy acknowledges the close
link between drug trafficking anci firearms trafficking and the increasing powerful nature and
sophistication of the firearmis acquired and used by Mexican drug trafficking organizations. In

* fact, Chapter 7 of the strategy is devoted to weapons and contains significant language pertaining
to ATF investigative responsibilities and enforcement programs. The strategy includes the goals
of improving intelligence and information sharing relating to weapons trafficking among
Federal, State, local, and tribal law enforcement partners; increasing interdiction of illegal
weapons shipments destined for Mexico; enhancing cooperation with international partners in
weapons investigations; strengthening domestic coordination on weapons investigations and
increasing the likelihood of successful Federal prosecution of weapons cases.

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE 9
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On June 25, 2009, ATF released a memorandum detailing a revised national firearms trafficking
enforcement strategy focusing on among other things the identification and investigation of
specific domestic trafficking corridors. While not a Southwest border focused document, the
national firearms trafficking enforcement plan makes reference to Project Gunrunner and
firearms trafficking cases with an international nexus. The document is referenced here since it
provides guidance for conducting firearms trafficking investigations generally and may include
information pertaining to investigative, technical, and preventive tactics that may be applicable
when investigating matters related to the Southwest border. '

On January 7, 2010, the Department of Justice reemphasized its commitment to combating
firearms trafficking to Mexican cartels and the use of the OCDETF program as a means of
disrupting the cartels by releasing its own strategy. The strategy is premised on the notion that a
significant share of the violence, drug trafficking and corruption along the Southwest border is
perpetrated by a relatively small aumber of hierarchical criminal organizations. The DOJ
strategy concludes that “the most effective mechanism to attack those organizations is the use of
intelligence-based, prosecutor-led multi-agency task forces that attack all levels of, and all
criminal activities of, the operations of the organizations.” A significant component of the DOJ
strategy pertains to attacking the southbound flow of firearms. The strategy states that “given the
national scope of this issue, merely seizing firearms through interdiction will not stop firearms
trafficking to Mexico. We must identify, investigate, and eliminate the sources of illegally
trafficked firearms and the netwcrks that transport them.” The DOJ strategy calls for closer
collaboration between ATF and the efforts of muiti-agency drug task forces along the boraer,

“includitig OCDETF strike forces.” All' ATF field divisions with-an OCDETF strike force must -~ - -

consider assigning a complement; of special agents to the multi-agency strike force and/or
establishing a collocated ATF-led OCDETF group within the strike force.

Lastly, ATF’s 2010-2016 Strategic Plan provides broad direction intended to guide ATF
operations over the next few years and includes information regarding ATF’s efforts to combat
firearms trafficking, to include trafficking along and across the Southwest border. The document
reiterates that one of ATF’s fundamental responsibilities is addressing the threat posed by
firearms violence associated with drug trafficking and specifically the threat posed by Mexican
based drug trafficking organizations that acquire firearms from the United States. The document
summarizes a wide variety of ATF capabilities useful in suppressing firearms trafficking across
the U.S.-Mexico border. ’

Additionally, in June 2009, ATF and Immigration and Customs Enforcement (ICE) initiated a
Memorandum of Understanding (MOU) intended to address areas of mutual concern and
responsibility. To the extent possible, this revised cartel focused strategy will conform to
agreements between ATF and ICE and other law enforcement partners that may exist.

H

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE 10
: HOGR ATF - 000015



HOGR 3.0 - 43
Project Gunrunner— A Cartel Focused Strategy

A CARTEL FOCUSED STRATEGY

Historically, ATF has placed much emphasis on the roles of the straw purchaser and the Federal
firearms licensee in identifying and disrupting firearms trafficking schemes. However, straw
purchasers by definition lack serious criminal records and therefore are frequently viewed as
undesirable targets for criminal prosecution. Straw purchasers are also an easily replaced
component of the trafficking scheme and the criminal laws that ATF generally relies upon to
investigate and prosecute straw purchasers do not expose these violators to significant criminal
penalties. This is particularly true when straw purchaser cases are presented for prosecution
individually and not as part of a multi-defendant trafficking conspiracy case; or when there is
little or no evidence that their unlawful acquisitions were financed by and intended to support a
DTO. '

Therefore, to more effectively disrupt fircarms trafficking operations and to make our cases more
appealing for criminal prosecution, greater emphasis will be placed on targeting the persons with
greater responsibility for the trafficking schemes. In furtherance of this goal, we will attempt to
conduct investigations focusing greater attention on the cartels that finance and direct these

trafficking operations.

Straw purchasers will continue to be investigated and prosecuted according to their overall level
of culpability and cooperation. Straw purchasers must be held accountable for their conduct and
made ineligible to purchase or possess firearms in the future. However, straw purchasers should
~more frequently be viewed as persons-whose conduct-should-be-investigated-as part of a-larger- - -
conspiracy and as persons whose information, cooperation, and assistance should be exploited to
the extent possible in furtherance of the ultimate goal of identifying key members of the
trafficking enterprise and disrupting and/or dismantling of the trafficking operation.

FFLs remain both an important source of fircarms (often unwittingly) to firearms traffickers and
an investigative source of information. On occasion, FFLs become targets of criminal
investigation and prosecution. When criminal wrongdoing by FFLs is suspected they will be
aggressively investigated and recommended for prosecution. Corrupt FFLs constitute high-value
targets due to the damage they cause and the special responsibility they hold to ensure that '
firearms are not illegally diverted from lawful commerce. The potential damage to public safety
caused by even one corrupt FFL is difficult to calculate. In the meantime, we will continue to
inspect FFLs who serve as a source of fircarms to Mexican cartels according to an intelligence
driven inspection plan and actlvely pursue investigative leads developed by 1ndustry operations
investigators. :

Additionally, we must not overlook the fact that firearms traffickers and other violent criminals
also obtain firearms from secondary sources. While disrupting and/or dismantling secondary
sources of crime guns present unique challenges, we should not overlook the benefits of doing
so. Analysis of source location ttace data for specific market areas, when adjusted for time-to-
crime, may not only reveal actionable investigative leads, but also that secondary sources (e.g.,
gun shows, thefts and private sales) are a greater source of trafficked crime guns than licensed

dealers.
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This strategy will present certain challenges as some of the persons we seek to investigate, indict,
and apprehend will reside outsidé the United States and/or may be priority targets of other U.S.
law enforcement agencies. When appropriate, this strategy envisions that ATF will refer
information and actionable intelligence to the Government of Mexico and/or other U.S. law

enforcement agencies.

There are also practical considerations that may require bringing investigations to a conclusion
or dictate a change in investigative tactics prior to the identification of persons directly affiliated
with the DTOs. Examples include high volume trafficking investigations in which numerous
diverted fircarms identifiable with one or more purchasers are being used in violent crimes and
recovered by law enforcement, and high volume trafficking investigations in which over an
extended period ATF cannot reasonably determine where or to whom such firearms are being
trafficked. SACs must closely monitor and approve such investigations, assessing the risks .
associated with prolonged investigation with limited or delayed interdiction. In some instances,
the best answer may be to provide actionable intelligence to other law enforcement agencies
and/or the Government of Mexico.

Qur rencwed efforts will require greater collaboration between ATF field divisions and other law

enforcement and intelligence agencies and make greater use of the technical and analytical

capabilities of DEA, EPIC, and others. While interviewing remains one of the most important

investigative and information gathering techniques available to law enforcement, we must

consider the benefits of making financial and telephone numbers/records analysis a regular part
~of our tratficking investigations. - '
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MEXICAN CARTELS

This document is not intended to provide a detailed examination of the organizational structure
or activities of the various Mexican DTOs. Numerous documents on this subject have been
prepared by both U.S. Government agencies and non-governmental organizations, including
ATF, over the past few years. The ATF (OSII) 2009 Project Gunrunner assessment of arms
trafficking to Mexico includes detailed analysis of the significant activities of several DTOs,
including notable seizure events. Given the fact that this revised strategy is intended to focus
more attention on the persons and organizations with greatest responsibility for cross border
firearms and explosives trafficking, a brief summary of the most significant cartels’ activities is
beneficial.

The status and viability of the major cartels has been impacted by the aggressive enforcement
actions of the Mexican Government since the election of President Calderon, as well as the
fighting among rival cartels over lucrative drug trafficking routes to the United States. Itisa
constant challenge to maintain an accurate picture of the cartels and the areas they control
because their leaders are frequently arrested and killed, alliances are made and broken between
cartels, and leaders within the organizations are challenged for control of the enterprise. Most
credible sources, however, believe there are currently 6 or 7 major cartels. These are the Sinaloa
cartel; the Gulf cartel; the Beltran Leyva cartel; the Arellano Felix cartel (Tijuana cartel);
Vicente Carillo Fuentes cartel (Juarez cartel) the Los Zetas cartel (which began as an
entorcement arm for the Guif cartei) and La Famiiia Michoacdana cariel.

The OSII Southwest Border Field Intelhgence Support Team (FIST) and EPIC have 1dent1ﬁed
over 300 Mexican seizure events in 2009 that were linked to specific DTOs based upon reporting
~ from open source and Mexican Governmental agencies. (It should be noted that information

from these sources routinely contains conflicting data.) Texas was the top U.S. source state in
2009, with the purchase of 163 DTO-related firearms attributed to retail purchasers. Reporting
identified the Gulf and Los Zetas cartels involvement in 117 Mexican seizure events in which
they were named separately (Zetas 70%, Gulf 30%) and together with 892 firearms and 782
grenades recovered. Reporting identified the Sinaloa cartel’s involvement in 45 seizure events in
Mexico with 578 firearms and 60 grenades recovered; the Juarez cartel (including La Linea and
Bartio Azteca) involvement in 24 seizure events with 64 firearms and 6 grenades recovered; the
Tijuana cartel (and the El Teo component) involvement in 34 seizure events with 259 firearms
and 4 grenades recovered; La Fam111a s involvement in 53 seizure events with 339 firearms and
68 grenades recovered,; and the Beltran-Leyva Organization involvement in 30 seizure events in
Mexico with 349 fircarms and 78 grenades recovered.
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The previously mentioned GRIT!initiative uncovered numerous firearms trafficking operations
connected to the Gulf and Zetas ¢artels. The rings typically involved one or more individuals
recruiting several straw purchasers to acquire large quantities of firearms from multiple FFLs or
gun shows with the intention of trafficking the firearms to Mexico. In some cases the individuals
participating in these schemes did so with the knowledge and cooperation of a corrupt FFL.

Based on the precedi_flg analysis and other considerations, including the alignment of the areas
controlled by the cartels with the: four ATF Southwest border field divisions and overall trace
data, the primary targets of this strategy will be the Gulf, Zetas, and Sinaloa cartels.
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While our strategy will remain multi-faceted and continue to include the inspection of licensed
gun dealers and the targeting and arresting of straw purchasers, our revised approach will place
greater emphasis on investigations that target specific cartels and the persons responsible for
organizing and directing firearms trafficking operations in the United States. We have come to
understand that we can best impact firearms trafficking to Mexico and Southwest border
violence by linking our investigations to drug trafficking organizations and where possible to
specific Mexican cartels. Our efforts will also be enhanced through increased coordination with
our Federal counterparts.

Through analysis of Mexican crime gun traces and other intelligence data, it has been determined
that the Gulf, the Zetas (once aligned with the Gulf Cartel), and the Sinaloa cartels are the
criminal organizations most responsible for acquiring firearms in the United States to support
their drug trafficking operations and where ATF can potentially have the greatest impact.
Therefore, ATF Southwest border enforcement operations will place particular emphasis on the
investigation of firearms and explosives trafficking operations organized, directed, and financed
by these particular cartels.

Based on the areas in Mexico controlled by the Gulf, Zetas, and Sinaloa cartels; the locations of
U.S.-sourced firearm recoveries in Mexico; and the U.S. locations where firearms recovered in
‘Mexico are most often acquired, the Houston and Phoenix Field Divisions will be primarily
responsible for investigating trafficking schemes associated with these cartels. However, this
strategy is not intended to limit the initiative of any ATF field division and in fact

" recognizes the increasingly ‘iniportant role played by non=Southwest border-field divisions - -
in combating firearms and explosives trafficking to Mexico. As a result, all ATF field
divisions are expected to initiate investigations on cartels and/or their surrogates operating in
their geographic areas of responsibility; however, investigations pertaining to the Gulf, Zetas,
and Sinaloa cartels must be deconflicted and closely coordinated with the Houston and Phoenix
Field Divisions.

This approach requires conducting our border-related firearms and explosives investigations in a
more creative and comprehensive manner by fully incorporating our agency’s regulatory,
investigative, analytical, technical, and legal capabilities and resources, as well as those available
from other law enforcement agencies, particularly DEA. At the heart of this increased emphasis
on cartel focused investigations is greater use of the Organized Crime Drug Enforcement Task
Force (OCDETEF) program and intelligence capabilities available from the El Paso Intelligence
Center (EPIC) and the DEA Special Operations Division. Recent changes to OCDETT program
policy encourage the use of OCDETF in firearms trafficking cases provided there is a nexus to
high value drug trafficking targets. -

Effective implementation (and documentation) of this strategy will enhance public safety and
provide essential evidence of performance and accomplishments necessary to the continued
growth and reputation of our agency. Although ATF headquarters possesses resources and
capabilities necessary to the success of this strategy, success ultimately rests with the vigorous
implementation of this strategy by field division and Mexico Country Office personnel at the
front line of these operations.
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Properly implemented, this revised strategy will improve data collection, analysis, and
exploitation of information; employ a greater array of investigative resources, including greater
utilization of the OCDETF program; improve sharing and leveraging of information available
from other law enforcement agencies; improve investigative coordination and information
sharing with the Government of Mexico; and place greater emphasis on multi-defendant
conspiratorial cases that focus on persons who organize, direct, and finance cartel-related
firearms and explosives trafficking operations.
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BACKGROUND

It is generally accepted that much of the firearms violence in Mexico and along the Southwest
border is perpetrated by, or on behalf of, Mexican drug trafficking organizations (DTO). DTOs
continue to vie for control of drug trafficking routes to the United States and in so doing, engage
in acts of violence that are often perpetrated with firearms and ammunition acquired from the

United States.

While the United States is not the only source of firearms and munitions used by the cartels, it
has been established that a significant percentage of their firearms originate from gun stores and
other sources in the U.S. Improvised explosive devices, military ordnance, and counterfeit
firearms manufactured in clandestine facilities play an increasingly important role in
emboldening Mexican cartels. Initelligence indicates these criminal organizations have tasked
their money laundering, drug distribution, and transportation infrastructures with reaching into
the United States to acquire firearms, ammunition, and the components necessary to modify
firearms and/or construct improvised explosive devices. It is also well-established that firearms
traffickers often use the same routes as drug traffickers. Increasingly, we find that Mexican
cartels transport firearms and munitions into Mexico from Guatemala, situated on Mexico’s

southern border.

The analysis of trends based on seizures and human intelligence have provided some meaningful
insights into the methods of acquisition and transportation utilized by the Mexican cartels.
Furthermore, over the past few months enforcemient strategies (and othet guidance) that address
firearms trafficking to Mexican cartels have been developed and released by the White House
and the Department of Justice. It is essential that ATF efforts support strategies promoted by the
White House and Department of Justice. An examination of these and other strategies reveals
stmilarities among the strategies, but also suggests that some revisions to ATF’s current strategy
are necessary.
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STRATEGY VERSUS PROGRAMS AND INITIATIVES

ATF has over time initiated a variety of enforcement programs, operations, and initiatives related
to our overall efforts to suppress firearms and explosives trafficking across the U.S.-Mexico
border. However, it is worth noting that these programs, operations, and initiatives are intended
to advance the objectives of our Southwest border strategy---they are not in and of themselves

strategies.

A recent example of an investigative initiative developed in support of Project Gunrunner
(strategy) is the April 2009 Gunrunner Impact Team (GRIT) initiative. The GRIT, largely
intelligence driven and investigative in nature, involved the deployment of approximately 100
investigative (special agents and industry operations investigators), analytical, and administrative
personnel to Texas to target the persons, groups, and organizations responsible for the trafficking
of firearms to Mexico from the Houston Field Division area of responsibility. Other important
elements of GRIT included the inspection of numerous Southwest border FFLs and public
service announcements designed to discourage the unlawful acquisition of firearms by straw
purchasers.

An effective strategy should coordinate and direct all the resources of the organization toward
the attainment of one or more specific goals. In this particular case, the goal of our Southwest
border strategy is the suppressior: of firearms and explosives trafficking across the U.S.-Mexico
border and firearms-related border violence.

Essential components of an effective strategy include a statement of the purpose and scope of the
overall objectives, as well as a discussion of problems, risks, and threats the plan is intended to
address. A strategy’s effectiveness is also enhanced by a description of the agency’s mission,
key capabilities, and means of evaluating progress made against performance goals and
measures.
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PURPOSE AND SCOPE

ATTF has been investigating firearms trafficking involving Mexico for many years; however, a
detailed written strategy was not released until June 2007. The principal purpose of the strategy,
known as Project Gunrunner, is the suppression of firearms and explosives-related violence in
Mexico and along the Southwest border resulting from the illegal acquisition and movement of
firearms, explosives, and improvised explosive devices from the United States.

The purpose of this document is to reiterate ATF’s commitment to Project Gunrunner while
directing a more focused investipative approach. Specifically, with this document ATF will
emphasize targeting the drug cartels principally responsible for the illegal acquisition and
trafficking of firearms from the United States to Mexico. This document is not intended to
replace Project Gunrunner; nor is it intended to provide a comprehensive tactical blueprint for
the investigation of cross border firearms trafficking schemes. Project Gunrunner is incorporated
into this document in its entirety unless a specific portion is deleted or amended herein. Specific
ATF capabilities and/or responsibilities are mentioned to highlight their importance to our efforts
to suppress firearms and explosives trafficking to Mexico and to better leverage ATF
capabilities. -

This revised strategy acknowledges and incorporates an investigative approach already being
implemented by several ATF field divisions and reiterates the primary responsibility of the field
special agents in charge for effective implementation of the straiegy. This document reco gnizes

~that Project Gunrunner is both an ATF strategy and-a component of a larger U:S--Government -

counternarcotics strategy. Our success is contingent on the use of all appropriate regulatory,
investigative, technical, intelli gence, training, liaison, and public/industry outreach capabilities.

" However, the success of Gunrunner is also dependent on our ability to secure prosecution and
sentences appropriate to the criminal conduct. 'Recognizing the nuances of current Federal
firearms statutes and related sentencing guidelines, it is imperative that comprehensive, complex
criminal investigations that link firearms trafficking organizations to drug trafficking activities
and organizations be conducted in order to leverage the prosecutorial advantages afforded by a
wider array of criminal and civil statutes.

Like ATF*s hational firearms trafficking strategy, Gunrunner envisioned achieving our goals by
focusing on both market and source areas of firearms. However, insufficient ATF resources in
Mexico; the difficulty of obtaining comprehensive and timely firearm recovery data; limited
access to recovered firearms and persons arrested in Mexico; and the fact that trafficking scheme
organizers frequently reside outside the United States, caused ATF to primarily focus limited
investigative resources on persons who purchase firearms in the United States that are
subsequently recovered in drug related incidents in Mexico. However, experience has taught
that straw purchasers are infrequently prosecuted, receive sentences insufficient to deter others
when prosecuted, and are easily replaced by scheme organizers. '

While our strategy will continue to include targeting persons who acquire firearms in a
suspicious and/or unlawful mannar, additional ATF investigative resources; improved
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information sharing and data analysis capabilities; improved interagency cooperation (both
domestic and international); and improved technology have resulted in our ability to place
greater emphasis on the end users of trafficked firearms in the market area---the cartels and their
confederates who organize the trafficking schemes and facilitate the movement of firearms
across the U.S. Southwest border.

The primary goal of ATE’s Southwest border firearms trafficking strategy remains unchanged---
to disrupt and dismantle the firearms trafficking organizations and networks responsible for
trafficking firearms to Mexican cartels and cartel-related border violence.
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ORGANIZED CRIME DRUG ENFORCEMENT TASK FORCES

This strategy requires that firearms trafficking investigations be conducted in a thorough and
comprehensive manner. A key component of this strategy is to make greater use of the
OCDETF program as indicated in the Associate Deputy Attorney General’s inemorandum of
April 27, 2009; the June 2009 ONDCP National Southwest Border Counternarcotics Strategy
and the January 7, 2010 Department of Justice strategy.

Firearms related OCDETEF cases will by their very nature require the support and participation of
other law enforcement agencies, particularly DEA, and involve priority/high-value drug
trafficking targets; be conspiratorial in nature; involve multiple suspects and a reasonably large
number of known or suspected trafficked firearms. However, to ensure that the OCDETF
program remains an investigative tool available to conduct firearms related investigations, it
should only be utilized when appropriate.

Firearms trafficking investigations involving Mexican cartels often originate as a result of
seizure events in Mexico and/or at the border. Relevant sources of information and investigative
leads involving firearms trafficked to Mexican cartels include the ATF Mexico Country Office;

ATF Border Liaison Officers; the Government of Mexico; FFLs; [ NIENNG——

the National Tracing
Center; the Violent Crime Analysis Branch; EPIC; OSII and Field Intelligence Groups; other law
enforcement agencies and open source information. All deconfliction systems, including those

-~ managed by regional HIDTAs-and-State Fusion Centers; should be aggressively utilized to
ensure proper coordination with other law enforcement agencies.

When firearms recoveries, seizures and purchase data reveal common and/or significant sources
of trafficked firearms, particularly over a relatively short period of time, every effort should be
made to investigate the persons responsible for directing, financing, acquiring and transporting
the firearms as part of a single investigation. Some trafficking schemes cross ATF field division
arcas of responsibility and therefore will require greater inter-division communication,
coordination, and cooperation. Timely and rigorous deconfliction protocols must be observed to
identify and/or avoid more than one ATF field division actively investigating the same target(s).
Absent unique circumstances, such investigations should be consolidated. Such decisions should
be made by mutual agreement of field special agents in charge after consultation with Federal
prosecutors. In limited instances, ATF headquarters (Field Operations) will recommend or direct
the consolidation and lead division of such cases in the best interest of a particular investigation,
prosecution strategy, or multi-agency/bilateral enforcement initiative.

This strategy is not intended to limit the investigative initiative of any ATF ficld division. In
fact, this strategy recognizes the important role played by all ATF field divisions in combating
firearms trafficking generally and the increasingly important role played by a number of non-
Southwest border field divisions 1n reducing firearms and explosives trafficking across the U.S .-
Mexico border. However, this strategy recognizes the fact that the Gulf, Zetas, and Sinaloa
cartels are the primary recipients of firearms unlawfully acquired in the United States, and the
leading roles played by the Houston and Phoenix Field Divisions in combating cross border
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firearms trafficking by concentrating their investigative efforts on firearms and explosives
trafficking and violent crime investigations involving the Gulf, Zetas, and Sinaloa cartels.

All field divisions are encouraged to initiate firearms related OCDETF investigations targeting
Mexican cartels; however, investigations involving the Gulf, Zetas, and Sinaloa cartels shall be
deconflicted and closely coordinated with the Houston and Phoenix Field Divisions. As
previously indicated, when multiple division investigations of Mexican cartels are sufficiently
related, the cases should be consolidated. The field division deemed to be in the best position to
bring the case to a successful conclusion should lead the consolidated investigation.

The success of this strategy will require cooperation and coordination among the various field
divisions.
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- HEADOQUARTERS OQVERSIGHT AND COORDINATION

ATF is in the process of revising Bureau policy pertaining to cases deemed significant/sensitive
and those with national implication. Existing criteria for such cases include investigations with
potential for diplomatic or international implications and investigations that are likely to cause
contact with headquarters by the news media and/or a major political figure. Clearly, many
cases involving firearms trafficking to Mexican drug cartels meet these criteria. Additionally,
current ATF policy recognizes that some investigations may be national and therefore inter-
divisional in scope.

To ensure that this strategy is properly implemented and coordinated, ATF headquarters is
establishing a mechanism to monitor and, where appropriate, coordinate investigations targeting
Mexican cartels. Given the large number of Southwest border investigations that are active at
any given time, ATT headquarters will only monitor those deemed significant or sensitive.
OCDETFT investigations, investigations that target specific cartels or significant elements of
cartel-related firearms trafficking organizations, and/or investigations that involve the use of
court authorized monitoring of conversations or other potentially sensitive investigative
techniques will be designated significant/sensitive. As such, the headquarters program manager
will be given full access to monitored investigations in the ATF case management sysiem, to
include cases governed by Rule 6 of the Federal Rules of Criminal Procedure.

The monitoring and coordinating of Southwest border investigations will be the responsibility of
- the recently established Firearms Operations Division. Additional re sponsibilities-include
reviewing investigative and significant incident reports; assisting in the identification of other
ATF field divisions that may have an interest in the monitored investigation; communicating
with field divisions and headquarters offices, particularly OSII and the Office of International
Affairs; serving as a conduit for the sharing of investigative reports and information; and
providing written and/or oral briefings for Field Operations executives and other members of the
ATF executive staff.

OSII will be responsible for the oversight of the intelligence component of this strategy and will
work closely with the Firearms Cperations Division regarding the analysis and dissemination of
information. Likewise, the Office of International Affairs will remain responsible for
supervising ATF operations in Mexico.

In short, the Firearms Operations Division will serve as the primary headquarters point of contact
and resource for monitored Southwest border cartel related investigations.
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THE MEXICO COUNTRY OFFICE

The ATF Mexico Country Office (MCO), a component of the Office of International Affairs
(IAQ), is an essential element of the Gunrunner strategy. The MCO, headquartered in the U.S.

Embassy in Mexico City, includes ATF personnel posted in U.S. Consulates in_
and is the primary point of*

information collection and analysis, coordination, and liaison for ATF activities in Mexico.

Recently, the Office of International Affairs developed an operations plan for the MCO. Stated
goals include increasing the number of timely, complete, and accurate firearms traces initiated by
the Government of Mexico; participation in a vetted unit program sponsored by the DEA;
improved coordination, communication, and intelligence sharing concerning firearms seizures
between ATF and Mexican law enforcement authorities; improved coordination and
documentation of investigations, training, and other assistance to Mexican law enforcement
authorities; and reorganization and expansion of the Mexico Country Office.

No ATF activity shall be conducted in Mexico without prior headquarters JAO approval and
coordination with the MCO. The controlled movement of firearms, ammunition, explosives,
explosives devices, and/or components or non-functional “props” of such items across the U.S.-
Mexico border from the United States shall be coordinated with and approved in advance by
Bureau headquarters and the MCO.

The MCO in-turn-shall ensure that ATF headquarters and the-prineipal Southwest-border-field- .- -
divisions are kept apprised of significant events occurring in Mexico related to ATF jurisdiction.
The MCO is responsible for facilitating requests for information, evidence, and/or assistance
between ATF domestic offices and the Government of Mexico. However, requests for
documents or other evidence frorn Mexican authorities required for prosecution in the United
States shall be submitted through the Mutual Legal Assistance Treaty. Such requests shall be
initiated by the local United States Attorney’s Office and be processed through the Department’s
Office of International Affairs,

In support of this strategy, while the MCO will continue to facilitate the exchange of
investigative information to Bureau headquarters and domestic ATF offices on all criminal
organizations in Mexico, it will focus on the activities of the Gulf, Zetas, and Sinaloa cartels and
provide information as appropriate concerning these organizations to Bureau headquarters and
the Houston and Phoenix Field Divisions.

As a result of the increased use of explosives by the DTOs against the Mexican military and
Mexican law enforcement, in July 2009, ATF and the Government of Mexico entered into a trial
mutual assistance protocol to creétte the Combined Explosive Investigative Team (CEIT). ATF’s
partnership with PGR, CENAPI, SEDENA, SEMAR, and the U.S. Defense Attaches’ Office
assists the Government of Mexico with its responses to seizures of military and homemade
grenades to determine the source, identify suspects, and to provide assistance with post-blast
investigations. ATF has assisted'Mexico in identifying foreign military ordnance recovered from
and used by DTOs and cartels in Mexico. Prior to such assistance, most of the recovered
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military ordnance were incorrectly identified by Mexico as coming directly from the U.S., when
in fact most have come from Central American countries and much is of non-U.S. manufacture.
When requested, explosives evidence is shipped to the ATF National Laboratory for
examination. ATF is also providing Mexican officials training in explosives identification,
evidence collection, and post-blast investigation.
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BORDER LIAISON AND EXPLOSIVES ENFORCEMENT OFFICERS

ATF currently deploys Border Liaison Officers (BLO) and Explosives Enforcement Officers in
the four principal Southwest border field divisions. BLOs work under the supervision of the
special agent in charge and are an essential component of ATF information collection and
analysis capabilities and the dissemination of actionable intelligence. ATF has established BLOs
in the following field offices for the respective points of entry

In coordination with the Mexico Country Office, BLOs are permitted to operate in Mexico and
often respond to the scene of firearm and explosive recovery incidents and arrests. In some
instances, BLOs scrve as a force multiplier for the MCO and may be the first ATF responder to
recovery and arrest incidents, thus providing timely and essential investigative and technical
assistance to Mexican law enforcement and/or military authorities. The BLOs additionally serve
as ATF’s principal liaison to other key U.S. law enforcement agencies operating in the vicinity
of the Southwest border and provide training to counterparts in Mexico. Due to the increasing
importance of the BLO position, each field division with a BLO will ensure that an alternate or
backup BLO is selected and trained.

BLO activities in Mexico shall bé coordinated with the MCO. Information collected by BLOs

shail be disseminated to both the MCO and appropriate field intelligence groups.

EEOs work for the Arson and Explosives Program Division, Explosives Technology Branch and
provide vital explosives technical assistance to domestic and international investigative
operations, Given the significant increase in incidents pertaining to the use, recovery, and
trafficking of explosives; improvised explosive devices; and IED components it is essential that
EEO capabilities be more fully incorporated into Southwest border operations. An EEO has
been assigned to the MCO in Mexico City. At this time, Southwest border area EEOs are
designated to support Mexican authorities and the MCO in relation to explosives investigations,
ircluding participation on Combined Explosive Investigative Teams.
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BORDER VIOLENCE, VCITS AND GANGS

Sometimes overlooked in our efforts to suppress firearms and explosives trafficking across the
U.S.-Mexico border is that a key component of Project Gunrunner is the investigation and
suppression of drug related border violence. ATF has been involved in a number of successful
border violence enforcement initiatives, including those designed to combat gang violence,
kidnappings, and home invasions fueled by the presence of drugs trafficked from Mexico and/or
perpetrated by gangs affiliated with Mexican drug cartels. Examples include ATF participation
in OCDETTF strike force groups in Houston and Phoenix, and ATF’s Project Gideon, a proactive
home invasion/robbery undercover scenario targeting armed violent offenders and criminal
groups. These efforts should continue and be expanded as part of this revised strategy.

Related to our efforts to suppress border related violence is our Violent Crime Impact Team
(VCIT) initiative. Our VCIT initiative appears prominently in the ONDCP National Southwest
Border Counternarcotics Strategy. VCITs are designed to proactively target the persons and
gangs most responsible for firearms-related violent crime in select neighborhoods or sections of
communities experiencing an increase in such criminal activity. VCIT groups have been
established in thirty-one locations, including Houston and Laredo, Texas; and Tucson and Mesa,

Arizona.

Integration of our gang enforcement activities with the drug-related border violence reduction
component of our Gunrunner strategy is essential to achieving our strategic goals. Recen

-reports-issued-by-the National Prug Intelligence-€enter (NDIC) -and the National Gang.. . ..
Intelligence Center (NGIC) reveal a growing association between U.S.-based gangs and Mexican
drug trafficking organizations. Mexican DTO’s are increasingly using this association to support
their drug and firearms trafficking operations. According to the NDIC, gangs recruited by
DTO’s to transport and distribute drugs are increasingly being used to acquire and transport
firearms on their behalf and to protect their drug shipments. Some of these U.S.-based gangs
have known associations with a number of Mexican cartels including the Gulf, Zetas, and

Sinaloa cartels.

Although our VCIT initiative is not a pure gang enforcement strategy, it is flexible enough to
include the targeting of violent gangs as a performance goal provided other VCIT guidance is
met. Where VCIT enforcement groups exist along the Southwest border every effort should be
fnade to ensure that the persons, gangs, and activities targeted are related to the activities of
Mexican drug cartels. Likewise, in areas where VCIT groups do not exist, special agents in
charge are strongly encouraged to target street gangs with a nexus to Mexican cattels,
particularly the Sinaloa, Gulf, and Zetas. Where resources are an obstacle, SACs are encouraged
to establish or participate in cartel related border violence task forces.

Future decisions about the establishment of VCIT groups along the Southwest border will be
based on proposals to reduce firearms-related violence associated with Mexican drug cartels.
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INFORMATION COLLECTION. MANAGEMENT AND EXPLOITATION

ATF’s investigative efforts are largely intelligence driven. Directly related to our ability to
identify cartel members and other persons with greater responsibility for trafficking firearms to
Mexico is our ability to capture, exploit, and share information. The thoroughness with which
we collect and document information is also vital to our ability to properly analyze data and
produce timely investigative leads. Properly populating data fields in the ATF case management
system is equally vital to our success.

Understanding the manner in which information flow should normally occur and the variety of
intelligence resources available to ATF is also essential to our ability to properly address cross
border firearms trafficking and related border violence.

Although ATF will continue to exploit a variety of sources of information, our most vital
collection source remains our investigative personnel. As a result, it is essential that information
be collected in accordance with the OSII collection plan and that case information be
documented in accordance with Bureau policy. Proper.documentation of investigative findings
allows ATF to report to a varicty of agencies with oversight responsibility and provides Bureau
headquarters with vital statistical data for inclusion in budgetary and other documents. However,
most importantly our investigative reports are essential to the successful prosecution of
defendants and allows for the sharing and exploitation of information in our possession.

- Information impacting our operations in-Mexico shall be shared with the MCO:. -In mestcases, -
information collected in Mexico will originate with the MCO. Information colleeted by BLO’s
responding to incidents in Mexico or obtained as a result of their liaison duties with counterparts
in Mexico shall be shared with the MCO and OSII in a timely manner.

The division field intelligence group (FIG) is responsible for managing the flow of
information/intelligence into and out of the field division (laterally to offices within the division,
through the chain-of-command to ATF Headquarters, and externally to other domestic law
enforcement and intelligence partners). FIGs analyze, disseminate, track and audit information
and intelligence inside and outside the division and function as a clearinghouse for information
from numerous ATF enforcement programs (e.g., NICS/Brady, NIBIN, NTC trace and multiple
sale data, thefts and recoveries involving FFLs and FELs, etc). FIGs additionally establish and
maintain partnerships with Federal, State, and local law enforcement partner intelligence
components within their geographical areas of responsibility (to include regional information
sharing systems and fusion eenters) in support of the Bureau’s mission.

Actionable information obtained by the MCO, BLOs or other Bureau components shall be
immediatély shared with the appropriate field division, enforcement group, and FIG. The MCO
and/or BLO shall also provide information of a non-urgent nature to the appropriate F1G, OSII,
and EPIC.
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Information collected and analyzed by field intelligence groups shall be shared with OSII’s Field
Intelligence Support Branch and ‘;:)ther field intelligence groups.

Information obtained and analyzed by OSII shall be disseminated to field components and the
MCO as appropriate.

This revised strategy calls for greater use of underutilized intelligence and analytical resources
such as EPIC, the OCDETF Fusion Center, and the DEA Special Operations Division.

In support Southwest border strategies, ATF is significantly increasing its staffing at the EI Paso
Intelligence Center (EPIC). As of July 6, 2010, ATF is leading EPIC’s newly formed Firearms
and Explosives Trafficking (FET) Unit and awaiting dedicated personnel from DEA, CBP, and
ICE. ATF’s mission at EPIC is now two-fold; run the traditional Gun Desk and provide
collection management and analysis of firearms and explosives seizure data from Mexico.
EPIC’s FET Unit essentially fun¢tions as the U.S, Government’s clearinghouse of information
pertaining to known or suspected trafficked firearms to Mexico. It conducts suspect criminal
history and other data base inquiries; initiates and accesses firearms trace requests/results;
analyzes and disseminates open source information; receives and disseminates information to
other agencies with drug trafficking and/or Southwest border responsibilities; and conducts
limited regional analysis. It facilitates connectivity to all other EPIC investigative, technical, and .
analytical capabilities. ATF is expanding its mission to include tactical support to operations,

~ with a special agent being assigned io the EPFIC TACOPS Unit, to coordinate ground trackmg,
~aviationtracking; and communications-intercepts. - e

The OCDETF Fusion Centers gather, store, and analyze all-source drug and drug-related
financial investigative information and intelligence to support coordinated, multijurisdictional
investigations. ATF both staffs and contributes information in the form of investigative reports
pertaining to OCDETF and drug-related investigations to the OCDETF Fusion Center. Asa
result, the Fusion Center allows for the searching of ATF and other participating agency
investigative reports for information pertaining to specific targets. In an effort to better leverage
the analytical capabilities of the Fusion Center and contribute information that may be used by
other participating law enforcement agencies, all ATF investigations pertaining to the Southwest
border will be shared with the OCDETF Fusion Center, regardless of whether the ATF case
qualifies as a signiﬁcant/sensitive investigation.

The DEA Special Operations Division is primarily responsible for exploiting signal intelligence
(i.e. telephone toll records), Given the number of DEA Title III’s in existence at any given time
and the relationship between drug and firearms along the Southwest border, there is a high
probability that information developed during an ATF investigation will connect in some fashion
to an existing DEA investigation, Therefore, telephone numbers developed during the course of
an ATF investigation (e.g., pen reglster subpoena; Title III phone data; witness information)
should be provided to the DEA SOD through the appropriate ATF field intelligence group in an
effort to determine their possible relatlonshlp to other on-going drug-related investigations.

'
'
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STATE AND LOCAL LAW ENFORCEMEN TASSISTANCE

The cooperation and assistance of State and local law enforcement agencies, particularly those
responsible for patrolling key interstate highways that connect firearm source locations and the
Southwest border, is another important component of this comprehensive strategy. In fact,
effective collaboration with State and local law enforcement agencies on a variety of ATF
responsibilities is one of the historical comerstones of our success as an agency. This is no less
true when considering our ability to suppress firearms trafficking, generally and cross border
firearms trafficking, specifically.’ State and local police officers properly trained in ATF
jurisdiction; firearms trafficking schemes, including information pertaining to methods of
acquisition, transportation and concealment; trafficking corridors; and firearms specific
interviewing techniques would likely provide vital intelligence and investigative leads.

The lawful detention of trafficking participants and their subsequent and timely interview by
ATF would likely result in increased seizure of firearms and ammunition intended for Mexican
drug cartels; assist with narrowing current intelligence gaps by achieving a better understanding
of trafficking trends and methods of operation; and serve as the predicate for initiating trafficking
investigations that may otherwise go unaddressed. In fact, ATF has already benefited from
partnering with State and local law enforcement agencies in cross border fircarms trafficking
enforcement operations and from the referral of information derived from vehicle stops unrelated
to a particutar ATF investigation.

~Special agents incharge are stroﬁgly encouraged to work with State-and local-law enforcement-
agencies in their areds of operations as discussed above and to incorporate State and local law
enforcement agencies into investigative and enforcement operations when appropriate.

ATF headquarters elements will be responsible for developing more comprehensive and formal
State and local training programs, such as complex investigations and Southwest border oriented
firearms trafficking seminars in partnership with other Federal law enforcement agencies and
organizations such as the International Association of Chiefs of Police. ATF is currently
developing a comprehensive ATI? task force officer training course related to our DOJ asset
forfeiture funded Joint Law Enforcement Operations program.
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DOJ ASSISTANCE AND PROSECUTION STRATEGY

Although it is expected that cases investigated as part of this strategy will be prosecuted by the
appropriate local United States Attorney, DOJ has shown interest and support of the approach
outlined in this document and has designated a Criminal Division attorney to serve as the
Department’s liaison to ATF. In some cases, the Criminal Division may become directly
involved in the prosecution of OCDETF and cartel focused cases.

Whenever feasible, we will seek to prosecute defendants in the United States and when
necessary, we will attempt to secure the presence of Mexican nationals in the United States
through extradition. However, it is reasonable to assume that the extradition process, once
begun, may take many months to conclude and that in some cases the U.S. Government will not
be able to secure the presence of Mexican nationals in the United States for trial. As a result,
prosecution under Article IV of the Mexican Federal Penal Code may be the best option
available. Article IV allows for the prosecution of Mexican nationals who commit crimes
outside the national borders of Mexico. In order to be prosecuted under this provision of
Mexican law, the accused must be in the Republic of Mexico, the accused cannot have been tried
in the country where the criminal offense was committed, and the crime committed in the United
States must also be a crime in the Republic of Mexico. The Mexican system of criminal justice
is very different than that in the United States. No trial by jury system exists and witnesses are
seldom called to testify. Trial judges make decisions based on a careful study of the evidence

presented.

The States Attorney Generals for Texas, California, New Mexico, and Arizona have established
Article IV units and may serve as a resource should Article IV prosecutions be contemplated. A
potential Article IV prosecution may require that U.S. law enforcement agents collect evidence
in a manner somewhat different than is customary in the United States. Any consideration of
prosecution of Mexican nationals under Article IV will require close coordination with ATF
headquarters and the U.S. Department of Justice.
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PERFORMANCE GOALS AND PERFORMANCE INDICATORS

Effective strategies set clear goals and performance measures. The ATF 2010-2016 Strategic
Plan lists Interdiction and Prevention of Firearms Trafficking and the Advancement of Fircarms
Trafficking Intelligence Capabilities as Strategic Goals in our efforts to reduce the risk to public
safety caused by firearms trafficking. Several performance indicators are also listed as a means
of measuring our performance toward achieving our strategic goals. While performance
indicators reflect a level of ATF efficiency and effectiveness, our overall value as a law
enforcement agency will be reflected by our ability to reduce the frequency of gun trafficking to
Mexico by disrupting and dismantling the firearms trafficking organizations that provide
firearms to targeted drug trafficking organizations.

Vital to our ability to track and report our progress is the timely and accurate reporting of
information in our case management system (i.e. N-Force and N-Spect). A brief instructional
document entitled, “Procedures for Incorporating Project Gunrunner References into N-Force
Cases” dated April 10, 2007, can be accessed on the ATF Portal/Intraweb, via About ATF/OSII/
Intelligence Information Systems Division/NFOCIS/Resources/Publications/P/Project Gunrunner
_ Case Maintenance.pdf. This document includes instructions and N-Force screen shots
depicting methods to properly designate Southwest border and Gunrunner investigations, reports
of investigations, suspects and defendants, significant incident reports, and firearms traces in
N-Force. In addition to following the instructions in the referenced N-Force document, special
agents should ensure that firearms trafficking investigations are properly reflected in General

- Case Information; Firearms tab; to-include souree state-and-country, and target {market) state. . ..
and/or country. Planned enhancements to N-Force will allow us to document investigations
involving specific Mexican cartels in the same manner as U.S. street gangs.

In addition, all special agents are encouraged to identify Southwest border firearms trafficking
investigation suspects in TECS, including case agent contact information, in order to gain
intelligence information concerning border crossings, ete.

All special agents and IOTs, but particularly those involved in Southwest border firearms
trafficking and cartel related investigations and inspections, should be familiar with these
reporting procedures. '
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SUMMARY OF KEY ELEMENTS OF CARTEL FOCUSED STRATEGY

With diligent implementation of this revised strategy and adherence to its key elements, ATF
should achieve greater success in our efforts to reduce cross border firearms trafficking and

related border violence.
Specifically, this strategy is designed to achieve:

¢ Improved collection, analyses, sharing, and exploitation of intelligence information.
» Improved prioritization of investigative leads.

o Greater use of intelligence that links seizure events, purchase transactions, and other
unlawful or suspicious activity with specific DTOs.

» Employment of a greater array of investigative resources, techniques, and criminal
statutes. ' ‘

o  Improved investigative coordination and intelligence sharing with the Government of
Mexico and other law enforcement partners.

e Improved communication and coordination between ATF field divisions and between
field divisions, ATF headquarters and the Mexico Country Office.

e More effective alignment of ATF enforcement programs.
e Increased use of OCDETF program.

e Closer coordination with DEA and other law enforcement partners.

e Greater emphasis on multi-defendant conspiratorial trafficking cases that more often
focus on facilitators; organizers and persons with greater responsibility for trafficking
operations.

e The new Firearms Operations Division (FOD) in the Office of Field Operations will
monitor cartel focused investigations and where appropriate, help coordinate multi-
division, multi-agency, and multi-national investigative efforts. These FOD activities
will be led by the Southwest Border National Coordinator, who will communicate with
senior leadership, field management, and ATF intelligence assets based on linkages
between seemingly unrelated cases or fragments of intelligence pertaining to firearms
trafficking and border violence by targeted DTOs.

o Improved understanding of Southwest border challenges and intelligence gaps.

e Ultimately enhance the effectiveness of our cross border trafficking and related border
violence investigations and operations.
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Foreword by the Director

Recently, I traveled to Mexico City to meet with Mexico’s Attorney General
Medina Mora and Secretary of Public Safety Garcia Luna to discuss enforcement
strategies in combating the unprecedented firearms violence taking place along
the U.S.- Mexico border. This violence, which is fueled by the burgeoning drug
trade and enforced through the ruthless and criminal use of firearms and
explosives, has taken the lives of many citizens on both sides of our international

border.

A significant number of the casualties are Mexican law-enforcement officers and
clected officials who put their lives on the line to protect their citizenry. The
Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) has come to the forefront to address this
growing threat to the safety of our mutual communities. We have mobilized as an agency to combat this
threat to communities on both sides of the border, by working with our domestic and international law-

enforcement counterparts.

We are using resources such as our firearms tracing and intelligence capabilities, and have partnered
with a number of other Federal law-enforcement agencies and local governments to address violence on
the U.S. side of the border. Through our office in Mexico, we continue to work with Mexican law-

" enforcement officials fo identify the best tactics to address our common fight against this threat.

By presenting this strategy, we séek to communicate the level of our resolve and commitment in
addressing the violence along the U.S. - Mexico border, and thus we call on our law-enforcement
partners on both sides of the international border to join us and continue to work with us in the common
goal of reducing crime related to firearms violence and bringing stability to both of our countries.

‘ Michael J. Sullivan, Director Designate
" Bureau of Alcohol, Tobacco, Firearms and Explosives
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Southwest Border Initiative,
U.S. Department of Justice

Background

Approximately 92 percent ' of the cocaine that currently enters the United States is filtered and
distributed by Mexican Drug-Trafficking Organizations (DTO) located just across the border from the
United States. Mexico’s top two DTOs are operating in these areas. These are the Gulf Cartel, located
on the Gulf Coast side of Mexico and the Sinaloa Cartel, operating in the Central to West side of
Mexico. Mexico’s top drug lords are battling for highly prized smuggling routes along this international
border, but particularly in Nuevo Laredo, the busiest commercial border crossing for US-bound Mexman
goods, because drugs are often hdeen in commercial vehicles driving north.

In an effort to maintain control of their drug routes and distribution, and to keep their competitors in
check, these DTOs readily resort to violence and intimidation through the use of firearms and
exploswes, which are the “tools of the trade” for the criminal element.

_In response to this escalating drug~related firearms-trafficking
violence——which has included the kidnapping of American
citizens and the murder of Mexican efficials—U.S. Attorney
General Alberto Gonzales and his previous Mexican
counterpart, Daniel Caveza de Vaca, announced an initiative to
address this problem on October 13, 2005, in San Antonio,
Texas. This initiative, which has come to be known as the
Southwest Border (SWB) (Narco-Violence) Initiative, was
coordinated by the U.S. Department of Justice’s (DOJ)
Criminal Division and Office of International Affairs. It
brings the resources of the Department’s various law-

enfor‘ce.men‘F agencies [e.g., ATF, Drug Enforcem.ent‘ U.S. Attorney General Alberto Gonzales
Administration (DEA), Federal Bureau of Investigation (FBI), (feft) and his Mexican Counterpart,
Bureau of Prisons (BOP), and the United States Marshal Daniel Caveza de Vaca (right) in

Service (USMS)] together in order to devise a concerted San Antonio, TX in October 2005

strategy to meet the threats affecting the cities and towns on
both sides of the border (see Appendix A).

! Remarks to Congressional Panel by EéJEA“’InteHigence Official Anthony Placido on-June 14, 2005.
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In February 2007, ATF Acting Director Michael J. Sullivan
traveled to Mexico City to meet with U.S. Ambassador to
Mexico Tony Garza in order to assess how the United States
could help Mexico stem the traffic in illegal weapons across the
border. Mr. Sullivan also discussed his thoughts with Mexican
Attorney General Medina Mora and Secretary of Public Safety
(SSP) Garcia Luna and with other cabinet-level officials,
including how ATF could support the proposals made by
Attorneys General Alberto Gonzales and Medina Mora during

their meetings in Mexico City in January 2007 (see Appendix B). Mex:can Secretary of Public Safety
o ) ) o Garcia Luna (left) and ATF Director
Historically, in September of 2005 Mexican and U.S. authorities, Designate Michael Sullivan (right) in

including representatives from DOJ’s various law-enforcement ~ Mexico City, February 2007

agencies and other Federal, State, and local agencies, attended a

mini-Senior Law Enforcement Plenary (SLEP) session. The SLEP is composed of senior law-
enforcement DOJ representatives and Mexican counterparts and is the principal coordinating body of the
Attorneys General Bi-national Commission. [t convenes bi-annually to develop, assess, and report on
the progress being made on policy and ldw-enforcement issues jointly developed by the United States
and Mexican governments. During that session, ATF agreed to implement a number of actions in
support of this initiative. As a result, ATF developed strategic action items that involve both domestic
and international components. -

During the October 2005 SLEP session in Mexico City, ATF introduced its action items under this
initiative (see Appendix C). These continuing s action items are appropriate for incorporation into ATT’s
‘response to the SWB violence: These action items are also regular topies of discussion at bi-annual

SLEP sessions.

ATF’s Southwest Border Strategy
and Strategic Outcome

ATF’s strategy regarding the Southwest Border (Narco-Violence) Initiative is summarized as follows:

Working with its domestic and internatiaonal law-enforcement partners, ATF wilf deny the “tools of
the trade” to the firearms-trafficking organizations operating in Mexico through proactive
enforcement of its jurisdictional areas in the affected border States in the domestic front, as well as
through assistance and cooperative ‘interaction with the Mexican authorities in their fight to

effectively deal with these violent firearms and DTOs.

The expected strategic outcome will be the:

Suppression of the firearms and explosives-related violence occurrmg on both sides of the border
through effective law-enforcement collaboration involving the investigation and interdiction of illicit

trafficking and use of firearms, exp!os;ves and ammunition.

2 U.8. Department of Justice - Bureau of Aleohol, Tobacco, Firearms and Explosives - Southwest Border Initiative
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Expansion of eTrace

The cornerstone of ATF’s SWB Strategy, which
encompasses the international and domestic strategic
components as discussed below, is the tracing of firearms
recovered from the criminal element by law enforcement. The Value of firearms trace information and

statistics in law-enforcement efforts is unquestionable. eTrace is an internet, web-based law-
enforcement tool that allows for the online tracing of firearms and the production of statistical data (see
Appendix D). This tool allows for the comprehensive and systematic tracing of firearms in order to
develop intelligence regarding the sources of crime guns recovered in Mexico and in border areas. It
also assists local offices in identifying, targeting, and investigating straw purchasers and the traffickers

who employ them.

ATF committed itself to decentralizing eTrace and utilizing it in Mexico’s 31 states and further
* recommended its implementation in the 9 U.S. Consulates within Mexico. The decentralization
implementation is pending approval by the Mexican government.

Ongoing analysis of firearms race data allows ATF to continuously evaluate changes in purchase
patterns. For example, analysis of successfully traced crime guns recovered in 2005 and 2006 suggests
that the Los Angeles metropolitan area of California; Phoenix and Tucson, Arizona; and Dallas,
Houston, San Antonio, El Paso, Laredo, McAllen, and Brownsville in Texas are currently major source
arcas. Additionally, the States of Georgia, 1llinois, Kansas, Ohio, Oklahoma, Pennsylvania, Tennessee,
Colorado, and Florida have becoine significant source states in the past four years in terms of firearms
successfully traced to a US Federal Fll‘cﬂ.l"’rlS Licensee (FFL).

The ATF Nat10na1 Tracing Centel Division (N TC) has analyzed the flrearms tracing mformatlon
submitted by Mexico and has determined that there exists two general categories of firearms demand and
that there are three general trafficking routes from the United States into Mexico. Firearms’ trafficking

is a supply-and-demand dynamic,

The first category of demand is for 7.62mm rifles, 5.56mm rifles, and new handguns to support criminal
organizations associated with narcotics trafficking and serious violent crime. These groups are
characterized by their desire for specific types of firearms, purchased as part of a multiple sale and
transported from the U.S. into Mexico to specific locations and organizations within Mexico.

The second category of demand is for inexpensive handguns for persons who do not have the proper
permissions to possess firearms in Mexico. This method is commonly referred to as “ant-trafficking™
and the demand group is characterized by persons purchasing low-quality, used handguns one at time
which they then transport into Mexico where they are subsequently dispersed. Over an extended period
of time, they slowly migrate southward throughout the country.

As indicated above, there are three major trafficking routes from the United States into Mexico. The
first route, called the “Tucson Cotridor,” runs from Tucson, Arizona, across the border at Nogales and
then proceeds south along the West Coast highway to Hermosillo, Guaymas, Culiacan, Matzatlan, and
Guadalajara then on to Mexico City. Primarily firearms purchased in California and Arizona are
trafficked along this corridor to supply organized crime groups operating along the West Coast of
Mexico.

Project Gunrunner - June 2007 INTERNAL USE ONLY - DO NOT DISSEMINATE QUTSIDE OF ATF 3
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The second route, called the “El Paso Corridor,” runs from El Paso, Texas, across the border at Ciudad
Juarez, continuing down the central highway to Chihuahua, Durango, Zacatecas, and San Luis Potosi
into Mexico City, Primarily firearms from Texas and Arizona are trafficked along this corridor and may

or may not be associated with organized crime.

The third route, called the “Houston Corridor,”
runs from Houston, San Antonio, and Laredo,
crosses the border into Nuevo Laredo, Reyonosa,
and Matamoros, proceeds to Monterrey, Tampico,
Poza Rica, and then proceeds to Mexico City or
Vera Cruz and east. Primarily firearms purchased
in Texas are trafficked along this corridor to
supply organized crimne elements operating in
eastern Mexico.

The NTC and ATF’s Mexico City Office (MCO)
will work with the Mexican government to
decentralize and distribute eTrace in order to
provide an effective methodology for Mexican law
enforcement to submit crime-gun trace requests in
a timely and accurate manner.

The NTC is responsible for effectively and
efficiently tracing guns recovered in Mexico and
. submitted via eTrace.. This also implies three
additional items (a) a regular feedback loop to
Mexico defining trends in errors relative to the
submission of the trace requests in order to make

BREAKDOWN OF TRACE RESULTS

WITH A RECOVERY IN MEXICO
Calendar Years 2005-2006

Firearm Traced toa Final ~ Firearm Traced to
U.S. Retail Dealer . 89 a Foreign Entity

Unable to Trace Firearm to Final Origin

NOTE: Other fraces may be pending or may have been
siopped per the requestor.

Bureau of Alcohol, Tobaceo, Firearms and Explosives
Violent Crime Intelligence Division
Violent Crime Analysis Branch

continuous improvements in the data quality; (b) a Spanish version of eTrace as a funding and
development priority to improve accuracy; and (c) all new handguns, 7.62mm or 5.56mm rifles
recovered anywhere in Mexico should be traced URGENT.

Further data mining of firearms-trace data conducted by the Violent Crimes Analysis Branch (VCAB)
will be used to determine specific trends and assist in the identification of potential targets. This
analysis includes crime-gun mapping that ties the location in Mexico where the crime guns are being
recovered to their specific source areas in the United States. It also identifies high-volume FFLs who
are the point of origin for firearms that are being recovered by law enforcement in Mexico or in border
areas in connection with criminal investi'gations. Through periodic data mining and analysis, shifts in
patterns will be ascertained in order to devise specific strategies to cut off the flow of illegal U.S.-

sourced firearms to Mexico.

An emphasis will be placed upon deploying ATT’s eTrace system to law-enforcement agencies along the
SWB in Texas; a Spanish version of this system is planned for deployment to the International law-

enforcement community. ;

4 U.S. Department of Justicg - Burcau of Alcohol, Tobacco, Firearms and Explosives « Southwest Border Initiative
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International Strategic Component

All of ATF’s activities in Mexico should be coordinated
through the ATF Attaché Office Iocated in the U.S.
Embassy Mexico City. Coordination is essential to
ensuring the safety of ATF personnel on TDY to
Mexico, for vetting of Mexican law enforcement and
other officials that contact field divisions asking for
various ATF resources, and for ensuring that the United
‘States Ambassador and law-enforcement component are
aware of ATF activities in Mexico. Failure to
coordinate all ATF official activities can cause serious
problems for our personnel in country and for TDY
personnel requiring country clearance or other
diplomatic assistance.

The action items that were promulgated through ATF’s Police in Mazatian, Sinaloa, Mex;co seized
these weapdiis.as well as.a LAW rocket

participation in the bi-annual U.S. - Mexico SLEP foflowing a tip regarding individuals who were
sessions are the primary means by which ATTF will seen in possession of weapons near a dance
strive to contribute to the fight against the narco- club. ATF traced the firearms.

violence taking place along the U.S. border with

Mexico. These action items will be implemented

through ATF’s International Affairs Office (IAO} and

the ATF MCO through the coordination of ATF’s -

.. various assets and resources.as follows:

1. The United States and Mexico will establish a point of contact (POC) for each ATF border
field division. The POC will be the Division’s Special Agent in Charge (SAC) or his/her
designee. The POC and the Procuraduria General de la Repitblica (PGR, Mexican Attorney
General’s Office) representative will meet regularly to coordinate investigative and firearms-
trafficking issues. Additionally, meetings between agency leadership representatives will
occur every four months to address administrative and oversight issues. These meetings will
include PGR officials, ATF field designees, and ATF’s TAQO representatives from
Headquarters or Mexico City.

ATF and other DOJ components {(e.g., DEA, USMS, and FBI] and U.S. Department of Homeland
Security (DHS) [e.g., Immigration and Customs Enforcement (ICE)] operating along the border will
be responsible for implementing investigative strategies and for developing 1ntelhgence relating to
trafficking into Mexico for dlssemmatlon as appropriate. '

2. The United States and Mexico will form a consultative group of attorneys and law-
enforcement officials from both countries to address legal issues and policies involving
firearms trafficking and enforcement strategies and policies. This group will also make
recommendations to both governments to consider on firearms trafficking and enforcement
policy issues and operating procedures. ATF will designate its representatives for the policy

consultative group.
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The United States will investigate the availability of funding in order to provide technology
and equipment to assist the government of Mexico in upgrading its firearms forensics
analysis and tracing capabilities.

ATF will conduct an assessment of the capabilities of Mexican law-enforcement components
operating along Mexico’s northern border with the United States in order to develop a priority list
that ranks Mexican law-enforcement;offices that could benefit from ATF-provided technology.

ATF, the Department of State’s Narcétics Affairs Section (NAS), and the Government of Mexico
(GOM), will develop the logistics and seek funding to implement and sustain eTrace capabilities in
the identified offices in Mexico.

ATF will asséss the need and potentifrll for establishing new ATF offices in the northern areas of
Mexico. These offices would serve as strategic bases of operation for combating violence and

trafficking activities that occur in those areas.

TOP U.S. SOURCE STATES OF

FIREARMS TRACED IN MEXICO
Caleng’_ar Years 20(_)__5_—?0_06
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4. The United States, through ATF, has
and will continue to provide training
and canines to Mexican customs
officials at the border to for use in
detecting firearms and explosives
entering Mexico from the United
States. !

ATF, with the assistance of NAS Mexico
City, continues to assess the need for
Mexican customs officials operating at
the border with the United States to be
provided explosives-detecting canines.
Entry points into Mexico from the United
States that are likely to be prime
trafficking venues will be prioritized for
the potential receipt of canines. ATF,
with the assistance of NAS Mexico City
and the GOM, will continue tfo determine
the needed resources and coordinate
training classes and funding for the
implementation of a sustainable canine-
training program in Mexico.
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TOP CRIMES REPORTED ON FIREARMS

TRACES WITH A RECOVERY IN MEXICO
Calendar Years 2005-2006

-Firearm Under

Probation-, LT A0
Vtolatlon Investigation

: Homicide 28

Weapons
Traffi ck g

Found Firearm

Possession
- Weapon

Bureau of Alcohol, Tobaceo, Firearms and Explosives
Violent Crime Intelligence Division
Violent Crime Analysis Branch

--5.- The-United States will explere opportunities to provide training as requested by Mexico’s -
Agencia Federal de Investigacion (AFI - Mexican National Police) and Unidad Especializada
de Investigacion en Terrorismo, Acopio y Trafico de Armas (UEITA — Mexican Federal
Prosecutor’s Office), in the following areas: (1) post-blast investigation; (2) render-safe

" training; and (3) firearms tl afficking, tracing, and identification,

ATF, the NAS Mexico City, and the GOM will determine the resources and funding necessary in
order to provide the pertinent requested training.

6. Whenever possible, the United States will consider the GOM’s requests for detailed
information on firearms-trafficking suspects (developed as a result of tracing information).
in turn, the GOM will consider ATF’s requests for detailed information (associates, cell-
phone information, and other relevant intelligence) gleaned by Mexican law-enforcement
officials from persons arrested or detained in firearms investigations or trafficking schemes.

ATF will strive to promptly meet requests for relevant intelligence/information from the GOM,
within any prescribed parameters, laws, and regulations that exist in the United States and/or
guidelines established under this initiative. This issue will be further addressed by the consultative
group of attorneys and enforcement officials from both goverminents that will convene as outlined

earlier.

f
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7. The United States, through ATF, wiil increase its tracing of seized and otherwise recovered
crime guns in Mexico through the expansion of eTrace and an emphasis on tracing by ATF’s

MCO.

ATF will strive to timely conduct traces of suspected U.S.-sourced firearms recovered in Mexico that
are brought to its attention. At the same time, it will work to increase the tracing capabilities of the
GOM. ATF is also working with NAS Mexico City to develop a Spanish language version of €Trace.

Through the ATF Attaché Office at the United States Embassy in Mexico City, ATF personnel are
also heavily involved in the following:

The coordination of the deployment
of eTrace through the Regional '
Security Officer, Department of State
to U.S. Consulates in regions of
Mexico experiencing major seizures
of firearms originating in the United
States.

The coordination of an ATF
explosives assessment at the U.S.
Embassy Mexico City and a similar
assessment of training needs by .
Mexican AFI, SSP, and PGR security
and enforcement personnel.

The coordination of Firearms

Forensic Lab equipment and training

assessments at the PGR Laboratory
and SSP Laboratory. ;

The coordination of intelligence
sharing between ATE’s Office of
Strategic Intelligence and :
Information (OSII) personnel and
vetted Mexican law-enforcement and
intelligence officials.

TOP TRACED FIREARMS

RECOVERED IN MEXICO
Calendar Years 2005-2006

By Manufacturer, Caliber,
and Firearm Type

{F) = Pistol
(FR) = Revolver
{R) = Rifle

Burequ of Alcahol, Tobacco, Firearms and Explosives
Violent Crime Intelligence Division
Violent Crime Analysis Branch
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HOGR ATF - 000046



HOGR 3.0 - 80

Domestic Strategic Component

The domestic strategic component of ATF’s responsibility under DOJ’s SWB Initiative is designed to -
focus Bureau resources on its four affected border field divisions (Dallas, Houston, L.os Angeles and
Phoenix) in order to combat firearms violence, violent offenders, and firearms trafficking along the U.S.

and Mexico border. ;

This component utilizes the results of firearms trace information/statistics for the affected area(s). It
also encompasses various local initiatives implemented by the SWB field divisions as discussed in
various internal documents/reports such as “Interdicting Guns and Ammunition to Mexican Drug
Traflickers,” which was composed by the ATF Corpus Christi Field Office and “Firearms Trafficking to
the United Mexican States through Arizona — Project [ron River,” which was authored by the Phoenix
Field Division, ATF’s focus on violence and firearms trafficking along the SWB, as outlined below,
will also improve U.S. homeland security in that region.

Firearms Trafficking Investigations

While a great portion of the firearms and ammunition trafficking that fuels the violence along the SWB
is concentrated in the areas covered by ATF’s Dallas, Houston, Los Angeles, and Phoenix Field
Divisions, firearms-trace results show that trafficking from other field divisions also accounts for a
substantial portion of recovered crime guns. Additionally, firearms trafficking via the Internet and the
illegal manufacture of machine guns from parts kits available via the Internet or mail are also potential
problems. Therefore, all ATF Field Divisions will make firearms trafficking associated with crime guns
encountered along the SWB a t0p pr10r1tv

Any firearms-trafficking mvestlgatlon that speczﬁcally
relates to this initiative will be coded in NForce with
SWB for “Southwest Border Initiative” in order to
measure the level of success of ATF’s strategy in
implementing this initiative, A project code of “SWB”
will also be implemented in eTrace for this initiative.

OSII Field Intelligence Division analysts monitor
firearms trace data, multiple-purchase information, out-

of-state firearms recovery information, High Intensity g; frgte;g;ag r‘f‘;ﬂg Sz‘gsgcgnf 63?{ gg‘gﬁr?‘rrriﬂes

Drug Trafficking Area (HIDTA) interdiction reports and on August 9, 2005. Mexican military personnel
other agency reports documenting firearms recoveries, to  stationed at a check point in the municipality

assist in identifvi s L of Navolato, Sinaloa, Mexico stopped a vehicle
! ntifying firearms trafficking patterns, trends, for a routine check. Although two of the three

and methods. occupants of the vehicle escaped after they
. ] . fled, the third occupant was arrested
ATF has formed an SWB Committee which will convene  immediately when the soldiers discovered the

periodically to plan, coordinate, and evaluate the weapons inside the vehicle.
effectiveness of current border-trafficking enforcement

activities, including those named above. ATT will

conduct assessments in border toy.m$ to determine if

there are any other areas where successful strategies may

be applicable and effective. '
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Additionally, ATF brings the following tactics and resources to firearms-trafficking enforcement efforts:

e  ATF’s NTC, the VCAB, and Regional Crime Gun Centers (RCGC): These offices are used
to pinpoint problem areas and “hot spots,” through the use of analytical firearms trace data in

order to identify the “worst-of-the-worst” criminals.

e National Integrated Ballistics Information Network (NIBIN) Testing: ATF ensures that all
recovered firearms are traced and submitted for NIBIN testing. ATF will ensure that all ballistic

crime-scene evidence is also entered into NIBIN,

e Investigative Resources: ATF has devoted additional Special Agents, Industry Operations
Investigators (IOI}, and Intelligence Research Specialists (IRS) to border Field Divisions. ATF is
also working to increase staffing levels through additional funding.

¢ Information Sharing: ATF continues to stress the sharing of information with all levels of law
enforcement (International, Federal, tribal, State, and local). Additionally, ATF assets at the El
Paso Intelligence Center (EPIC) continue to serve as a clearinghouse for both law-enforcement
intelligence and investigative information pertinent to the entire SWB region.

For cases in which Federal prosecution provides for enhanced sentencing, ATF and the U.S, Attorney’s
Office in each of the affected Field Divisions/districts will continue to target and prosecute the most
violent offenders, or the “worst-of-the-worst.” By identifying those specific cases in which individuals
or organizations that have a history of violence have illegally obtained firearms, ammunition, and/or
explosives, or are engaged in violent criminal activity that involves arson or the illegal use or possession
of firearms or explosives, ATF will continue to impact the nefarious effects of violent crime. (See
Appendix E for representative investigations.) In addition, along with investigating violent criminal _
organizations, ATF will continue to focus its efforts on investigating and prosecuting firearms traffickers

~ and corrupt FFLs.

Other Investigations - Narcotics : 7

It is the experience of ATF and DEA agents in the border arca that nany DTOs who are responsible for
bringing narcotics into the United States comprise a ready market for illicit firearms. Their demand for
high-caliber, quality firearms is a result of the need to protect their illicit drug business and climinate
rivals. These traffickers recruit individuals to purchase firearms in the United States or purchase
firearms from persons trafficking firearnis to Mexico. These weapons are frequently secreted in hidden
compartments or voids in the same vehicles used to traffic narcotics into the United States.

HIDTA Task Forces and Organized Crime Drug Enforcement Task Forces (OCDETF) regularly
encounter firearms during the course of their investigations.

Under the SWB Violent Crime Impact Team program, ATF will ensure that all firearms recovered in
HIDTA and OCDETF investigations are traced, and that investigations relative to the sources of these
fircarms are conducted, particularly where the firearms are recovered from Regional Priority
Organization Targets and Consolidated Priority Organization Targets.

ATF partners with HIDTA and OCDETF on DTO investigations that reveal the existence of a firearms-
trafficking infrastructure. ATF has also provided DEA with access to, and training in, eTrace in an effort
to increase firearms tracing by DEA,

10 U.S. Department of Justice - Bureau of Alcohol, Tobacco, Firearms and Explosives - Southwest Border Initiative
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Additionally, ATF will work with the Customs and Border Patrol (CBP), DEA, and ICE, to ensure that
all of the firearms they recover are traced, that an analysis of each of those traces is made to determine
the source of the recovered firearm, and that investigations are initiated, when appropriate, to shut down
trafficking operations that are arming DTOs along the border.

National Industry Operations Strategy

One key component to shutting off the illicit flow of firearms into Mexico and U.S. border states is
ATF’s industry inspection program of FFLs in the affected areas. A primary cause for unsuccessful
firearms traces is the incomplete record keeping by FFLs. :

The inspection plan is designed as a three-
pronged approach

TIME-TO-CRIME RATES
FOR TRACED FIREARMS

RECOVERED IN MEXICO
Calendar Years 2005-2006

1,177

U.S. National Average
Using information Time-to-Crime (CY03-05)......10.08 Years

_from these inspections, each Field Division Mexico National Average
intelligence unit will develop for their Time-to-Crime (CY03-05)......13.83 Yoars

respective area supervisor a list of licensees Number of Traces from

for inspection and related receipt data. Mexico where Time-to-
‘ Crime Could be Determined........... 1,453

108

7 Monfs to 2 Yers o

Months Under 1 Year Under 3 Years
3 Months to 1 Year to 3 Years
Each field division is required to inspect all Under 7 Months  Under 2 Years and Over

pawnbrokers in their area over the next two Bureau of Alcohol, Tobacco, Firearms and Explosives

ears. Violent Crime Intelligence Division
Violent Crime Analysis Branch

The outreach component will include a firearms-industry component as well as outreach to other
Federal, State, or local law enforcement. See memorandum from AD Field Operations (FO) which
references the Industry Operations’ Implementation Plan in Appendix F.

Project Gunrunner - June 2007 INTERNAL USE ONLY - DO NOT DISSEMINATE OUTSIDE OF ATF 11
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FFL Outreach and Training Activities

ATF will pursue face-to-face contact with all FFLs in the targeted areas and will conduct planned and
well-advertised seminars. “Don’t Lie for the Other Guy” promotional campaign materials, available in
both English and Spanish, will be distributed. The training will cover firearms trafficking, straw
purchasing, record-keeping requirements, theft prevention, tracing, multiple sales, and theft-reporting
requirements. This outreach, besides enhancing voluntary compliance, has three goals:

s To improve relations with FFLs by opening dialogue and providing information to industry
members, including the clarification of rules regarding straw purchasers and sales to foreign
customers.

s To further enhance ATF’s tracing capabilities by improving record keeping and reporting by FFLs
in the targeted area. '

o To develop informational leads that may assist in targeting potential traffickers of firearms and
ammunition, or other unscrupulous FFLs that may be operating in violation of Federal or State laws.

Border Liaison Position

Each Field Division will assign a special agent to act as the Border Liaison in their specific area of
operation. These FO personnel will be the front line of this initiative, attacking the issues on the ground
level. In their areas of operation, they will be responsible for driving the collection and subsequent
dissemination of actionable investigative intelligence through the Project Gunrunner structure. These
individuals will be stationed in forward positions, adjacent to the border, and will be provided with the
means to operate within Mexico to enhance their productivity (i.e., Diplomatic U.S. Passports,
investigative and safety equipment, etc.).

BEST/OCDETF/ HIDTA

In January 2006, ICE, in collaboration with DHS and CBP, created Border Enforcement Security Task
Forces (BEST) (see Appendix G). The BEST teams were created to develop a comprehensive approach
to identifying, disrupting, and dismantling criminal organizations posing threats to border security. ATF
currently participates in, and plans to expand,our participation in, many of these task forces. In January
of 2007, Attorney General Gonzales announced additional resources for use in combating the drug
trafficking and border violence along the SWB (See Appendix H).

An inseparable relationship exists between violent firearm-related crimes in Mexico, Mexican-based
criminal organizations, and the drug trafficking conducted by these organizations to destinations
throughout North America. As a result, collaboration with BEST, HIDTA, and OCDETF assets will be
sought at the earliest possible time once a qualifying nexus to a known DTO is documented. ATF
continually emphasizes the investigative potential of firearms seized pursuant to these investigations and
ensures all firearms recovered in BEST, HIDTA, and OCDETF investigations are not only traced, but
that investigations relative to the sources of these firearms are exhaustively conducted, particularly
where the firearms are recovered from Regional Priority and Consolidated Priority Organization Targets.

This will be done in conjunction with OCDETEF’s Operation Gatekeeper. Operation Gatekeeper is a
multi-agency, multi-district attack on the individuals and organizations referred to as Gatekeepers.
These entities control the flow of drugs through the SWB corridors linking Mexico and the United
States. The Gatekeepers generally operate at the behest of a Mexican drug cartel and are located in and
manage geographically specific entry points along the United States-Mexico border.

12 U.S. Department of Justice - Bureau of Alcohol, Tobacco, Firearms and Explosives - Southwest Border Initiative
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Border-nexus weapons’ interdictions will be coordinated through CBP who will be the lead for
interdictions along the United States border with Mexico, CBP will coordinate the interdiction operation
with the EPIC ATF Gun Desk but will have final decision authority on actual border-nexus interdictions.
At no time will there be any type of cross-border operation, whether it is north or southbound without
the concurrence of CBP. CBP will provide feedback to EPIC ATF Gun Desk regarding all seizures. All
SWB Project Gunrunner weapons investigations will be coordinated through the EPIC ATF Gun Desk.
All enforcement groups from ATF, CPB, ICE, DEA, IBI, USMS, US Secret Service, and National Drug
Intelligence Center will provide firearms and explosives-related intelligence and case status reports to
the weapons desk in EPIC regarding all related investigative leads, intelligence and seizures.

Gun Shows

Gun shows throughout the bordet region pose a significant
threat as a source of WOC and ammunition for Mexican-
based criminal organizations. Gun shows conducted
within states where current legislation does not provide for
longer waiting periods than those mandated by the
National Instant Check System pose an elevated risk as
WOC sources, specifically within Arizona and Texas. At
these venues, the difficulties in regulating the transfer of
firearms and ammunition amongst private citizens require
more austere measures to be conducted by ficld operations

and intelliience 'iersonnel. Through the purchase and use

~ intelligénce ot non-U.S. vehicles present at these shows
can be gathered and shared with the appropriate law-
enforcement agency within the U.S. and/or Mexico. The
availability of this technology could more than double the

* productivity of these efforts. This information will

undoubtedly identify individuals obtaining firearms

through this illicit and otherwise un-checked source of ?ff?ﬂpﬁf?gs lled fodfhi recovery f-;? tenf rifles,
: - : | st ree pistols, and a large quantity ©

%‘irearr'ns.destmed for Mexico and will also lead to the _ ammunition, as well as the detainment

interdiction of firearms at the ports of entry where of severaf suspects.

requisite levels of suspicion for searches are statutorily

reduced.

Highway Interdiction

It is widely known that many of the vehicles designed and used to traffic controlled substances from
Mexico into the U.S. are used to return money and firearms to Mexico. By utilizing Federal, State and
local law enforcement situated along the identified trafficking corridors and using the LPR technology,
real-time intelligence gathered from these agencies will be funneled from its source, through EPIC
resources, t0-personnel positioned adjacent to points of entry. This will identify and interdict the
transportation of firearms and ammunition into Mexico along identified corridors, which will take
advantage of the reduced border-search requirements for mobile-conveyance searches.

Project Gunrunner - Juze 2007 INTERNAL USE ONLY - DO NOT DISSEMINATE OUTSIDE OF ATF 13
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Telephone analysis ;

FO personnel will provide Intelligence Component assets with any pertinent information regarding
phone numbers recovered pursuant to these firearms-trafficking investigations. This information sharing
will enable the Intelligence Components to reconcile this information against indigenous and outside
agency intelligence éngines leading to insights as to the identity of individuals involved within the U.S.

and Mexico.

NForce/NSpect

In an April 2007 memorandum, ATF standardized the documentation process for work completed in
Project Gunrunner in NForce, including Investigative Profile, Report of Investigation, and Significant
Activity Report format and trace submission. In order for these systems to be used as an intelligence
source, each user must receive the necessary training to identify these distinctions and judiciously
annotate them when appropriate. Currently, no code in NSpect specifically identifies inspections
associated with Project Gunrunner. The only Industry Operations efforts being documented toward this
initiative are those inspections profiled as Pawnbroker or Pawnbroker Recall in the SWB Divisions. A
specific code needs to be created similar to designation within NForce. This can be accomplished by
creating an additional selection within the Profile tab under Tier Three or Tier Four drop down menus

within NSpect.

Language ‘

For personnel operating abroad to do so effectively, they must possess the ability to communicate
effectively. Many of these individuals are native and/or fluent Spanish speakers. However, the cadre of
these employees with these skills is limited throughout ATF, and Spanish speakers are needed elsewhere
throughout the country. Language and culture training will be needed depending on individual levels of
proficiency. :

Explosives/Detection K9

ATF will continue to assess the need for Mexican customs and law-enforcement officials operating at the
border with the United States to have canines. Entry points into Mexico from the United States that are
likely to be prime trafficking venues will be prioritized for the potential receipt of canines. Six students
graduated from ATF’s Canine Academy in April 2007, These explosives-detection canine handlers
returned to Mexico with an additional six ATF-trained canines for a total of nine canines. All of these
teams are disbursed throughout Mexico and are working at various points of entry. Continuing to adhere
to ATF’s explosive-detection standards, these nine teams are scheduled to travel to the US in September
of 2007 for re-certification at ATF’s Phoenix Field Division. Negotiations are underway with NAS to
fund a canine-training academy in Mexico City where ATF would provide trainers to on a rotating basis
so that large numbers of quality canines and handlers can be trained to combat illicit firearms,
ammunition, and explosives trafficking. In furtherance of this goal, ATF has traveled to Mexico for site
surveys and recommendations for establishing and maintaining such a facility.

Forensic Training _
To improve upon the number of viable traces for recovered firearms, Mexico’s law enforcement must be
able to provide complete information regarding these firearms despite attempts made to obliterate the
identifying marks. ATF, in concert with NAS Mexico City, has provided Serial Number Restoration and
Firearms Identification training to forensic lab personnel in Mexico City. This training was very timely

14 U.S. Department of Justice - Bureau of Alcohel, Tobacco, Firearms and Explosives « Southwest Border Inftiative
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since there are now three Integrated Ballistic Identification System machines in Mexico (Mexico City,
Guadalajara and Reynosa).

Law Enforcement Training

A concerted effort continues to beé made to focus ATF’s training resources toward those involved in and/
or affected by SWB firearms trafficking. Externally, ATF is continually assessing the training needs of
Mexico’s law-enforcenient agencies to improve the quality of the trace results and other evidence
recovered pursuant to their increasing violent-crime rates. It is incumbent on ATF to impress upon its
domestic law-enforcement partners the importance of proper firearms identification and the value of
comprehensive tracing. Additionally, ATF will conduct aggressive public and industry outreach and
promotional efforts regarding th¢ existence, elements, and repercussions of firearms trafficking to
Mexico. Internally, much of the ATF workforce that will conduct investigations involved in Project
Gunrunner are either native or proficient Spanish speakers; however, additional language and culture
training is necessary at various skill levels. For the real-time intelligence component of this initiative to
be successful, ATF will standardize data entry as it pertains to Project Gunrunner designation which will
lead to consistent and complete record maintenance and the ease of information retrieval.

Firearms Trafficking

ATF’s Training and Professional Development Directorate (TPD) has petfected an SWB Firearms
Trafficking course to enhance the attendees’ knowledge and resources in combating firearms trafficking
along our southern border. The course will orient the attendees with current advanced firearms-
trafficking concepts, intelligence sources, schemes, patterns, and (rends that are prevalent along the US-
Mexico border. The objectives of the class will be to introduce appropriate methods for investigating
firearms-trafficking offenses through the utilization of new and innovative techniques, as well as to
expose the participants to actual tase studies, projects, and operations that are relevant to SWB firearms
trafficking. Additionally, the collective networking of our resources, contacts, techniques, and issues
will prove to be an added benefit to those involved in combating SWB firearms trafficking. Two classes
are scheduled to be delivered in August and September of 2007.

In June 2007, at the Intemational.iLaw Enforcement Academy San Salvador, ATF will be delivering
instruction on firearms trafficking, firearms tracing, ballistics, and gangs to various law-enforcement
entities from the countries of El Salvador and Mexico. This 1s the third such course delivered to this

audience.

Further, ATF has developed a course on recognizing the characteristics of armed persons. This four-hour
course, designed for State and local police officers as well as agents, provides authorities with the skills
and abilities needed to recover crime guns from the street prior to their use in additional crimes of
violence. The course includes detailed instructions on identifying the characteristics of persons who
carry concealed firearms, the legal issues concerning stop and frisk, and articulating probable cause for
searches. An emphasis will be placed upon delivering this course to law-enforcement authorities with
areas of operations along the Mexican border. This training will both enhance the officers” margins of
safety on the street by making them aware of when they are dealing with an armed suspect, and it will
also increase the number of street-level recoveries of firearms. :

With the fmplementation of this domestic component of ATF’s strategy in DOJ’s SWB Initiative, the
Bureau will be able to effectively address the current narco-trafficking violence threat affecting both

sides of the border.
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Inteiligence Component

In order for intelligence relating to this initiative to be of value, it must be “real time” in nature. To this
end, each entity within the Intelligence Component must be diligent in its exercise of information flow to
and from other strategic components and other domestic and Mexican counterparts.

OSII -
OSII will be responsible for the over31ght of the Intelligence Component of Project Gunrunner.
Dedicated Project Gunrunner analysts will evaluate trace data, multiple-

purchase information, and crime-gun recovery information and will work closely with the NTC, FO,
other Federal, State, and local enforcement and intelligence agencies, in an effort to identify fircarms
traffickers, suspect FFLs, trafficking trends, routes, methods, and means of trafficking.

OSII’s responsibilities will include:

s Coordinate activities as appropriate with Enforcement Programs and Services (EPS), TPD and
FO.

o Ensure that all viable firearms recovered are traced within the United States.
o Identify significant gun seizures and analyze trace results and agency reports.

¢ Prepare trace summaries detailing any acquisition observations, use of secondary markets, stolen-
gun trafficking, and initiate referrals to the field intelligence groups.

o Utilize NTC, VCAB, RCGCs, and other federal intelligence reports (i.e., HIDTA and OCDETF
interdiction reports) to identify trafficking trends and indicators of illegal activities in the U.S.

e Prepare intelligence advisories and/or information papers linking recovered firearms to criminal
organizations within Mexico and,other observations detailing any other unique characteristics
encountered, including pertinent ﬁndlngs trends, and patterns. for field and management use.

o Review criminal and general-intelligence investigations and FFL inspections for commonalities
such as individuals, vehicles, locations, and telephone numbers for subsequent dissemination to
the field for investigation. '

e Identify facilitator and purchaser telephone numbers in the U.S. and Mexico, vet through DEA
for identification purposes, case de-confliction and/ or case fusion, and disseminate the
information to the Intelligence Community Representatives to ATF for identification and
exploitation.

o I[dentify multi-agency investigations involving Project Gunrunner suspects and facilitate the
potential for OCDETF investigations.

o Facilitate meetings between agency leadership representatives at predetermined intervals to
address administrative and oversight issues. These meetings will include PGR officials, ATF
ficld designees, and ATE’s IAO representatives.

16 U.S. Department of Justice - Bureau of Alcohol, Tobacco, Firearms and Explosives - Southwest Border Initiative
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Project Gunrunner Coordinator

ATF has designated a Project Gunrunner Coordinator, responsible for the coordination of the agency’s
overall SWB Initiative efforts. This individual is assigned to OSII and stationed at EPIC.

The Project Gunrunner Coordinator will:

¢ Coordinate criminal intelligence and industry operations intelligence endeavors with all affected
field divisions, EPS, TPD, OSII and other U.S. and Mexican law-enforcement agencies.

e Develop a unified strategy in concert with the four SWB Division'SACs and MCO to affect
firearms and ammunition trafficking to Mexican-based criminal organizations in both the U.S.

and Mexico.

e Develop and/or disseminate real-time intelligence relating to cross-border gun trafficking.

e Develop and coordinate intelligence with OSII relating to Mexican criminal organization gun
seizures and domestic Mexico-bound gun and ammunition shipments.

e Develop cross-border investigations through coordination of domestic investigations.

e Assist case agents in preparing intelligence and information-sharing packages for Mexican
counterparts.

e Coordinate intelligence énd information-sharing packages with the MCO.
¢ Prepare quarterly progress reports relating to Project Gurrunner.

e Coordinate PI‘OjeCT Gunrunner-related training, briefings, etc.

Appendix I is OSII’s Draft Strategic Assessment of the SWB Initiative. It contains addltlonal
information pertaining to OSII’s responsibilities.

EPIC - Central Information Collection Point

EPIC will act as the clearinghouse for the information flow between AlF, other U.S. assets, and their
Mexican counterparts (in cases involving Mexico in coordination with the MCQ). All firearms and
explosives seizure intelligence gleaned by all participating agencies and the GOM will be forwarded to
the EPIC ATF Gun Desk, which is manned by ATF personnel, for trace referrals and analysis of the
results. EPIC has historically focused on the drug and illegal- immigrant movement along the southwest
border; however, considering the increasing occurrences of firearm violence associated with these two
areas, assets w1th1n the EPIC infrastructure will be dedlcated to Project Gunrunner areas of interest.

ATF has established a National Gun Desk in the EPIC. The Gun Desk within EPIC serves as a central
repository for weapons-related intelligence. The Guns Desk compiles illicit weapons information and
intelligence from Federal, State, and local law- enforcement agencies as well as foreign governments
such as Mexico. CBP and ICE will share weapons seizure data with the EPIC ATF Gun Desk. Weapons
seizure information will be appropriately de-conflicted and coordinated among participating agencies.
The sharing of weapons seizure iaformation with the EPIC ATF Gun Desk will be complemented by
tactical information sharing within regional investigative task forces.
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Project Gunrunner will incorporate ATF, ICE, CBP, and other participating agencies into joint initiatives
based upon expanded information sharing and coordinated operations. By September 1, 2007, ICE
principal field officers should have coordinated with their CBP and ATF counterparts to implement
regional initiatives and intelligence sharing/de-confliction to counter outbound-weapons smuggling to

Mexico.

A thorough analysis of the collected data on weapons seized at the border and in Mexico will: 1)
establish sales/purchase patterns, 2) identify areas in Mexico that have a high concentration of seized
firearms, and 3) identify and target persons and/or businesses that are involved in the selling/purchasing
of weapons smuggled into Mexico. '

ATF will work in concert with other agencies assigned to EPIC. ATF has sole regulatory authority of
FFLs and Federal Explosives Licensees and the only NTC for tracing firearms as well as the US Bomb
Data Center for tracing explosives. All SWB firearms investigations will be de-conflicted and
intelligence will be shared through the EPIC ATF Gun Desk.

Violent Crime Analysis

The principal objective of ATF’s illegal firearms-trafficking enforcement actions is to deny criminals
. access to firearms and reduce the number of firearms-related violent crimes. Periodic analyses of
successfully traced U.S.-sourced crime guns recovered in Mexico will be used to identify both
‘trafficking trends and specific straw purchasers. '

ATF will provide detailed analyses of this data in order to identify various indicators of suspected illegal
“activities, such as U.S. firearms dealers with a disproportionate number of firearms recovered in Mexico,
two or more firearms recovered in Mexico traced back 1o the same individual, persons making multiple

purchases of firearms with one or more of the firearms subsequently being recovered in Mexico, or
multiple individuals purchasing a single type of gun on the same day from the same FFL with these
firearms eventually being recovered in Mexico. These analyses, coupled with other intelligence, will
be used to target firearms and ammunition traffickers who are illegally providing firearms to criminals in
at least the States of Texas, Arizona, New Mexico, southern California, and Mexico. :

Field Intelligence Groups

The SAC of each border field division will dedicate an additional IRS to Project Gunrunner, with each
division providing supervision of those IRS’s dedicated to the project. A schedule of meetings and
information sharing sessions will be coordinated with their Mexican counterparts as well as the other
border field division POCs, the Project Gunrunner Coordinator, and applicable MCO personnel.

Field Intelligence Group (FIG) responsibilities will include:

e Act as the conduit for information requests from Mexico to EPIC or other OSII entities.

e Coordinate the appropriate response to significant violent crime-related firearm seizures by
Mexican law enforcement in order to enhance and expedite the intelligence gained from these

events.
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e Prepare referrals summarizing the OSII analytical findings identifying the potential links to
Mexico-based criminal organizations and the recovery incident.

s Develop background packages on purchasers and/or FFLs identified through trace results to
include pertinent contact infdrmation and any other relevant intelligence that can be developed,
including information coqtajned in TECS, Online LEAD, and from local law-enforcement

intelligence units.

e Refer to the appropriate Field Office/Group and ensure any results are correctly documented
~ within NForce. :

e Utilize PeN-LINK to store and analyze telephone data from Project Gunrunner and Violent
Crime Impact Team/Project Safe Neighborhood suspects from the four border divisions for

analyses by OSIL

Performance Measures

Several areas within the Project Gunrunner lend themselves to insights as to its effectiveness. In order to
monitor the productivity of the efforts committed to this initiative and to assign or re-adjust resources
appropriately, the following arcas have been 1dent1ﬁed

Trace Component
Number of traces submitted, manual vs. eTrace. (NTC)
Percentage of completed traces, manual vs. eTrace. (NTC)

i

~Intelligence Component
Number of viable/valid referrals sent to enforcement agencies. (OSII/FIGs)

Number (%) of response/reciprocal referrals. (OSIJ)

Industry Component:
. - Number of illicit sources (licensee/individual) identified. (NSpect)
Number of inspections completed within target areas/corridors. (NSpect)

Enforcement Component:
Defendant/Investigative Analysis information (NForce)
Seizure information (NForce)
Seizure/arrest rates pursuant to Gun Show and Highway Interdiction efforts (NForce/EPIC)

Training Component
Number of individuals trained. (TPD)
Number and varicty of training iterations completed. (TPD)

Overall Measures (Within Mexico and U.S. Border areas)
Change in firearm-related violent crime. (MCO/FBI-UCR)

Project Gunrunner - June 2007 INTERNAL USE ONLY - DO NOT DISSEMINATE OUTSIDE OF ATF 19
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Number of firearm recoveries. (NForce/MCO) .

Change in firearm and controlled substance prices. (EPIC/DEA)

Needs Assessment

General Needs Assessment

Short Term
e Spanish version of ¢Trace and associated Firearms Tracing System modifications.
e Expanded hours for contract analysts supporting border field divisions.

Long Term :'
e Four firearms tracing specialists stationed at the NTC to support additional SWB trace requests.

Field Operations Needs Assessment

In order for ATF to successfully accomplish a reduction in firearms trafficking and related violent crime
in the SWB region and Mexico, additional assets must be commitied to this initiative. These can be

categorized as short and long-term needs, respectively.

Short Term
e Diplomatic credentialing for those personnel operating within Mexico including passports.

Obtain funding for travel/training.

Reproduction of the eTrace website and ATF publications in Spanish.

Public Service Announcements.

Obtain SCI clearance for select special agents assigned to the Project Gunrunner to provide
access to  valuable classified information.

Long Term
ATF criminal and industry operations offices are understaffed in the border cities where the majority of

DTQ-related crime occurs.

e The Dallas Field Division is understaffed with agents and inspectors. The target city of El Paso
is understaffed with agents and ha'nspectors at the Industry Operations (10) satellite office.

e The Houston Field Division is understaffed with agents and inspectors. The target city of
McAllen is understaffed with agents and has.nspectors at the 10 satellite office. The satellite
office of Laredo ha-gents and no inspectors. Brownsville is established but is not staffed.

o The Phoenix Field Division is understaffed with agents and inspectors. The target city of Tucson
has 2 enforcement offices and is understaffed with agents and inspectors. The IO satellite office

has_n’spectors.

U.S. Department of Justice - BQreau of Alcohol, Tobacco, Firearms and Explosives - Southwest Border Initiative
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o Los Angeles Field Division is understaffed with agents and inspectors. The target city of San
Diego has two enforcement offices which are fully staffed. The Industry Operations field office

is understafted.

Below are the additional staffing Zneeds to achieve the ideal staffing levels to conduct the Project

Gunrunner successfully:

LOCATION

OFFICE SA |IOI |[IRS |IA |PSA | ATTY | FSN

HQ

EPIC

VCAB

oslI

CHIEF COUNSEL

COORDINATOR

FIELD DIVISION

CHULA VISTA*

EL CENTRO*

TUSCON 1

SIERRA VISTA*

TUSCON I1

YUMA*

LAREDO

MCALLEN

BROWNSVILLE*

LAS CRUCES

EL PASO

DEL RIO*

ROSWELL*

MIDLAND/ODESSA*

FUSION CENTERS*

INTERNATIONAL
(TO BEGIN AS TDY)

EPS - MEXICO

MEXICO CITY

MONTERREY*

HERMOSILLO*

GUADALAJARA*

TIHUANA*-

MAZATLAN*
TOTAL | 56 9 17 4 1 2 7

*NEW OFFICES

Project Gunrunner - June 2007
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Conclusion

ATF’s SWB Strategy, with its internatiorial and domestic components, expects to make a significant
contribution to DOJ’s department-wide SWB (Narco-Violence) Initiative. This focused approach will
ensure that a significant impact is made on the violence affecting communities in the affected region.

U.S. Department of Justice - Bureau of Alcohol, Tobaceo, Firearms and Explosives « Southwest Border Initiative
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Appendix A

department of Justice

FOR IMMEDIATE RELEASE AG
THURSDAY, OCTOBER 13, 2005 (202) 514-2008
WWW.USDOJ.GOV (202) 514-2008
FACT SHEET

ATTORNEY GENERAL OF MEXICO DANIEL CABEZA DE VACA ANNOUNCE INITIATIVES
TO COMBAT NARCOTICS-RELATED VIOLENCE ON THE BORDER

The U.S. and Mexican Attorneys General along with officials from the Offices of the
Attorneys General of the State of Texas and the State of Tamaulipas in Mexico met in San
Antonio today to discuss mutual concerns and to review a series of law enforcement
initiatives to strengthen our coordinated attack on the narco-violence plaguing the
communities on both sides of the border.

Today’s high-level meeting followed a meeting in Houston on September 13, 2005 of more than 100
federal law enforcement and criminal justice representatives of the United States and Mexico and their
state counterparts from Texas and Tamaulipas to focus their attention, experience, and skills on
developing initiatives and additional-efforts to confront the increased violence attributed to narcotics
trafficking in the border area. The meeting resulted in concrete recommendations for action and provided
an opportunity for all to meet personally with counterparts across jurisdictions and across the border who
are working against the troubling increase in narco-violence in the Southwest Border region.

The recommended and agreed-upon bilateral initiatives, some of which Attorney General Alberto R.
Gonzales and Attorney General of Mexico Daniel Cabeza de Vaca hlghllghted at a joint press conference
in San Antonio, Texas, today are as follows:

TACTICAL LAW ENFORCEMENT EFFORTS

o The U.S. and Mexican federal and state criminal justice authorities have committed to coordinate
law enforcement efforts, using all available legal authorities, to counter and quell the extreme
narco-violence in the border area and to disrupt the flow of illicit proceeds that fuel that violence.

.Information and Intelligence Sharing

 The United States and Mexico will improve the coordination and timeliness of Iaw enforcement
information sharing between and among the appropriate U.S.-Mexican federal and state
authorities and agencies on both sides of the border relating to narco-violence forces, forensics,
prison security, victim/witness security, cross-border currency flows, and firearms trafficking.

e Asanexample, the Umted States and Mexico will establish points of contact and a regular course
of meetlngs to improve and expedite information sharing opportunities that will specifically
enhance both sides= knowledge and capabilities to combat cross-border firearms trafficking.
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The United States and Mexico will place special emphasis on the coordinated and prompt
exchange of information about relevant events that occur on our respective sides of the border
that may impact the other country so that both may effectively determine and initiate any
necessary country-specific or cocrdinated law enforcement response.

Training and Technical Assistance

The United States will provide Mexico with training and technical assistance in an array of
criminal investigative areas, to include: '

Port of Entry Security: the United States will offer training for Mexican custom officials (vetted
units) on the utilization of truck portal x-ray machines (previously provided by the USG) at
strategically located ports of entry within Mexico

Forensics: the FBI will detail for;the Government of Mexico (GOM) how they might best submit
evidence to the Unjted States for advanced forensic examination and analysis, explore
opportunities to transfer U.S. lab equipment to the GOM (and provide necessary training on the
equipment) to assist Mexican forensic personnel in advancing their forensics capability, share
forensics protocols to ensure full compatibility with international evidentiary databases (e.g.,
DNA databases), and consider mechanisms to permit the rapid exchange of forensic results; and

Prison Security: the U.S. Bureau of Prisons will provide information to the federal prison
facilities in Mexico on electronic devices and equipment used in the U.S. federal prisons to deter
and detect the introduction of contraband into the prison system.

In addition, recognizing the devastating impact of this continued violence on those in the
communities on both sides of the border and on our separate and coordinated efforts to bring to
justice those that perpetuate this violence, the United States and Mexico will work together to
ensure prompt responses to threats against officials, victims, and witnesses by the violent
criminal organizations operating in the border areas in order to ensure their safety and
availability. To that end, the Umted States will share its experiences as well as offer training and
technical assistance to Mexico on Victim/Witness Security Programs, a Crime Victim Fund, and
a coordinated U.S. - Mexican Rewards Program.

The United States will also explore opportunities to provide and expand training and technical
assistance and equipment to enhance Mexico’s capabilities in post-blast investigations, crime
scene preservation, security-conscious investigative practices, and firearms and explosives
detection at the border (including the use of weapons detection canines).

Additional Bilateral Cooperative Measures

Finally, State officials will continue their law enforcement cooperation, support, and discussions
on the effective and coordinated use of task forces in both countries. The federal components of
both the U.S. and Mexican governments will continue to meet on a regular basis in the U.S.-
Mexican Senior Law Enforcement Plenary in an ongoing effort to coordinate initiatives and
overconte obstacles to progress in all phases of the work against international criminal

organizations.

The United States and Mexico will explore opportunities for bilateral conferences of judicial
branch members.
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AppendixB .

U.S. Departiment of Justice

Bureau of Alcohol, Tobacco,
Fitearms and Explosives

f}{?fa‘"i.’ et She Pirector

i e J WS P —

Whashington, THD 20026

MEMORANDUM FOR THE ATTORNEY GENERAL

THROUGH THE'DEPUTY ATTORNEY GENERAL

Actmg Dn’e P Ww—ﬁ, ééi b —

Bu:e:-m of Aleohol, Tobaceo, ?m m} and ’i:xplﬁmvevs

SUBJECT: ’*vlsn to Mexico City

Atyom requast, I wmcd Mmco City & m February 13- i3, .2()'03?a o meet Wlﬁl senior law
-enforcement officials and Ambassador Garza to discss ways ATF ean work cooperatively with:
ovr Mexican counterparts o the issue of gun trafficking. The meelings were substantive,
informative, and produetive. This mémo provides a brief gverview of the meetings and outimcs
the efforts ATF intends to pursue pver the next several manths to reduce the flow of tilegal guns
from the United States to Mexico, -

MEETINGS WITH SENIOR MEXICAN LAW ENFORCEMENT

On the motning of February 14, 2007, ATF met with Secretary of Public Safety Genaro Garcia
Luna and his sendor officers at SSP headguarters. In the afternoon, we met with Attomey
G’@eral Eduardo Medjm M@m and several of his s&m_or adwsors In both meetings, we

mforcemcm a,genczes W&}S to bcttz:r woperaxe on gon traiﬁckmg matters.

Accordmg to-Garcis '*Lu_na_ he is wc}xic:;mg to modernize and merge Memcc’s federal police:
ustoms and Ilmmgratmn. The Rew 2gency will be called the CFP (Cuﬁrpo

that Mexmﬂ is trcmendcsusly concemed about mcmlng numbers of more
powerful fireartis, ammunition, and other jters trafficked from the {Inited States into Mexico.
According to Luna, Mexieo has recovered 40mm grenades, M-203 grenade [sunchers, AR-15s,
M-165, and AX-type weapans at crime scenes and from associates of narco- -traffickers
throughout the country, According to the GOM, most individuals arrested in Mexico in
possession of these weapons state that the firearms and explosives were obtained in the United

States.
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Memorandum for the Attorney Ceneral ' Page 2
Subjeet: Visit to Mexico City

 Attorney General Meding Mora dJscussed many of the: sanie cases and seivares 48 Garcia Lana,
and presentad ATF with a paper outlining Mexicds concerns along with a series of proposals to
solve the gun fmfﬁckmg problem. We have artached a translated version of that paper for your

review.

ATF provided afi overview of oir current sbtivities and assistance. in Me}ﬂco and we had an
open and frank discussion about United S1ales firearrs laws, limitations on information
collection, ¢nhanced sharing of firearms trace data, and the obstacles to cooperation we observed
with the previous administration, In particular, we discussed the fact that the number of gun -
 trace requests from Mexico has declined substantially in recent years and that this information is
valuable to ATTF in identifying Federzl firearms licensees (FFL) responsible for gun trafficking
into Mexico, potential straw purchasers, as well as gun trafficking organizations and routes.

Both Medina Mora and Garcia Luna acknowledged that they are working to solve bureaucratic
peoblems (largely involving the Mexican military's invoivement in {irearms seizures) associated
with {race requests, and thef they anticipated that the pumber of trace requests would increase
under the new Administration. _

We closed both meefings by outlining a series ofslépﬂ ATF will take 1o fuﬁh&r cooperation and
strengthen our partnp 10 better reduce firearms mfﬁclﬂmg in Mexico. Those steps are

detailed in the latter half of this memo.

To summarize, Memcas primary requests we,re a5, foﬂows

o Increase the txmmg and quahty of mi‘ormauon sharing, }mludmg firearms trace dati,
evidence of trafficking organizations and routes, and information on Mexzcm
nationals who purchase firearms in. the United States;

Assist Mexieo in upgrading 1t::. technnlagmal capamty to better pr&\'eﬁt detect, and

deter firearms and. explosives trafficking; and -
Establish a parm&iiiéfiitﬁaison program to exci;e;mge ‘izifoéix_ in real fime.
ATF COMMITMENT TO REDUCE FIREARMS TRAFFICKING IN MEXICO

ATF remuains firmly wmcd to assisting Mexico in reducing ﬁrearms teafficking frora the
United States. To that end ATF offered the foﬂowmg gssistance to Medina Mora and Garcia

Lims in this area:

s  ATF will uﬂmedmlely detaal two additional Special Agents to Monterrey, Mexico to
. provide firésnms training (basic firearms examinations and use of eTrace) and assist with

on-going firearms trafficking investigations.
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Memorandum for the Attorney General Page 3
Subject: Visit to Maxico City |

t

« ATFwill implement eTrace inal] 31 states in Mexico 1o decentralize firearms acing
requedts. The sysiean will sliow each siate to obtain trace dats from firearms recoversd
within their geographic jurisdiction and provide all trace dais to the Attorney Generals
office. AT also intends 1o implement eTrace at the nine U.8. Consulates in Mexico for
use by 118, law enforcement personnel pursammit 1o & developing Memorandum of

* Understanding (MOU) with the Department of State.

& ATF will send ateam of experts to Mexdco City to assess Mexico's K-9 training facility, -
anit is working with the State Departments Narcotics Affairs Section o secure §1.2
million to upgrade the facility and provide enhariced explosives and firearms detection
training. ATF also will send forensics personnel from our national laboratory (OST) 1o
meet with Mexican PGR laboratory personne] to assess their capacity and recommend
procedures and technelogy 1o improve their forensics capabilities, including firearms
e serial nurmber restoration. : : e
« ATF southwest border specinl-agents-in-charge are mgeting this week in Dallas to
discuss ways to betier cooperate and share information with Mexican federal law
enforcement officials in of-going firearms trafficking cases, and to ceritralize ATFs :
enforcement efforta along the border, ATF-designated border hiaisons will contact thejr
Mexican counterparts es designated by the Mexican Attorney General to discuss
- .cooperative efforts. ' -

e - ATF will designate at least two regional counsels to be ava;‘.labil_gé 13 sheet with atlorneys
~ - from the Attorney Gencrals Office 1o share information on egeh-eéuntry's firesrms laws,
and to seek innovative solutins on informiation sharing that regpect each country's

sovereignty and need to comply with our respective Constitutions azid statutes.
 CONGLUSION
ATF stands committed to assisting the Department and the Gmmmem of Mexico in efforts to

reduce firearms trafficking 2nd ghn violence in Mexico. Please let mie know if you or your staff
would like firther information about any of the matters contained in this memorandum. -
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United States - Mexico Binational Commission (BNC) Working Group
on Law Enforcement and Counter-Narcotics Matters
Background

The Law Enforcement and Counter-Narcotics Working Group has been meeting since the inception of
the Binational Commission (BNC). The Group, chaired by the Attorneys General, includes senior
representatives of all major law enforcement entities in Mexico and the United States who meet each
year in the BNC setting to discuss and resolve policy issues, and to promote continued and improved
bilateral cooperation in fighting crime and ensuring the security of the citizens, communities, and
institutions of both countries. :

Without question, this bilateral cooperation has taken on increased importance in the light of each
country’s persistent efforts to fight against terrorism financed through narco-trafficking and other illegal
means. The BNC Group also receives the réport and monitors the ongoing practical efforts of the Senior
Law Enforcement Plenary (SLEP), which serves as the primary coordinating mechanism for our bilateral
law enforcement cooperation. At each SLEP session, especially at the session held in Washington, D.C.,
April 7/8, 2005, SLEP’s sub-working groups showed much greater progress in their bilateral efforts, and
a higher level of mutual confidence. The level of cooperation demonstrated sets a higher standard for
the future with respect to effective and cooperative law enforcement efforts.

ATF Training to Mexican Government (April - September 2005)

April 26-29, 2005:
ATF, through its Mexico City Office (MCOQ), provided Basic Firearms and Explosives Identification
training to 205 local, State, and Federal officials from the State of Morelos. The opening and closing
ceremonies included high-level Morelos government officials, and State and Federal agents. The
training was very well received and will be used as a model for future academy training.

May 19, 2005:.

ATF sponsored training for 10 Attorneys General of the Republic (PGR), Federal Public Ministry
(prosecutor) agents in Mexico City, Mexico. Two PGR laboratory technicians also attended the
training. The training was on Basic Firearms and Explosives Identification and the instructors
consisted of personnel from ATF’s Explosives Technology Branch (ETB), Crime Gun Analysis Branch
(CGAB), and Firearms Technolo gy Branch (FTB). Towards the end of the training session, Agencia
Federal de Investigacion/Federal ;'Agency of Investigation (AFI) agents brought in several recently
seized firearms and requested AT assistance in properly identifying them.

June 29, 2005: :

ATF coordinated for ATF/El Paso, Texas, to present two, 4-hour sessions of Basic Explosives
Identification training to a total of 200 Mexican law enforcement officers, including the Mexican
Attorney General’s Office, ederal Secretariat of Public Safety, Highway and Airport Police, Mexican
Customs, Special Operations, Mexican Military, and the National Central Intelligence and Security
Agency. This provided ATF MCO an opportunity to meet and establish information sharing contacts
with Mexican Federal, State, and local law enforcement officials.
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Pending ATF Training te Mexican Government |

1.

ATF has completed final preparations at the PGR forensics laboratory for the 2nd Annual
Ballistics Seminar scheduled for October 24-28, 2005. An ATF toolmark examiner recently
conducted an assessment of the PGR forensics lab in September 2005, and determined that the
PGR lab met the requirements to proceed with the training seminar. ATT forensics personnel
will serve as instructors to 30 PGR laboratory technicians.

The Federal Investigative Agency (AFI) requested several explosives-related training courses.
AFI is interested in International Post-Blast Investigation, Render Safe, and training on the
Handling and Transporting of Pyrotechnics. They have also requested training in canine
operations.

U.S. Department of Justice - Bureau of Alcohol, Tobacco, Firearms and Explosives - Southwest Border Initiative
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'-;'_MI..}REAU OF ALCOHOL TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER DiVISION

LAW ENFORCEMENT INTRODUCTION TO THE
eTRACE INTERNET BASED FIREARM TRACING APPLiCAT]BNf

Chief LE Official:
Agency Name: . '_ Initial Contact Date:: :

Agency Address:

ATF Field Division Point of Contact: Phone;_

Introduction to eTrace
The Bureau of Atcuhol Tobaccm Flrearms and Expioswes (ATF) wouEd fike to extend :ts

with - a ' paperless flrearm frace subm;ss&on systern that is readily acc:esslbie through a

. connection to the worldwid b -(Intermet). . This .system, known as eTracg, provides the
necessary utilities. for submitting; rétrieving, storing and querying all firarms trace related.
information. relative to your agéncy. - The newly developed eTrace application not only provides
your agency with the ability to electronically submit firearm trace requests, but also to monitor
progress of traces and effi ciently retrieve completed trace results in a real-time environment,
Addltionaﬁy, e“i‘race provides an- nvaluable new feature that wil provide your agency immediate:

@ user fraendly and searchable online database comgr;seé of all trace requasts
your‘agency. This tool will provide your ggency with the ability to perform detailed
ins and customized analysis refative.to your jurisdiction..

~ In recent years, ATF has made & concerted sffort to leverage existing information
technology to better assist.law enforcement.: agencies in the investigation of ifficit firearms
trafficking as well as the interdiction. of firearm-sources to juveniles, youth offenders and other
prohibited persons The eTrace: -application is the.newest tool available 10-the law enforcement
community in & growsng mvestxgatwe arsenal. This correspondence-is_ intended to provide an
executive lavel overview of the eTrace application, to include: availaki! sly,‘ func'ﬂonahty, benefits,
and the steps:required to gain-access.

-What is firearm tracing?

Firearm tracing is the systematic’' process of tracking a recovered crime guns chain of
custody from it's source: {manufacturer/importer) through the chain of distribufion
(wholesaler/retailer) to the: individual who was the first retail purchaser of the firearm, orfo @
point where alf other. possibilities.of identifying ‘the original purchaser have been thoroughly
exhausted. The ATF: N&i‘ionai Tracing Center processes approximately 250,000 firearm trace
requests for both foreigh ignd domestic: law enforcement agencies annually. Comprehensive

by jurisdiction or commumty, involves ‘tha ‘tracing of all recovered crime guns
within a pamcuiar gecgraph;c area (e g., city, county, metropolitan area, or State) information

FOR OFFIG.!ALVL&W ENFORCEMENT USE ONLY
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obtained through the tracmg process |s utli;zed to solve andiofenhance individual cases and-to

.maximize investigative fead develbpment through eTrace. For example, the analysis of trade

related data might reveal that a particular individual has repeatedly purchased flrearms that.

‘were later recovered from:erimes wrthm your communaty

Law Enforcement agenmes that make a commitment 1o Compreheﬁsi\re firearms t'rac“ing
through ATF will be provided with an information platform for developing the best local
investigative strategies for their community in the reduction of firearm related crime and

- violetice, The “comprehensive firearms tracing” refers both to the quantity and quality of

firearm ‘traces submitted. For an agency to succeed in producing meaningful analysis of its
firearm i‘raamg mformattoni__ the.. re!atwe data miyst be_ as_ cornpiete and accurate as p035|ble

also includes spec}ﬁc' detaifs regardmg thefirsarms™ possessor assac:aies location of recovery,
and associated crime.

*Below is a sample of a typical map that can be generated as a result-of your cr’jmprehensive firearm tracing effort:

Crime Gun Recovery Locations
Anytown, USA
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‘What functionality is available via eTrace and what benefits will it
prowde to your agency?

. eTrace _5 nternet based firearm trace submission system and trace analysis moduta:-
available to the entire law enforcement community. The focus of the e-Trace application is ko
enhance current trace efficiently function in a web-based environmant and provide
for the secure exchange. Gf"ﬁi’e&!’ “related information between the user community and
thie ATF; National Tracing Center. The'eTrace applicétion allows participating law enforcement
agenmes to_both. submit firearm {fraces to the” National Tracing Center and to electronically
receive firearm trace resulls in a real-ime environment.

eTrace also aff_o_rds law enforcement agencies direct access to a historical database of
firearm trace related data comprised of all requests initiated by a parlicular agency. More
importantly, eTrace provides the ability to perform analysis of your agencies trace related data
through. a. broad search utility. A search for traces can bg inftialed on virtually any data’ field
capturecl or combination thereof, to include: individual names, recovery location address: fypeof
crimg, dats of éry, etc. eTrace also provides users with the abllity to gerierate analytical -
- reports regafd__; the numbef of traces submitted over time, the top firearms traced, time-to-
¢rime rates, age of possassors a ‘mmiore, To.access and utilize the e-Trace application, the only
infrastructure an agency needs is.a personai computer and access to the World Wide Web, thus
-empowering even the smallest of agsndies to comprehenswely trace their firearms and perform

on-line data analysis.
Benefits of utilizing eTrace to facilitat_e.;tﬁ'e.ﬁre'arms tracing; process inciude the foltowing:
1. The ability.to idenﬁfy investigative lead inforrnation falative to your trace request,
2. A signiﬁcant decrease in the turnaround time required to process: a‘tfa‘ce request,

. An increase in the overall number of crime guns traced by providing a user
friendiy mterface for entering trace data,

' Impreved data quallty of trace refated mforrnatmn by providing real time data
vahdat:on-_i._;;

. The*-ab_illty'--t(o mohitor the status of traces,

. The ability fo view/print/download completed trace results (All print functions are
formatted for standard 8 ¥%-x 11" paper),

. The ability of the users to psrform on-lirie analytscaE research relative to your
jurisdiction..
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What functions a.fé available through the eTrace application? |

High-level functionality avaitabfe through the e Trace application includes the following
capabilitios:

@ Enter, validate and submit comprehenswe firearm trace request data
@ Viewa summaty listing of recently submitied traces
Q View the status 6f & trace {in‘Progress, Completed, Delayed)
@ View, Print, and Download detailed trace request and trace result ;nformat 'n%- :
@ Perform a “Qufick-Search” or a.detailed multi-tayer search for traces
-G Submit Urgent Trace Requests for processing
& Update a trace (user may only update a trace for which they were the original submlttar)
'@ Re:Open a trace based upon the provision. of previously missing or.invalid data
@ oni Help & Frequently Asked Questions biilletin- board
Q@ Accessto ihe Firearms Identification Guide' (FIG)Y
& Generate a _{ca! reports:(i.e;- number of traces, top firearms trated, time-to-crime
rates, age _o POSSESSOrs,. etc )

Addttlonal information relative to: edch of the above listed functions is detailed in the eTrace
Users Manual and within the onliné help utility found on the eTrace website.

The eTrace application was clevelnped andis administered by the ATF National Tracing

‘Center Division. However, access to eTrace is being coofdinated through the various ATF Field

Divisions located throughout the United States Receapt of thls mfermat;&n packet is the-first

ss& an interagency agreement govermng the accessand uttttzatwn of

'eTtéEé, in éddﬁtﬁl’t.. the MOU will designate a primary and alternate point of contact within your

agency. The appointed individual(s) will be responsible for providing and maintaining a listof
personnel within your department that require access to eTréce,

The MOU will provide -a section in which the designated POC must identify all personnel
within your organization that you would like to be granted an eTrace account. This iist must
inciude the employees’ name, title, unit and:phone number. The designated POC will also be
responsible for contacting the N -a; Tracmng:er_tier in the event thatan ll"ldiVldUal S access

‘needs to be suspended or ¢cance

retirement, or release from emptoyﬂent Please keep inm

issued; feu%ure 1o access the appilication for a period of ay

being locked out.. Therefare, your agency should be sofmewhat ]Ud: '_ _
individuals whom you would like to: grant access to eTrace: '

FOR OFFICIAL LAW ENFORCEMENT USE ONLY :
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After the-attached: MOU has begn cdmpleted_-_-'a'nd signed by both the local ATF Field
Division representative and thie chief or your law-enforcement agency the original copy should
be mailed o the ATF Natitnal Tracing Center at: the following-address:

Bureau of Alcohol, Tobacco, Fitearms & Expiosives
‘ National Tracing Center Division
Law-Enforcement Support Branch
244 Noedy Road
Martinsburg, WV 25401
Aftn: eTrace Customer Setvice Group

Upon receipt, a representatwe from the National Tracing Center wsEE tnsttate a phone call
to the designated point of contact within your organization and provide deta led instructions on
the process of requesting and receiving an eTrace user account {user id. and. password). Once
the user account is ¢created, each user will be individually contacted an: ided with their user
account information. At that point, the users will- 10 4 & (ce application
through-an Internet connection and immediatsly begin to take advantag__ f this realtime:
firearm trace submissmn and trace data analysis system.

(A sample of the eTrace “My Trace Requests” screen is included on the next page)

FOR:QFFICIAL LAW ENFORCEMENT USE ONLY
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Appendix E

Recent Adjudicated lnternatlonal Firearms Trafficking Investigations
Involving Mexico

CASE/INSPECTION TITLE: ?CABRERA, Juan V,

SYNOPSIS OF INVESTIGATION: On December 6, 2004, Juan CABRERA, a Mexican national and
U.S. resident Alien, purchased 70 cases of small arms ammunition from several McAllen area gun
stores. CABRERA possessed an out of state identification and the rental truck he was driving was
followed by ATF agents to a warehouse in Mercedes, TX where he unloaded the rental truck and left. On
December 7, 2004, ATF agents obtained consent to search from CABRERA as he returned to the
warehouse. The agents discovered 78, 500 rounds (70 cases) of ammunition and forty-seven (47) boxes
of plastic vacuum seal bags. An'empty tractor- trailer with Mexican license plates was also located in
the warehouse. CABRERA told the agents that he and two other Mexican investors paid $15,000.00 for
the ammunition and planned to sell it to a buyer in Mexico he could not fully identify. Juan CABRERA
was later arrested by DEA as part of an OCDETF investigation.

CASE/INSPECTION TITLE: Montéz, Edgar Efrén

SYNOPSIS OF INVESTIGATION: In April 2005, an 8-man conspiracy to purchase 44 fircarms
including pistols, AR1S rifles, firearms parts, and ballistics vests was thwarted by ATF resulting in the
recovery of 9 firearms, 9 ballistics vests, and $5,800 in cash. The scheme involved separate 2 to 3 man
teams that would purchase firearms at various gun stores located in 3 Rio Grande Valley cities. Several
vehicles were used in the conspiracy. Edgar Efrén Montéz, the principal suspect, headed the conspiracy
paying each man $200.00 for every false ATF firearm transaction record they completed. ATF
recovered six 9mm Beretta pistols, two Colt .38 super pistols, one AR-15 rifle, nine ballistic vests,
$5804.00 in cash, and numerous receipts for firearms and firearm parts. The conspirators include a
Mexican National and U.S. citizens that either reside in Mexico or have strong ties to Mexico. In
addition, Juan Mike Morales, a Texas Department of Criminal Justice correctional officer was arrested
by ATF in relation to the straw purchasing scheme. To date, ATF has confiscated 19 firearms and 9
ballistic vests that were destined for Mexico.

CASE/INSPECTION TITLE: 'ARAIZA, David, et al

SYNOPSIS OF INVESTIGATION: A 10-man conspiracy to purchase 55 firearms including a of
Barrett .50 caliber semi-automatic rifle, a Browning Model 1919 belt-fed semiautomatic trench gun,
several Colt AR-15 variants and other various assault rifles was interrupted by ATF in Brownsville,
Texas in April 2005 after a S-month investigation. The conspiracy involved the recruitment by the
principal suspect, David Araiza of 8 straw purchasers from the Brownsville, Corpus Christi, and

Houston, Texas

who accepted cash to falsify numerous ATF 4473 forms to acquire the firearms. All the fircarms were
trafficked to Mexico. Araiza fled to Mexico to avoid prosecution. One of the conspirators, Juan
Cardenas Perez is an active-duty U.S. Marshal’s Courthouse Security Officer. Two Beretta model 92
pistols purchased by the Perez were recovered in México by the Federal Agency of Investigation (AFT) at
shooting scene that resulted in the death of a Mexico federal agent as the AF] attempted to apprehend
several Gulf Cartel narcotics traffickers in Matamoros, Mexico.
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CASE/INPECTION TITLE: Ivan Rangel

SYNOPSIS OF INVESTIGATION: Jorge Luis GARCIA, an active duty police officer for the City of
Alamo, Texas admittedly straw purchased an Olympic Arms, Model PCRS, .223 caliber semi-automatic
rifle for a Mexican national identified as David or Ivan Rangel, age 18 to 20, of Matamoros, Mexico.
The officer met Rangel through an ex-girlfriend. Rangel gave the officer cash and instructions as to
which rifle to purchase from a Brownsville gun dealer. On May 25, 2005 the Federal Agency of
Investigation (AFT) attempted to arrest several gulf Cartel narcotics traffickers in Matamoros that
resulted in a gun battle and the death of an AFT agent. Thirteen firearms, several grenades, and
ammunition were recovered along with the 4 arrests made.

CASE/INSPECTION TITLE: Angel’s Cottage Guns and Ammo

SYNOPSIS OF INVESTIGATION: An ATF inspection of a Federal firearms licensee (FFL) in New
Mexico determined that more than 300 handguns were recently shipped by the FFL to Mexico. The FFL
had no records for the firearms. A consent search resulted in a seizure of 89 fircarms, more $123,000 in
cash, and a 2004 Hummer, The FFL admitted to trafficking large numbers of firearms with obliterated
serial numbers. The FFL cooperated with agents, who were present when the buyer of the firearms from
Mexico returned to the U.S. After the FFL completed the transaction, agents arrested the buyer. He was
identified as a Federal Police officer from Mexico who has been trafficking firearms with obliterated
serial numbers back to Mexico for years. Records revealed that since 1995 the FFL had illegally
transferred 10,000 firearms to Mexico.
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Division Industry Operations Guidelines .
701140:WJO
5300

MEMORANDUM TO: All Special Agents in Charge
All Directors, Industry Operations

ATTN: Assistant Director
(Enforcement Programs and Services)

FROM: Assistant Direcior
(Field Operations)

SUBJECT: Southwest Border Initiative — Industry Operations Strategy

On October 13, 2005, in response to escalating narco-trafficking violence along the southwest border —
which has included the kidnapping of American citizens and the murder of Mexican officials — Mexican
and American authorities announced what has come to be known as the Southwest Border Initiative
(SWBI). This initiative focuses the resources of the Department of Justice’s various agencies in an effort
to meet the threats affecting the cities and towns on both sides of the border.

ATF’s Southwest Border Initiative strategy is to deny the “tools of the trade” to the firearms trafficking
organizations operating in border areas through proactive enforcement of firearms laws primarily in the
affected border field divisions. ATF has introduced a number of programs, such as Project Gunrunner,
Operation Iron Triangle, and a VCIT in Laredo, Texas to better coordinate intelligence and information
and more effectively detect and disrupt firearms trafficking schemes and violent crime along the border.

Critical tactics of this firearms trafficking reduction strategy include a focused firearms inspection
program and regular collaboration between special agents and industry operations investigators with
respect to referrals and outreach efforts. The industry operations portion of the SWBI includes three
components — forward traces, secondary market inspections, and outreach to the 1ndustry and other law

enforcement agencies.

Specific information and procedures regarding these components are discussed in the attached FY 2007
Southwest Border action plan.

If you have any questions, please contact Program Manager_ia email or at (202) 927-
0020. '

William Hoover
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FY 2007 Southwest Border Initiative

Strategy

The primary goal of the DOJ’s SWBI is to reduce firearms violence and firearms trafficking along the
U.S./Mexico border. ATF is utilizing resources of its four affected border field divisions (Dallas,
Houston, Los Angeles, and Phoenix) to fulfill its responsibility under this initiative. Industry Operations
contributes toward this goal through compliance inspections and outreach activities.

Industry Operations Objectives

e Improve relations with firearms industry members, enhance voluntary compliance, and promote
licensees’ assistance in preventing diversion by conducting training and outreach activities with
Federal firearms licensces (FFLs) in the targeted areas.

e Initiate Forward Trace inspections utilizing data on major wholesalers and retailers of identified
weapons of choice (WOC).

e Conduct compliance inspections on major retailers of new WOC in the four field divisions and
identify suspected traffickers or straw purchasers.

¢ Identify FFLs who may be actively participating in trafficking schemes.

e Conduct compliance inspections of pawnbrokers and identify suspected traffickers or straw
purchasers.

e Perfect referral data by utilizing the “fact sheet” attached to this document.

Action Plan

The inspection plan is designed as a three pronged approach — a forward trace component, a secondary
market component, and outreach to the industry and other law enforcement agencies.

Forward Trace

In the forward trace comionent, we wil uscl N

Concurrently with the distribution of this initiative to the field, a forward trace inspection request has
been sent from HQ to the divisions where the manufacturers and/or primary importers of these firearms
are located. Each SWBI field division may also identify additional WOC specific to their division (see
attached list of additional new weapons of choice for examples). Field divisions that identify additional
WOC should forward to the division where the manufacturer and/or primary importers are located a
Referral of Information requesting a forward trace inspection.
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2007.

~ Through analysis of the information received from wholesaler inspections, each field division
intelligence unit will develop for their respective area supervisor a list of licensees for inspection and

related receipt data.
The successful completion of this component will:

e [Identify corrupt FFLs
e Identify firearms traffickers
¢ Improve compliance rates of FFLs

Secondary Market

The value of firearms trace infornation and statistics in law enforcement is unquestionable. Firearms
tracing produces substantial 1nte111gence on the sources of crime guns recovered in Mexico and border
areas, and assists ATF in identifying, targeting, and investigating straw urchasers and the traffickers
who employ them, Unfortunately, for calendar years 2003 —2005 races of firearms recovered in
Mexico were unable to be successfully completed. Additionally, the Violent Crime Analysis Branch
(VCAB) has determined that the average time to crime (the time from the retail sale to the date of
recovery) for fircarms recovered in Mexico is 13 years.

There is evidence to suggest that the time from the point a firearm illegitimately enters Mexico until the
time it is used in criminal activity is relatively short. VCAB has concluded that many firearms illegally
entering Mexico have been on the secondary market (previously purchased at retail and subsequently
sold in individual transactions) in the United States for a number of years. Further, it is likely that many
of these firearms are acquired and sold by pawnbrokers in the U.S. at some point prior to being
smuggled into Mexico. Therefore, the second component of the SWBI , Secondary Market Inspections,
will attempt to address these unsuccessful traces and traces with an artificially long time-to-crime, and to
gather valuable information on the most recent retail purchases.

In May 2006, ATF implemented the Pawnbroker Initiative. Each field division is required to inspect all
pawnbrokers in their area over the next two years. The inspections conducted under the Pawnbroker
Initiative ‘in the four SWBI divisions will also constitute the secondary market inspections under the
SWBI. These inspections will also be conducted using the guidelines of a full compliance inspection,
incorporating trafficking-detecticn strategies from the disposition emphasis inspection program.

We expect that analysis of used WOC sold by pawnbrokers will “pick up the trail” of some of those
firearms recently recovered in the United States and Mexico.
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Therefore, while conducting pawnbroker inspections, IOIs will record all used WOC currently in the
FFL’s inventory, as well as those sold or otherwise disposed of during the period of the inspection
(usually one year)(see attached list of secondary market WOC). This information will be forwarded to
the division intelligence group. The Intelligence Group will have one intelligence UI to cover these
guns. The information will then be forwhrded with the UI number to the NTC Law Enforcement
Support Branch, Suspect Gun Program for inclusion in the Firearms Tracing Systern.

Further, the Intelligence offices will maintain all WOC firearms in a spreadsheet to be run in On-Line
Lead every six months. In‘this way, an ever-broadening list of used WOC recently sold by pawnbrokers
will be checked against all firearms traces. For example, a2 WOC first sold at retail in 1983 and
recovered in Mexico in 2007 would have a time to crime of 24 years. However, if the recovered WOC
was recorded by an IOI during an inspection and subsequently queried against On-Line Lead, it may be
determined that the used WOC was sold again in 2006. This information would reduce the time-to-
crime to 1 year, and ATF would have a significant lead as to how the firearm was trafficked into Mexico.
When a fircarm description gleaned from an inspection matches On-Line Lead information on a recently
recovered and traced firearm, the information will be forwarded to Program Manage

National Tracing Center, Industry Records Branch.

The successful completion of this component will:

¢ Improve the traceability of woC recovered in Mexico and the United States.
e Identify potential firearms traffickers.
¢ Improve the compliance rate of FFLs.

Any potential traffickers identified during the execution of these two components will be referred to ATF
CE. In order to maximize the possibility that the suspect will be investigated, IOIs should present as
complete a referral package as possible. ‘The IOI should request that the intelligence group run all
applicable queries to identify trafficking patterns. These include, but are not limited to Auto Track, to
identify a suspect’s vehicles, TECS SQ13, to determine if the suspect or his vehicles have crossed the
border and TECS SQI11 to identify any cash transfers and determine if there are any current or closed
investigations involving the suspect.  °

Outreach Activities

This component has two facets: Outreach to the firearms industry and outreach to other Federal, State,
or local law enforcement.

Any SWBI outreach activity must include contact with other Federal, State, or local law enforcement
agencies. [OIs will work with ATF Criminal Enforcement to make contact with agencies such as DEA
and ICE, and state or local agencies suck as Texas Workforce Commission to inform them of our role in
~ combating firearms trafficking. Ideally, this will result in an open dialog and sharing of intelligence
information that will benefit our initiative as well.
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Outreach to the industry will also be conducted. Utilizing intelligence information, DIOs will coordinate
with the area offices in pursuing face-to-face contact with selected FFLs in the targeted areas to educate
them about straw purchases and firearms trafficking and answer any of their questions. The IOIs making
the contacts will encourage the FFLs to deter criminal activity by reporting suspicious persons/
dispositions to AIT.

The successful completion of this component will result in:

e Enhanced voluntary compliance by FFLs

e An open dialog with FFL5 that will result in the forwarding of information to ATF regarding
suspicious transactions

» Dissemination of information and clarifying of rules to industry members

e Enhanced tracing ability due to improved record keeping and reporting by FFLs in the targeted

area

e Anopen dialog with other law enforcement agencies that will result in the sharing of intelligence
information
Assignment Coding

All inspections, including those conducted on manufacturers, importers, and wholesalers, will be
conducted utilizing the guidelines of a full compliance inspection. Only inspections conducted from this
point forward will be coded and counted as SWBI inspections. Inspections already conducted should not
be.recoded. If a recently-inspected FFL is targeted as a retailer of WOC, you should conduct an
inspection at your first opportunity one year after the beginning date of their latest inspection.

Two new Tier III picks, “Southwest Border Full” and “Southwest Border Recall Full” have been created
in N-Spect for this program. The following coding should be utilized for the compliance inspections:
Tier I, Firearms; Tier II; License Type; Tier I11, Southwest Border Full. Any recall inspections conducted
* this fiscal year, from this point farward, on a licensee also identified for inspection under the SWBI
should be coded as Tier I, Firearms; Tier II, License Type; Tier 111, Southwest Border Recall Full. SWBI
coding will take precedence over other firearms compliance inspection coding such as Full New Follow
Up, Pawnbroker Full, Pawnbroker Full Recall, DE VCIT, DE Non VCIT and Recall.

Seminars and other outreach activities should be coded as Tier I, General, Tier II, Firearms, Tier III,
Qutreach Industry. Because this Tier I1I code does not differentiate these assignments from other
industry outreach, we ask that you please include a notation in the special instructions field in N-Spect
that this assignment is in support of the Southwest Border Initiative so it can be more readily identified.
The above coding process will ensure that inspection completions can be queried or otherwise efficiently
tabulated, and that completions will be attributed to applicable programs.
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Performance Measures

e Number of seminars conducted -
¢ Number of FFLs visited by ATF inspectors _
o Number inspected
o Number visited through Qutreach
o Number of referrals to ATF CE régarding potential traffickers that result in a criminal
investigation.
e Number of corrupt FFL’s identified
o Number of traces successfully completed as a result of the semi-annual query of WOC in On-
Line Lead

o [Enhanced compliance of licenses (measured by reduction in violations disclosed during recall
inspections in those divisions)

FY 2007 Southwest Border Initiative

‘Weapons of Choice

Primary New Weapons of Choice

Additional New Weapons of Choice

Secondary Market Inspection Weapons of Choice

gae
| A

ete.

* All models 1nclud1n

F-6 U.S. Department of Justice + Bureau of Alcohol, Tobacco, Firearms and Explosives « Southwest Border Initintive
HOGR ATF - 000086



HOGR 3.0 - 120

Appendix G
Hepartment of Jrestice

FOR IMMEDIATE RELEASE (202) 514-2007
FRIDAY, JANUARY 6, 2006 TDD (202) 514-1888
WWW.USDOJ.GOV

DOJ TO PARTNER IN TASK FORCES TO COMBAT
CROSS-BORDER CRIME AT THE SOUTHWEST BORDER

Washington - Department of Homeland Security (DHS) Secretary Michael Chertoff announced today
the creation of new Border Enforcement and Security Task Forces, as part of the Department’s Secure
Border Initiative aimed at increasing control over our borders. These task forces will be nationally-
integrated teams with federal, state, and local representation specifically directed at cross-border

criminal activity.

“These new task forces will take a comprehensive approach to dismantling criminal organizations
that exploit our border,” said Secretary Chertoff. “The task forces will be charged with sharing
information, developing priority targets, and carrying out coordinated law enforcement operations that
will enhance border security.”

{

“We are very pleased to join DHS in this initiative,” said Attorney General Gonzales. “The
complexities surrounding the security of our borders require innovative partnerships and strategic
thinking. The intelligence-driven'enforcement tcams announced today exemplify the type of
collaboration needed to be successful in securing our borders.”

The Border Enforcement and Security Task Forces build on the Department’s experiences fighting
violent cross-border crime in Laredo, Texas during Operation Black Jack. Operation Black Jack has been
a focused effort to coordinate Immigration and Customs Enforcement, Customs and Border Protection,
Drug Enforcement Administration, Federal Bureau of Investigations, Bureau of Alcohol, Tobacco,
Firearms and Explosives, U.S. Marshals Service, and other state and local law enforcement agencies,
with significant support from the United States Attorney’s Office and the District Attorney’s Office.
Operation Black Jack has already; resulted in the arrest of 26 individuals, and the seizure of more than $1
million in U.S. currency, 19 assault rifles, 300 pounds of marijuana, and 330 pounds of cocaine.

Operation Black Jack has benefited from information assembled by multiple agencies to go after
organized cross-border criminal activity. Like Operation Black Jack, additional task forces will be co-
located, intelligence-driven enforcement operations, placed in areas where significant border security
vulnerabilities exist, and where measurable results can be achieved.

Border Enforcement and Security Task Forces will focus on every element of the enforcement
process, from interdiction to prosecution and removal, with the goal of eliminating the top leadership
and supporting infrastructure thaf sustains these cross-border organizations. They will leverage federal,
state, tribal, local, and intelligence entities to focus resources on identifying and combating emerging or

existing threats. :

Project Gunrunner - Juae 2007 |NTERNAL USE ONLY - DO NOT DISSEMINATE OUTSIDE OF ATF G-1
HOGR ATF - 000087



HOGR 3.0- 121

The next Border Enforcement and Security Task Force will be stood up in Arizona, after DHS
conducts a threat assessment of that area. DHS will conduct similar assessments as it establishes
additional task forces and will constantly measure results in order to refine and focus our enforcement
actions. S

it
06-007
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Appendix H
&) Bepartment of Justice

FOR IMMEDIATE RELEASE (202) 514-2007
WEDNESDAY, 10, 2007 TDD (202) 514-1888

WWW.USDOJ.GOV

ATTORNEY GENERAL ALBERTO R. GONZALES
ANNOUNCES ADDITIONAL FUNDING TO COMBAT DRUG TRAFFICKING
AND BORDER VIOLENCE ALONG THE SOUTHWEST BORDER

WASHINGTON —Attorney General Alberto R. Gonzales today visited the U.S. border in Laredo, Texas
and announced $300,000 in additional funding to boost efforts to combat drug trafficking in Laredo and
McAllen, Texas. The grant will help fund a joint task force of federal and state law enforcement agencies
to target high-level drug trafficking organizations along the U.S./Mexico border.

The joint task force—called a Strike Force—allows law enforcement agents from the Drug Enforcement
Administration (DEA), the Federal Bureau of Investigation (FBI), the Department of Homeland
Security’s Immigration and Customs Enforcement (ICE), the Bureau of Alcohol, Tobacco, Firearms and
Explosives (ATF), the Internal Revenue Service (IRS), and the Texas Department of Public Safety to
work side-by-side in the same location, quickly responding to leads and establishing links between

investigations. -

The Strike Force is supported by the Organized Crime Drug Enforcement Task Force (OCDETF), a
federal drug enforcement program that focuses attention and resources on the disruption and dismantling
of major drug trafficking organizations. OCDETF provides a framework for federal, state and local law
enforcement agencies to work together to target well-established and complex organizations that direct,
finance or engage in illegal narcotics trafficking and related crimes.

“Many border communities in Texas have unfortunately experienced first hand the terrible consequences
caused by violent crime and drug trafficking,” said Attorney General Gonzales. “But law enforcement is
fighting back and I am pleased to-announce new funding for our Strike Force team in Laredo and
McAllen. This team will provide greater coordination between state and federal law enforcement
agencies as we work together to combat crime and stop the flow of drugs across the U.S.-Mexico

border.” -

The OCDETF Strike Force in Laredo and McAllen is an extension of the Houston OCDETF Strike
Force established in October 2005. Law enforcement agents participating in the Houston OCDETF
Strike Force pursue major investigations in a coordinated, aggressive fashion. Since its creation, the
Houston OCDETF Strike Force has identified Mexican organizational leaders, Columbian narcotics
suppliers, international and domestic drug transporters, and domestic distribution cells. It has prevented
the shipment of over 30 tons of cocaine from crossing the U.S. border and confiscated more than $32

million from major drug trafficking organizations.
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The OCDETF Strike Force compliments the efforts of the Laredo Violent Crime Impact Team (VCIT),
established in 2005. The VCIT program is an ATF-led joint law enforcement effort launched in cities
with high volumes of firearms crimes and is designed to identify, arrest and prosecute the most
dangerous violent criminals. The Laredo VCIT is composed of law enforcement agents from the ATF,
DEA, FBI, ICE, Customs and Border Protection and the U.S. Marshals Service.

In 2006, the Laredo VCIT was credited with recovering 224 firearms and arresting 69 of Laredo’s most
dangerous felons and fugitives, including Jose A. Garza-Robles and Hector Herrera-Sifuentes, both
permanent resident aliens from Mexico. Both are accused of kidnapping an American citizen and
holding him hostage in Mexico until his family paid Garza-Robles a $57,500 ransom. Garza-Robles and
Herrera-Sifuentes were charged in a 3 count indictment with conspiring to kidnap and kidnapping a
United States citizen. Each of the two counts carries a punishment of one year to life imprisonment upon
conviction. Garza-Robles was also charged with a third count of receiving ransom money which carries
a maximum punishment of 10 years imprisonment. Each of the three counts also carries a maximum fine

of $250,000 upon conviction,

The Laredo VCIT also arrested Jesus Alberto De Leon. On September 25, 2006, court documents allege
that De Leon, a twice-convicted felon, and unknown co-conspirators attempted to kidnap an individual
in the parking lot of a Target store in Laredo. The victim escaped and entered the store, but De Leon
pursued the victim into the department store, armed with a 12-gauge shotgun. He was arrested as he
attempted to flea from law enforcement officers. He has been indicted for conspiracy to kidnap,
attempted kidnapping, use of a fircarm in the course and commission of a crime of violence, and felon in
possession of a firearm. He faces a sentence of up to life imprisonment.

#44
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Appendix |

OSII Southwest Border Strategic Assessment, March 2007 (DRAFT)

March 15, 2007

- Southwest Border Strategy
Strategic Assessment
Briefing Paper

INTRODUCTION

In October 2005, U.S. Attorney General Alberto Gonzales and his Mexican counterpart, Daniel Caveza
de Vaca, announced an initiative to combat the unprecedented violence occurring at the United States-
Mexico border. Later that month, former Director Carl Truscott pledged ATF’s support to U.S.
Ambassador to Mexico Antonio Q. Garza, Jr., to stem the illegal weapons trafficking from the U.S. to
Mexico. In April 2006, ATF personnel from EPS, FO, and OSII participated in the ATF Southwest
Border (SWB) Initiative Conference in El Paso, Texas. At this meeting, it was agreed that a primary
strategy for reducing gun-related violence would be to focus on significant firearms seizures in Mexico
that were related to the major drug-trafficking organizations (DTO) and then analyze the sources in the
U.S. to provide actionable intelligence to investigators.

In February 2006, ATF produced a draft publication entitled “The Southwest Border Initiative: ATF’s
Southwest Border Strategy,” that delineated the means by which ATF would contribute to this multi-
agency endeavor. Working in concert with the four field division intelligence groups and the SWB
Coordinator, OSII conducts in-depth post-seizure analyses to determine trends, patterns, and suspects
linked to U.S. points of origin for the seized weapons (Project Gunrunner). The Houston, Dallas,
Phoenix, and Los Angeles Field Divisions are primarily affected but many guns resolve to other source-
State ficld divisions, as well. This assessment serves to not only report OSII’s contributions and
continuing strategies but also to provide an update on the overall contribution ATF has made to the

inttiative.

During the week of February 13, 2007, Acting ATF Director Michael Sullivan traveled to Mexico to
meet with senior law-enforcement officials and Ambassador Garza. He discussed the ways in which
ATF could contribute to their efforts to combat firearms trafficking originating in the U.S. The Mexican
authorities provided valuable information that will assist ATF in furthering SWB investigative activities
in our joint efforts to reduce violence on both sides of the border and is referenced in this paper when

appropriate,
BACKGROUND

Mexican drug cartels have flourished and grown steadily in terms of size and violence over the past
several years along the U.S.-Mexico border. Approximately 92 percent of the cocaine that enters the
1.S. is distributed by these groups. Two of these are located just over the Mexican border near El Paso
and Brownsville, Texas, respectively. The cartels fiercely protect their cocaine and human-smuggling
routes and willingly resort to violence against competitors utilizing firearms and explosives. Incredibly,
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they do not hesitate to turn their weaponé on law enforcement officers on both sides of the border. The
Arizona border is the most dangerous for officers. DTO members shoot at Customs and Border
Protection (CBP) officers on average of 6-10 times per month. They have approached law-enforcement
officers’ families and homes and threatened to kill them, if the cartel’s activities continued to be

curtailed.

Violence stemming from DTOs has existed for decades in many parts of Mexico. What is new are the
facts that cartel violence is now spilling pver onto the U.S. side of the border, the composition of the
DTO membership has become more violent; and their choices of weapons have become more dangerous.
In addition to powerful handguns and as‘;ault rifles, these organizations use rocket-propelled grenade
launchers and fragmentary grenades to conduct attacks. The National Gang Intelligence Center informs
OSII that local and prison gangs along the border are working in concert with the DTOs to distribute
cocaine in the area. Drugs have deteriorated the quality of life in the U.S. and threaten life, property, and
personal security. Violence in our inner cities is driven by the narcotics trade.

Analyses of recent seizures in Mexico clearly show that the DTOs acquire firearms in the U.S. with ease
and impunity, from FFLs and secondary markets. The dismantling of Mexican DTOs begins with the
denial of U.S. firearms and ammunition. ATF is in a unique position to make a large contribution to this
effort by virtue of our enforcement mission and expertise in the firearms-trafficking arena.

Post-seizure analyses of significant firearms seizures relating to the Mexican DTOs were initiated in
April 2006, under Project Gunrunner. OSII began to systematically assess, analyze, and refer findings to
the field for investigative action. OSIT has been working with an acting Project Gunrunner coordinator,
who began monitoring DTO gun seizures before the start of the Mexican drug war three years ago.

OTHER AGENCIES’ EFFORTS

CBP and Immigration and Custotns Enfc:%rce'ment (ICE) often fail to manage gun-seizure information
outside of strict inventory accounting. Firearms charges are frequently dismissed in exchange for pleas
to narcotics and human-smuggling charges "As a rule, the Drug Enforcement Agency (DEA) turns over
the weapons seized to ATF, as do the H1gh Intensity Drug-Trafficking Area groups (HIDTA) and
Organized Crime Drug-Enforcement Task Force offices (OCDETF) that are run by a DEA office. DEA
does not maintain independent data or arjalyses on gun seizures. As a matter of fact, DEA requests
firearms statistics from ATF’s firearms coordinator in the Houston Field Division regarding Mexican
DTO gun seizures. The El Paso Intelligence Center (EPIC) will mirror what DEA does when querying
DEA cases—they’ll refer back to ATF. The Federal Bureau of Investigation (FBI) has no specific
programs to address cross-border criminal activities. Investigations are offense based and include public
corruption, civil rights, human smuggling, gangs, and organized crime. They participate in local, State,
and Federal task forces involving immigration and drug offenses, including the EPIC-sponsored
Southwest Border Gatekeepers Program. The unique character of the Sonoran/Arizona border creates
an important tier of “Gatekeeper” organlzatlons along this border, with corridors through Yuma,
Lukeville, Nogales, Naco, and Douglas.

These “Gatekeepers” are smuggling organizations that control specific entry points along the U.S.-
Mexico border through a sophisticated infrastructure and transportation system.
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JOINT EFFORTS

ATF’s OCDETF Coordinator in the area provided information on the cities with an OCDETF office in
the Southwest Border arca: El Paso, Laredo, McAllen, Brownsville, Tucson, and San Diego. He stated
that he makes referrals to the field divisions for consideration for assignment to an agent. The combined
authorized FTEs of the aforementioned OCDETF offices are 65. They are staffed with an additional 30
detailees. Additional funding has been requested to permanently establish the 30 FTEs. '

ATF STATISTICS

'OSII’s research into the tracing center database revealed that-ﬁrearms had been traced to the U.S.
upon their recovery in Mexico, from the beginning of FY-02 to date. Of this total,-had been
traced to an FFL. The remainder could not be traced due to lack of information at the manufacturer,
distributor, or importer level; or due to the fact that the weapons were obtained from secondary sources,
such as pawn shops and gun shows. Trend analysis of trace submissions from Mexican authorities
indicates greatly varying differences from fiscal year to fiscal year, The immediate explanation is that as
the Mexican government reallocates their military resources to address changing crime areas, some
weapons do not become subject to trace submissions. Mexican authorities are refining a procedure to
ensure that these weapons are traced in the future.

Of significance is the fact that although the trace submissions vary widely-FY-03 up 38 percent, FY-04
down 62 percent, FY-05 up 25 percent, and FY-06 down 65 percent—the traces unfailingly resolve to the
same source States proportionately. Below is a chart depicting all successful traces for FY-02 through
FY-06. All numbers highlighted represent at least 1 percent of successful traces resolving to that State
for the corresponding fiscal year. (Based on the total number of-ompleted results, 1 percent was
determined to be the more significant of the 1 percent and 5 percent standard applied by statisticians).
The States of Arizona, California, Colorado, Florida, Georgia, Illinois, New Mexico, Nevada, Ohio,

- Oklahoma, Texas, and Washington are consistently identified as the major source States. Interestingly,
North Carolina and Pennsylvania reached the level of significance in FY-06.
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STATE FY02 FYO03 FY04 FYO5S FYO06
ALASKA (b) (3) (P.L. 111-117)
ALABAMA

ARKANSAS

ARIZONA

CALIFORNIA

COLORADO

CONNETICUT

DELAWARE

FLORIDA

GEORGIA

GUAM

HAWAII

[OWA

IDAHO (b) (3) (P.L. 111-117)
ILLINOIS (b) (3) (P.L. 111-117)
INDIANA (b) (3) (P.L. 111-117)
KANSAS (b) (3) (P.L. 111-117)
KENTUCKY (b) 3) (P.L. 111-117)
LOUISIANA (b) (3) (P.L. 111-117)
MASSACHUSETTS [()J€C) N G Mo e e K s )
MARYLAND (b) (3) (P.L. 111-117)
MAINE (b) (3) (P.L. 111-117)
MICHIGAN (b) (3) (P.L. 111-117)
MINNESOTA  [(QNE)NGASNNNEINYy)
ikl s o (0) (3) (P.L. 111-117)
MISSISSIPPI (b) (3) (P.L. 111-117)
MONTANA (b) (3) (P.L. 111-117)

NORTH CAROLINA (K N GH MM EX N iyd)
NORTHDAKOTA [(OXEOXCHAMEEEBNY))
NEBRASKA (b) (3) (P.L. 111-117)
NEW HAMPSHIRE [(OXCIN(ASNNNEINY))
NEW JERSEY (b) (3) (P.L. 111-117)
NEW MEXICO (b) (3) (P.L. 111-117)

NEVADA (b) (3) (P.L. 111-117)
NEW YORK (b) (3) (P.L. 111-117)
OHIO (b) (3) (P.L. 111-117)
OKLAHOMA (b) (3) (P.L.111-117)

OREGON (b) (3) (P.L. 111-117)
oy Nsea e (D) (3) (P.L. 111-117)
PUERTO RICO (b) (3) (P.L. 111-117)

RHODEISLAND  [ONCINGAENNENSY)
SOUTH CAROLINA [(QRE) N GRS N NEN N

SOUTH DAKOTA [(ONC)NGAMENNENKY)
TENNESEE (b) (3) (P.L.111-117)
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TEXAS (b) (3) (P.L. 111-117)
UTAH

VIRGINIA L.
VERMONT (b) (3) (P.L. 111-117)

wreihyenea(b) (3) (P.L. 111-117)
WISCONSIN (b) (3) (P.L.111-117)

- WESTVIRGINIA  [()NE) NG e g
WYOMING (b) (3) (P.L. 111-117)

Utilizing in-depth analyses prepared’-rby the Violent Crime Analysis Branch for FY-04 and I'Y-05, we
know that 85 percent and 63 percent of the weapons traced were connected to firearms traffickin
ons of choice were

assumed the balance. These are overall trace-submission results, not to be confused wit
the analyses of weapons seized and analyzed as part of Project Gunrunner, which focuses on seizures
from DTOs as opposed to country-wide seizure statistics.

As an aside, shotguns and .22 caliber rifles are typically used by farmers to protect cultivation areas and
for personal use in hunting small game. These are not the weapons that ATF needs to focus on.
Obviously, attention will be concentrated upon those pistols and assault-type weapons used by the

DTOs.

For the five-year period prior to October 2006, the weapons of preference and DTO acquisition
methodology remained consistent in Mexico. Since that time, there has been an increase in the number
of assault rifle seizures that were acquired directly from licensed gun dealers, as opposed to handgun
seizures from secondary markets such as pawn shops and gun shows.

A careful analysis of the aforementioned NTC trace data for suspect FFLs was conducted. In terms of

the targeted States, the same FFL's appear in the data year after year as being the points of purchase for
weapons seized in Mexico includin the top sup 11ers in Cahforma which areﬂ
: S : S SRR . Texas boasts the largest
supphers in terms of FFLS Wlth traceable results They are: (m no | artlcular order)
' ' ‘ TR /\rizona has its share of obvious
It bears mentioning that the Mexican

in their mformatmn paper submitted to our Acting

violators in :
authorities’ by-name mentioned g
Director in February 2007,

Under Project Gunrunner, OSII forwarded 14 referrals of information relative to suspected gun
traffickers to the field since May 2006. Of these, four were directly related to ongoing investigations and
one resulted in the initiation of a new investigation. Agents have indicated that are actively working on
two of the remaining referrals. VCAB has provided the field divisions with 12 referrals since FY-04; of
them: one has been adjudicated, one is pending AUSA action, one was related to an ongoing case, three
were closed with no potential, and six have had no investigative activity.
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According to Mexican authorities, not oriiﬂy are more powerful firearms being trafficked into Mexico, but
explosives and military-type artillery are being routinely seized. They have identified anti-rocket
launchers of 84mm and 66mm calibers, 40mm grenade launcher grenades, and fragmentary grenades
that have originated from the U.S. This is borne out by our USBDC chart below. The USBDC
examined the AEXJS database for all explosives trace requests from Mexico where the manufacturer of
the product was located in the U.S. The query resulted in (b) (3) (P.L. 111-117)

separate incidents. One resulted in an ATF investigation. In thiscase, a practice rocket—an 83mm,
MK7-0, SMAW-was recovered in Nogales, Mexico, during a search of a residence by Mexican law-
enforcement authorities. The item traced back to q(S) () N (N MMM RN N
(b) (3) (P.L.111-117) However, no iformation exists on the
possessor. As depicted in the chart below, the majority of these items are destructive devices or
launchers.

(b) (3) (P.L. 111-117)

(b) (3) (P.L. 111-117)
(b) (3) (P.L. 111-117)

(b) (3) (P.L. 111-117)
(b) (3) (P.L. 111-117)
(b) (3) (P.L. 111-117)

(b) (3) (P.L. 111-117)
(b) 3) (P.L. 111-117)

.i

ATF INVESTIGATIONS/ARRESTS

The Field Intelligence Groups from the affected field divisions were telephonically contacted by OSII
FIST members to ascertain what efforts were being employed by their field divisions relative to SWB,
what results had they achieved, and what recommendations they could proffer for expanding the
initiative. The group supervisors referred OSII to their assessments from October 2005, and indicated
that they had no updated information or recommendations. Therefore, OSII relied on ATF databases and
outside agency information to assimilate and analyze existing data, and used that to base this assessment
and the resulting analyses and recommendations upon.
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In April 2006, OSII instituted an N-FORCE code to identify the SWB-related cases. The field divisions
were requested to immediately start utilizing the code and to research prior case files and affix the SWB
code where applicable. It should be noted that a standardized criteria outlining the parameters for a
SWB case has not been established. Without this criterion, the process of identifying a SWB case is
open to interpretation. A strong potential exists for a vast amount of disparity in actually counting cases
and arrests truly associated with the SWB. The charts provided below depict the investigations and
arrests coded as SWB for FY-05, FY-06, and the first five months of FY-07.

If we assume the coding is accurate, we can ascertain the following:

1. All of the border field divisions had a significant increase in SWB investigations and arrests from
FY-05 to FY-06.

2. In the first five months of this fiscal year, the Dallas Field Division has already exceeded their FY-06
number of SWB cases opened by 120 percent. The Houston Field Division has achieved 59 percent
of their FY-06 total. The Los Angeles Field Division stands at 55 percent over last fiscal year and the
Phoenix Field Division is at 73 percent. It would be inappropriate and misleading to measure the
arrests further, as investigative efforts in a large amount of cases remains ongoing. They are
contained herein to illustrate that ATT is contributing to the initiative by effecting related arrests.

As reported in N-FORCE

SWE FY 2005

BESWE CASES
mSWE CASES WIARREST
OTOTAL # OF ARRESTEES

DALLAS HOUSTON L&  PHOENIX
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‘SWB FY 2006

120

100

B SWE CASES
BSWEB CASES W/ARREST
OTOTAL# OF ARRESTEES

o B & 8 &

DALLAS HOUSTON - LA PHOENIX,

SWEB Oct 1, 2006 - Mar 7, 2007

=1
50

B SWB CASES
B SWEe CASES WARREST
OTOTAL# OF ARRESTEES

a0

20

10

FHOENLX

DALLAS  HOUSTON

@E
STATISTICS

According to DEA, one of our partners in this initiative, there were more than 2,500 drug-related
murders throughout Mexico in 2006; up significantly from the 1,543 drug-related murders for 2005.
OSII obtained and analyzed the FBI’s Uniform Crime Report (UCR) statistics for FY-02 through FY-05.
FY-06 statistics have not yet been made available. The major categories of crimes that can be associated
with the weapons and drug trades were included in the chart below for the States of Arizona, California,
and Texas. Only information collected against major metropolitan arcas was included. Unfortunately,
although requested, the FBI could not drill down in their data to provide city-by-city information.
Nonetheless, the figures are disturbing and would undoubtedly decline with the application of
industrious law-enforcement efforts and successes along the SWB.
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The State of Arizona remains relatively level across the board in all of the crime categories analyzed for
the four fiscal years examined. California’s and Texas’ violent crimes, robberies, and aggravated

assaults have declined slightly over this period, however, murder rates rose. It is important to bear in

mind that the Mexican government declared a drug war against the DTOs three years ago and has aimed
substantial additional resources against them. OSII is aware of no other initiatives, other than that one
and our SWB Strategy, that would explain this reduction in major crimes in the targeted area.

Conversely, the fact that murder rates are up verifies the escalated violence levels associated with the

DTOs in the recent past.

ARIZONA FY (2
VIOLENTCRIME 27799 -
MURDER 367
ROBBERY 7,876

AGGRAVATED ASSAULT 17,966

CALJIFORNIA

VIOLENT CRIME 204,139
MURDER 2,352
ROBBERY 64,453

AGGRAVATED ASSAULT 127,525

TEXAS

VIOLENT CRIME 116,090
MURDER 1,165
ROBBERY 36,679

AGGRAVATED ASSAULT 70,705

FY 03

26,208
416
7,460
16,587

202,433
2,369
63,482
126,887

112,910
1,287
36,085
68,364

FY 04

20,444
392
7,556
16,718

194,890
2,363
61,488
121,694

112,576
1,253
34,935
68,802

FY 05

27,940
419
8,393
17,252

186,982
2,475
63,325
112,095

111,867
1,280
34,889
68,080
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2006 SOUTHWEST BORDER INITIATIVE PUBLISHED PROTOCOLS

OSII’s Responsibilities in Project Gunrunner:

1.

2.

Identify significant gun seizures and analyze trace reports and agency reports.
Ensure that all recovered firearms are fraced.

Prepare trace summaries detailing any acquisition observations, use of secondary markets, stolen gun
trafficking, and initiate referrals to the field intelligence groups.

Utilize NTC, VCAB, and Regional Crime Gun Centers to identify trafficking trends and indicators of
illegal activities in the U.S. '

Prepare intelligence advisories linking recovered firearms to DTOs and other observations detailing
any other unique characteristics encountered.

Prepare information papers regarding findings, trends, and patterns, etc. for field and management
use.

Review criminal and general-intelligence investigations, as well as, FFL inspections for
commonalities such as individuals, vehicles, locations, and telephone numbers for
subsequent dissemination to the field for investigation.

Coordinate activities as appropriate with EPS, TPD, and FO (criminal and industry operations).
Tdentify facilitator and purchaser telephone numbers in the U.S. and Mexico, vet through DEA for

identification purposes, case de-confliction, and/or case fusion; and disseminate to the Intelligence
Community Representatives to ATF for identification and exploitation. :

10. Identify multi-agency investigations involving Project Gunrunner suspects and facilitate the potential

for OCDETF investigations.

FIG Responsibilities:

1.

After receiving Advisory (trace results) from OSII, check purchasers identified in the trace results in
TECS and in On-Line Lead.

Develop background packages on pufchasers identified in the trace results to include driver’s license
photo, current address, and any other relevant intelligence that could be developed through local
police intelligence units. :

Prepare referral summarizing the OSII analytical findings that identifies the link to the DTO and the
recovery incident. '
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4, Refer to the appropriate Field Office/Group.
5. Ensure that results are entered into N-FORCE.

Field Office Responsibilities:

1. Attempt to identify the traffickers through interviews of the first purchaser identified through trace
and identify subsequent purchasers.

2. Open an investigation if warranted. If not, document results of the interview in N-FORCE, which
will allow for review by OSII for strategic analysis.

© 3. If trafficking cell is active, obtain telephone toll records of straw purchasers and conduct telephone-
toll analysis to identify recruiter/facilitator/financier and provide OSII with identified numbers for
overall strategic/national analysis.

4, Report results in N-FORCE.,

Southwest Border Coordinator Responsibilities:

1. This person will have overall responsibility for coordinating criminal and industry operation
endeavors with all affected field divisions, EPS, TPD, OSII, and other U.S. and Mexican law-
enforcement agencies.

2. With the SWB'SACs, develop a unified strategy to affect firearms and ammunition- trafficking to

Mexican DTOs in both the U.S. and Mexico,
3. Develop real-time intelligence relating to cross-border gun trafficking.

4. Develop and coordinate intelligence with OSII relating to Mexican DTO gun seizures and
domestic Mexico-bound gun and ammunition shipments.

5. Develop cross-border investigations through coordination of domestic investigations.

6. Assist case agents in preparing intelligence and information-sharing packages for Mexican
counterparts,

7. Coordinate intelligence and information sharing packages with the Mexico Country Office.

8. Prepare quarterly prcigress reports relating to Operation Gunrunner.

9. Conduct/coordinate Project Gunrunner-related training, briefings, etc.

Project Guunrunner - June 2007 ?NTERNAL USE ONLY - DO NOT DISSEMINATE OUTSIDE OF ATF 1-11
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VCIT/PSN Responsibilities:

1.

2.

Identify traffickers supplying firearms to violent offenders in the U.S.

Link the traffickers and violent offenders to firearms-trafficking activities between the U.S. and
Mexico.

Disrupt the flow of firearms to the DTOs and other criminal organizations that operate between

3.
the two countries.
FINDINGS:

1.

2.

It has been observed that more U.S.-sourced assault rifles have been recovered in Mexico in the
last year, compared to the previous year. DTOs favor:

Recently, more recovered guns have been purchased directly from U.S. FFLs, as compared to
secondary markets, which have traditionally been the source of weapons seized in Mexico.

More firearms recovered in Mexico are being purchased from FFLs in States other than those on
the border.

ATF criminal and industry operations offices are understaffed in the border cities where the
majority of DTO-related crime occurs.

+ The Dallas Field Division 1s understaffed with agents and inspectors. The target town of El Paso is
understaffed with special agents and has-nspectors at the 10O satellite office.

+ The Houston Field Division is understaffed with agents and inspectors. The target city of McAllen
is understaffed with agents and has -nspectors at the satellite office. The satellite office of
Laredo has.igents andfiinspectors. Brownsville is established but is not staffed.
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* Los Angeles Field Division is understaffed with agents and inspectors. Their enforcement field
offices are fully staffed in San Diego but the industry operations field office is understaffed.

« The Phoenix Field Division is understaffed with agents and inspectors. The Tucson I and II
enforcement offices are also understaffed with both agents and inspectors. The IO satellite office has

nspectors.

The incidence of seizures of explosives and artillery by Mexican authorities is on the rise but
they are not traced with regularity.

According to FBI UCR statistics, violent crime in the target areas has been reduced with the
exception of murder rates, which have risen for FY-02, FY-03, FY-04, and FY-05.

CHALLENGES:

1.

ATF Field Intelligence Groups need to coordinate inter and intra-division intelligence activities
much like operational activities.

ATF, at all levels, is not working in concert with other participating Federal agencies and task
forces with the exception of QCDETF.

The same dealers are listed year after year as being the points of origin for weapons recovered in
Mexico. : ; -

ATF is unaware of the number of long guns being purchased by individuals because we typically
only learn of an individual’s purchase of more than one long gun when it is recovered in the U.S.
and/or Mexico. This is not proactive monitoring of long-gun trafficking but reactive due to a

‘potential criminal act.

Participating Federal agencies and task forces place little-to-no importance on capturing data on
seized weapons; they usually do not trace them.

Due to the fact that the Mexican government has deployed 10,000 military members in the drug
war, firearms trace submissions are significantly lower than in previous years. The military
authorities fail to trace seized weéapons. On the other hand, Project Gunrunner seizures have
increased due to the concentration of the additional resources on DTO activities.

Although Mexican authorities report a marked increase in seizures of explosives and military
artillery, as well as launchers; they fail to trace them and to report them to ATF to determine their

U.S. points of origin.
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ATF OSII created a code in N-FORCE after the creation of the SWB. The field was instructed to
retroactively code their applicable investigations. The parameters have not been defined for the field
and it is very likely that the field is applying the code inappropriately, both in terms of not coding
appropriate cases and in over utilizing the code. An accurate assessment of ATT investigations and
arrests cannot be made due to the unreliability of the data.

RECOMMENDATIONS:

L.

2.

Formalize and fully implement ATF’s Southwest Border Initiative, released in draft form in
March 2006, which is attached to this report. (FO, OSII, EPS)

- Facilitate real-time intelligence sharing with U.S. and Mexican law-enforcement partners during
ATF enforcement efforts at gun shows and other enforcement operations. (FO, EPS)

Encourage and educate DEA, CPB, ICE, HIDTA, and OCDETF as to the importance of firearms
interdiction and investigation as an over-arching solution to the SWB Initiative. These agencies treat
firearms issues as a superfluous detail having little relevance to their overall mission. ATF needs to
pursue the important job of conducting liaison with our Federal counterparts where we are co-
located, to capitalize on firearms and explosive seizures as they occur. Additionally, liaison with
counterparts on all ATF levels needs to occur on a regular basis. Further, ATF needs to formulate
initiatives with U.S. Attorney’s Offices, and other Federal law enforcement agencies, in order to
share information and to ensure that we are bringing the full forces of our collective authorities and
missions to bear against the DTOs and the firearms traffickers on this side of the border. ATF should
collaborate with the U.S. Attorney’s Offices to conduct monthly SWB intelligence-sharing meetings
with the Federal agencies. (FO)

Bring affected enforcement and industry operations staffing levels up to ATF staffing models, and
increase staffing at the satellite offices. (IFO)

Develop and implement a standardized intelligence debriefing questionnaire, to ensure uniform
collection of data (attached) and impiement the post-seizure analysis reporting protocols. (FO, OSII)

Select a permanent, autonomous SBW coordinator. The person selected must speak Spanish
fluently; have detailed knowledge of Mexican DTOs; be experienced in international firearms-
trafficking investigations; have knowledge of the political, judicial, and law- enforcement systems in
Mexico; and be able to develop and present detailed briefings related to Mexican gun seizures and-
Mexican government operations. ATF should consider placing the SWB Coordinator at EPIC,
enabling real-time interaction with other involved Federal agencies and with firmly established
infrastructure and firearm information inputs from all agency partners. (FO)

Expand e=Trace to every border city in the U.S. and Mexico. (ATF has agreed to deploy
e-Trace to all 31 Mexican states.) Al’so, most importantly, create a Spanish version of
e-Trace. (EPS, OST) '

:
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Develop controls for periodic re-assessments to allow for adjustments of enforcement strategies
as the criminals adjust their modes of operation. (FO)

Assign additional IRSs and TAs to OSII in order to create a team that would support the SWB by
reviewing all criminal and general intelligence investigations in N-FORCE and N-SPECT for
commonalities across cases. Assion special agents whose sole function would be to support Project

Other U.S. Consulates would benefit
from our presence. For cxample, in Guadalajara most firearms seizures could be associated with a
specific DTO, if we had assigned personnel. Assign additional agents, IOIs, IRSs, and [As to SWB
Field Divisions to support the SWB by providing direct analytic support to criminal investigations.
Assign special agents to each SWB State’s Fusion Center/De-contfliction Center or HIDTA to share

information and
de-conflict investigations. (FO, OSII, EPS, OM)

Utilize PeN-LINK to store and analyze telephone data from Project Gunrunner and VCIT/PSN
suspects from the four border divisions for analyses by OSIIL. (FO, OSII)

Obtain SCI clearance for select special agents assigned to the SWB to provide access to valuable

classified intelligence (could be accessed at EPIC, field divisions, military facilities). (OSII,

OPRSO)

Establish OSII teams similar to the National Response Teams to support the field divisions
during major operational activities. The teams should be comprised of IRSs and IAs to provide on-

* site, real-time research into the possessors, the FFLs, and the original purchasers to provide on-the-

spot actionable intelligence to Investigators, whether at a seizure site or at a gun show. (FO, OSII)

In February 2007, the Agencia Federal de Investigacion dismantled a highly advanced DTO

communications intercept facility seizing antennas, scanners (VHF, UHF, WFM, FM, and AM),

intercept equipment, and broad-band antenna (VHF and UHF). ATF agents working along the SWB |
area need to be reminded to use their secure-radio functions and to not use their cellular phones.
(FO, OST)

Use ATF Explosives-Detecting Canines at the border to assist law enforcement searches of
southbound vehicles. (FO, TPD)

16.

Enact legislation réquiring the use a multiple-sales form for long guns. (PGA)
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17. Expand our initiative by examining all firearms traces and source states for FFL commonalities
and/or purchaser commonalities. (FO, EPS, OSII)

18. The parameters of the SWB N-FORCE code need to be defined and applied retroactively to ATF
cases actually involved in the project. (FO)

19.  The FIGs need to become fully ehgaged in the SWB and be in a position to provide statistical
data and recommendations upon request. (FO)

20.  Inspections of border-county FFLS need to be conducted as expeditiously as possible. Teams for
these inspections should consist of investigators and special agents. (FO)

21.  Encourage Mexican authorities to report seizures of explosives and artillery to ATF for tracing
and analysis purposes. (EPS)

CONCLUSION:

If the aforementioned recommendations are adopted, a vast reduction in violence on both sides of the
border would occur in very short order. We have already contributed to the reduction of violent crimes
 along the Southwest Border by identifying and arresting over 250 persons suspected of firearms

violations, in just two and a half years. We have identified the FFLs most often linked to weapons
seized in Mexico. We accomplished this with nominal resources and despite the lack of clear lines of
communication with Mexican authorities and their limited technology. The exchange of real-time
intelligence and trace data would ensure quick identification and apprehension of gun traffickers in both
countries. More thorough inspections and/or investigations of FFLs may deprive the DTOs of illegally
obtained firearms and result in the reduction of violence. When the DTOs are deprived of their means of
protection and enforcement, it will directly impinge on their ability to apply their drug trade, and will
reduce the amount of cocaine coming into the US. ATF will make significant inroads into dismantling
the DTOs, while fulfilling its primary missions of reducing violent crime and protecting the public.

U.S. Department of Justice - Bureau of Alcohol, Tobacco, Firearms and Explosives - Sowthwest Border Initiative
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Appendix J

U.S. Source Metropolitan Areasfor Firearms Recovered in Mexico

Source
Frequency

Calendar Year

2005

Calendar Year

o 8s ) u ‘
Bureau of Alcohol, Tobacco, Firearms and Explosives, Violent Crime Inrelligence Division, Violent Crime Analysis Branch
J-1
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Appendix K

Apparent Firearms Trafficking Routes from the U.S. into Mexico

Bureau (_)fA Icohol, Tobacco, F z‘rearms-a?rzd Explosives, Office of Enforcement Programs and Services,National Tracing
Center Division Trace Study Analysis of Mexico for F iscal Years 2004-2006
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EXECUTIVE SUMMARY b
; !
(U/LES) This report is un assesstent of armaments illegally acquired and tratticked to Mexico
in 2009, focusing on the drug tra Fﬁt_:king arganizations {DTOs); through the examination of the
illegal acquisition, transportation, distribution. and recovery ofthese arms, The primary
objective of this assessment is to providesinformation in suppogt of Southwest border tratficking
investigations and/or to assist operational planning and suppoz finitiatives. It was developed by
the Bureau of Alcohol, Tobacco, Fircarms and Explosives (ATF). Southwest Border-Field
Intelligence Support Team, Il Paso Inteligence Center (EPICY} International Affairs Office
(1AO), and the:Violent Crime Analysis Brinch, with assistance from the Field Operations
Division and the National Tracing Center. ]

¥
|

(U//LES) The Cartel Controlied Landscape and Firearms Traft:icking- portion section in this
report provides an overview of the DTOs" ongoing confrontatigns for control of ferritory in
Mexico throughout 2009. The turf wars are still active as of the writing of this report, with
ongoing violence especially in the Mexican border citics of Rctnos_i;, Nuevo Laredo, Ciudad
Juarez and Tijuana. There are drastic changes in DTO alliances in2010. The Gulf and the
Sinaloa cartels have aligned themselves with La Familia Michdagéna to form the New
Federation te. fight Los Zetas: gt 5
(U/LES) ATF's Officé of Strategic Intelligence and Informgtion will be compiling a 2010
 Executive Summary of the changes to the DTOs" structure and firearms wafficking B
methodology to immediately follow this report. R

i

Poe
¥

MEXICAN ORGANIZED CRIME — 1:’:1 REARMS TRAFFICKING METHODOLOGY

(U) The Mexican cartels are multifaceted céiminal enterprises that are engaged in.narcotics
irafficking, firearms trafficking. money lqundering and variousiother types of criminal activity.
The Mexican cartels operate worldwide as transnational er’iminlal enterprises. There are scores-of
Maexican drig trafficking organizations (DTOs). all of which have various degrees of affiliation

i 4

(o a cartel. The U.S.-Mexico transportatipn methodology utilized by the cartels is.the tesult of
decades of countéring enforcement operagions through g«:ffccliv% intelligence collection. Asa
result, they have established: systems of layered compartmentalzed organizations with limited
operational knowledge to fotm acquisition, $upply and transpogtation networks. These networks
are highly successful and extremely sésilipng, The identi ﬁcatiop, interdictionand prosecution of

these networks are extremiely arduous. i

{U) The cartels maintaifi a supply of fitegrms through a:prh‘ces%--Si-nﬁlar:ln:-iﬁez*practice_ known as

the Pull System. Under this process thé financing, acquisition, storage and transportation (supply

chain) are performed by compartmentalized components in ling with oni @nother to minimize

detection, disruption and prosecution: Thisisa demand-based process wherein ranking DTO

leaders in Mexico acquire the needed firearms, explosives and pther equipment by controlling
S |

: o _ |
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the entire process through strict order and-oversight of the supply chain. ‘The communications
throughout the supply chain are of vitil ifiportance in maintaining control and give the _
leadership the ability to protett their interest and deflect or min?_mizt: any risks. In the event that
one of the components (links) of the supply chain is compromised, that component can be
replaced with minimal disruption to the rest of the ¢hain hecause of the ¢omponent’s limited
operational knowledge. S 3
' S ! .
(U} The firearms supply chain contains two distinct cumpnncn?t types that are tactically used in
varying degrees. The fitst componen} type is dircetly managed and operated by DTO members.
This type is mainly utilized in the finaneing, transportation, stotage and distribution of fircarms
components in Mexico. The second combonent type is the outgourcing of services by the DTOs
o independent operators. The straw § urchaser component in ajty supply chain is comprised
Almost entirely by independent operators; The DTOs utilize independent operators within the
United States to avoid risk to DTO;} mgmbBers or when their resdfurccs are limited.

L3

i
T

(UY The DTOs’ demand for firearms%séaifs when they encountér heavy military and law
enforcement offensives against them grid/or a spike in internal imd territorial conflicts. In the
quest to identify and dismantle the supply chain ce.mponcnts-,_-it‘i_is essential to know the cartel
tandscape, the territorial contlicts and the operational environnient in Mexico, Theassessment
of the acquisition and trafficking of firearms by the'Mexican DII'Qs is'a very,challenging task
due tothe éver changing alliances ih% enake up the structure c)'tl cach-drug cartel, :

e i et g by
. s

Sitmampti

(U) The average penalty for firearms’ tmfﬁci{-ing ranges from approximately 12 t0.30 months. A
person that confines their criminal & tivities to being a low-volime straw purchaser would have a
good chance of receiving probatioh, There is a willing pool of%ﬁrearms traffickers-and straw
purchasers because there is minimal risk of lengthy incarceration.

he impression that identifying and stemming the-flow would bg easy. The volume of weapons
does not-equate to large shipments oftwegpons. crossing the border. With all.of the advanced
detection equipment and highly traingd personnel: we have notiproduced a pattern of massive
seizures that the volume suggests, to substantiate this methodology. Furthermore, the vast
majority of the seized weapons in Mexico do-not come from sefzures at the border, They are
recovered when confronting DTOs and by raiding DTO hideots and stash houses. Hlicit
weapons are confiseated at other crime scenes and checkpain&-ﬁiwlwre the possessors are not

" oL j
SUHI,ES)' In examining just the magritude of the weapons being recovered in Mexico, it gives

1
T
i
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) S L o
relited to a DTO. Based.on this. it appears that the "ant tratficking™ methodology is more likely
thecross-horder fircarms transportation scenario. : | f
: R .

H
i

DTOSUPPLY CHAIN MODEL: g
Pl : |

(U//LES) Beginning in Seplember 2009, Arizona emerged as the source State for what.appears
to be DTO managed and operated sipply chains affiliated with!the Sinaloa cartel. The DTQ
solicited several straw purchasers in the Phoenix. Arizona, ared. They began purchasing firearms
in large quantities; several times in a ontb for D1Os. These ihdependent operators would

{U/LES)

Some of the hirearms,
along with magazines and ammuniiion, WerG TECOVLIRE TS B 7 r in stash houses along
the border in Arizona and in El Paso, Texas. The location uftiiese seizures is compatible with
the Sinaloa’s territorial contro! along the border in Mexico. The rest of the firgarms were

Baja California Norte and Sur. Senora, Chihuahua, Sinaloa,
Guerrero and Durango. A full range of Erp'c'sligalive. avenues. fechniques and resources have
been implemented in order to identify the DTO operatives thr !Jghout the supply chain(s).
Valuable information has been-ascertained from. this investigation. From the base storage
eatings in Phoenix, several border stash houses and multiple supply routes were identified.

"

recovered in the Mexican States of

1
H
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DTO OUT-SOURCING MODEL: |

i
E
|
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(U/LES) In'November 2009, a significant fitearms lm!’ﬁckingétargct was arrested following a
1,400-mile mobile surveillance by ATF from Minnesota to a Laredo, Texas, border crossing.
Seized from his vehicle were nine FN 5.7mm rifles arid pistols, and five Rugerand Berreta . 380
caliberpistols. The target’s criminal activity came to lightin February 2009 while the SWB-
FIST team was matching Mexican seizure events in 2008 to the correspond ng firearms traces
j recovered.in southern Mixico i

from'NTC. The targst purchased a single Ruger pis t wa

January 2008, Further resedrch on:the Na

i
SRR " .

(U/1LES) The target pleaded guilty and provided information 18 to hig:illegal firearms

trafficking activities. He admitted that he was an independent yperator that solicited the services

of other straw purchasers, transported the firearms to southern Mexico and delivered them to the

yer and two additional recipients-of Flireutis Were identified:- Based-
 on information provided by ATF, the Mekican Secretariat of Pyblic Safety (SSP) exccuted 2

search warrant and arrest warrant for the Mexican buyer that refulted in the recovery of 12
additional firearms. This case highlights the outsoureing firearms supply chain model,
. : Pl i

MEXICQ FIREARMS AND EXPLOSIVES SEIZURE EVENTS

(U//LES) The U.S. Government's ability to inspect the firearms and explosives seized
througheut Mexico is limited. - ATF and the Mexican military created the Combined Explosives
Investigative Team (CEIT) torespond to :major explosives seizpre locations throughout Mexico.
One of the main CEIT functions is to collect evidence for laboratory examinations. Currently
there is not-asimilar joint unit to respond, and collect evidence and conduct firearms
‘examinations. In Mexico, all seized Brearms must be turned over to the mi litary within the shon
time period mandated by law.. A farmal request must be submitted to inspect the firearms once
in military storage. All explosives arg turtied over 1o the-military. There is a very limited
amount of U.S. personnel availablé to respond to the location of the evidence. As-a'tesult, U.S.
authorities must rely on Mexican authorities for this information.

(U/LESY The Governinent of Mexice-((GOM) does not haveasystem in place to provide the
United States Government with rezl-thme, ofticial Government seizire eve t information that
provides the recovery of all firearts ‘and, explosives in Mexica. thie affiliation to organized
crime groups and alf the markin 3 needed to trace these wca;?ons.- In the regularly scheduled
£ i

e
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.k
o
GC Armas mectings in Mexico City, Mexican suthorities provide U.S, authorities witha hard
copy list of some 6fthese seizure events. Tnomost firearms andiexplosives seizures events, the
Mexiean authorities provide written press releases to media oz:q"lets throughout Mexico. In the
larger seizure events, the authorities hiold live press conferences and display the scized'items and
the people detained. o 3
i

(U/LES) Since the inceptionof Project Gunrunner, ATF has gompensated for the lack of
official GOM seizure event information by collecting Mexican Government press releases and
the open source reporting of firearms and explogive seizure evcims throughout Mexico. The
information is collected and disseminated daily 1o our .S, and| Mexican law enforcement and
military partners. 1t is essential to deterrhine the identity of the DTO for cach reporied seizure
event. Armed with this information, ATF would be able to effectively trace the weapons,
analyze the data, and provide effective taql:licai and strategic in.tFliigence that would severely
disrupt U.8. commercial-sourced ﬁrc?rms trafficking to Mexico.

SOUTHWEST BORDER (SWH) E;ngms TRAFEICKING INV ESTIGATIONS

(U//LES) Thete were 2,410 intellipence and criminal cases op lme:d;;irl N-Foree in CY 2009 with -
the investigative profile, Project.Gunrunner (SWB-Southwest iBorder Project). The field
divisions and the Mexico Country Office (MCO) opened 517 cfiminal cases: There are several
SWB Gunruniner investigations that werejopened as Organized Crime Drug Enforcement Task

.V.!...L.fme&:QS:.lQQQ@IK},&miﬂ.ZQQ&&QM&;YW&QQBQ}EQQFQEQLIML%Q@,QBA%&?&S:: I

i
P

(U//LES) The Houston Gun Runner ;ﬂ_}p:ﬁtct Team (GRIT) gen%rated a significant number of
cases in 2009. The MCO and the New Orleans Field Division gach opened three SWB criminal
cases. The Atlanta, Detroit, Kansas City, Nashville, Seattle .an S$t. Paul Field Divisions all

opened one SWB criminal case. “The Detroit Field Division wds the only one to open a SWB

intelligence case. ; l
! |
i
: ?
| %
{ }
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(UHLES) The below cix‘ilrt isa .'isﬁng;:j&f the cr}fqﬁm! and intelligence
SWB files opened by the top 6 field rz‘_z‘visfars in CY 2009

g JSTT—— PN JUR—— S—r T S

Force Investi ati
ned CY 2009

e :

ATFSWB N ons

TheRie i AR
S

i @ ?ﬁa‘;@iij(:as.e W Crimnibinl Cas

©

(U/LES) ATF OSII, along with thei\d Mexico Country Office (MC 0} and border ligison

i

agents, _opened 1,508 criminal intelligenct cases relating to the fircarms and explosives seizures
everits in Mexico 62009, “The seizuge events werg collected. antered, and rﬂg}gggiged‘gpq_gr‘ih&
© NForee Southwest Border (SWBY Cae numbers 164020:09-0(01 and 162080-09 or 10-0001,
Each N-Force seizure event contains the following informationt” all open source information.
pertaining to the event to include the eapons seized and persops detained: official Mexican and
{.S. Government agency reports: information about the weapygns seized; the firearms trace
information; and any supporting doc&gne?t‘ation in conneclion'jri{h the seizure event

. o
(UMLES) In the majority of the SWH investigations, the identification, arrest and indietments
were limited to the perpetratars, within tHe United States, that were part of the purchase and/or
transportation components of the  supply chains. There i valugble intelligence dierived during.
the coursé of these investigations. The DTQ intelligence and il?fc;rmution are usually retained at
the agent, field office or divisional fevel.’ |

H

(U//LESY Firearms trafficking i.u{*est‘_iigalioﬁ should encompass the full scope of criminal
sctivities associated with DTO weapans, cspecially acts of violgnee and intimidation. All parties
in a {trearms trafficking organization supply chain).are supplying firearms that are used in.
furtherance of the organization’s violgnt criminal activities in ‘oth the United States and Mexico.
Under Praject Guriranner. OSI1 and the MCE have been ch.icclting‘;-__iiriformatitim from the violent
events occurring in Mexico, 1he‘perp%tmtpm. the firear'm_&;-tret:cwcfefd-and the affiligtion to a
-"g-:‘:rimin-al organization, This is-challenging because the DTOs areconstantly changing alliances.
11 the information is fully developed; the end user’s violent actions-and theiraf Aliation to a BTO
would provide essential evidence to i%o‘aqien the scope of the p’;rnsccmim against fircarms

- !
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‘!
|
waftickers. By merging this evidence inlb the prosecution of a DTO fircarms supply chain, the
parties could be exposed to Federal organized crime charges (RICO. CCE. VICAR) and the
maximum penalties allowable by law. !

H
(UALES) ATFOSI is monitoring and eollecting information from the major ATF SWB
investigations. OSIIhas:e stablished poins of:contacts and has Epérf;’ti#rinci supporting Project
Gunrunner investigations that are assigned to vther US. Federal agencies at their headguarters
ie\ei QS is merging case information with all available unclnssiﬁcd and elassified information
from ali our U.S. and international panners. %
(LILES) ANALNTICAL, ERITERIA USED TO COM l’ilLE' THE STATISTICS
CONTAINED IN THIS REPORT

Please be advised that a vignifleant number of Mexice traces are c_urr:?mly heing enered into the Firearms
Fracing System (FTY): therefore, tie Mexico recovered and traced dutd fespecially CY 2009) will conlinue 1o
: o change. i
' ' |
All of the following statisties have the I'd!!mviné seléetion criferia in cunimun:
‘e Praces with a recuvery country ni‘:,\;lcﬁ_{ii;go ware inciuded. :
e Procesvith @ réeoviry diite betwetn Jaupary 1. 2009, and Decenther 31 009 were selectéd: the statiseics
are based ona guery of the FiSon Junt )3, 2ald.
e [races with arecovery dite between Janwary 1, 2008, and Detcemher 31, 2009 werg sélected: the statistics
are based o quen of the b 1S on M\g_r._ch 9, 20610, '
e Dupficate. Gun Buyback. Firearm Tamed-in, an_a;l\Ejrcarm--Nuz'R@xcm‘i traces wepe But included.

MEXICO FIREARMS TRACING g

|

(U//LES) It has been the stance of the GHM that the United States i solely responsible for the
weapons being trafticked into Mexico, The Mexican media hab fueled discussions that Mexico
has a shared responsibility to confront the weapans trafficking info Mexico as well. The GOM
rarely submits consistent requests for traces 1o ATF's National [Tracing Center for the firearms
recovered in Mexico. In the past several years, Mexican aulhoiii-ics have submitted requests,
through ¢Trace, for less than 10 percent af all firearms recover: d'in Mexico. Furthermore,
Mexican authorities do not provide ATF with the fireurms data from those recoveries in a timely
manner. In ocder for ATF to facititate the tracing of these firearms, ATE obtains the firearms
data from the Mexican authotities. other (1.8, authorities or 'pcr-%ox1atiy inspects the weapons.
(UALES) Bachyear, ATF receives tracc-'fiatn from GC Armas Irepcr‘ts. urgent requests for
tracing, and CI{s) with data from Elhuus_ands of recovered ﬁrcu'}m& ATF staried receivinga C D
Wwith several thousand firearms, and over the last few years the data on the CDs grew Lo more

than 10,000 firearms. Finally, in August 2009, the Mexican mﬁlitary provided a CD containing
an inventory of 64.227 entries for seized firearms. grenade launchers and ammunition being
stored from recoveries from CY 2003 to pugust 2009. There “}'crc more than 62,000 firearms
data entries. of which almost 18.500 or 30 percent were found to have been previously traced.

Lk I
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The additional fircarms data substantially changed the statistical information for that time period
and the analysis of the 2008 Project Gunrunner J\ssessmcnt( L
3 .

(U/LES) The PGR's Cenfer of [ntormdlmn An‘i}VSh and Pla ;mm;_, to Fight Crime (C FNAPI)
was provided 10 computers and additional ¢Trace accounts in (Dcmber 009, T hey were given

additional accounts; boosting them to 10. In March 2010, the Wiex;edn Atomey General

announced that he wanted all Mexican State law enforeement. agencies to have eTrace access.
The Mexican Federdl Polige (SSP) and some State governm iéfhdu. requested hundreds of
accounts. The PGR has severely limtited the dissemination’ the accounts, The PGR/CENAPI
maintains that they are capable of tracing all firearms seized injMexico and therefore must assert
its-control of the eTrace system. Ihe PGR reports that the GOM confiscated more than 83,000
weapons since December 2006. As previously stated, the PGR has an extremely poor record of
tracing those weapons in ¢Trace during: this time period. The AGR's current personnel levels and
structure make it very highly unlikely to fulfill the task, It is mhpt,ratm. that to effectively stem
the flow of firearms, ¢ Trace must be utilized in 4 timely and efficient manner by entering the
{irearms data at the crime scene or shortly thereafter. The (J()j: shoutld ensure that the proper
personnel are dedicated 1o collecting the firéarms data and sub t itting the traces in eTrace.

' l
(L/LES) From CY 2007 to CY 2009, almaos rearms were recovered in Mexec‘; and
submitted to ATF’s National Tracing Cester tor trm.mg, Of ihegse atmmi
were traced to the first retail purchaser. The ¢ ' :

sically consistent each calendar year.
e calendar years (CY 2007 - CY

: ns traced to the first retail purchaser
e tpt'af numbcr of firearms recovered and traced in each of

is -comsistcmi
the calendar years (

(U/LES) It is important to note that \’&he’n analyzed by date of\purchase in relation to date of
recovery {i.e. “time to crine™). the data ylelds a different picture of significant “source States.™
For cxample overall California was the second highest “source State™ for tirearms recovered in
Mexico in TY 2009, However, there were only { the total firearms
recovered in Mexico in CY 2009, purchaged.in California, that had a time-to-crime, (TTC) of 1
year or less. I?unhcrmo_r_lc? there wer recovered in Mexico in CY
2009 and traced to Califormia with a .o > years o fess. This data highlights that
California’s significance as a mum Q'td;x. to Mexica is mmtiizk;!} dated and will likely
diminish as the existing, dated source pogl of fircarms runs.outi. The Califomia firearms
regtstrauon and gun show laws, along wtth their strict enforcement. appear te have a severe
impact on the straw purchasing of’ tmarms _ ;

(.U/f’LE-S) Additionally. the type uf‘ firearm and the intended usFr are mlpm tant to dummne in
prder to difterentiate between firearms tratticking to a DTO orothe ();
noted above, there wer

Qof 20 UNC LASSIHP !):’fLJlW ENFORCEMENT SENSITIVE 42512011
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The rifles were en routc to the rural areas of (Ja\%ut Mexico. Inw»t:g,ahon
revealed that the ritles were not hcmg, sent to a DTO. Under Mexican law, a.22 caliber rifle can
be legally pogsessed in Mexico if' it is registered. ()nii the rcmﬂlmng-'lrmu ms with a TTC of |

year or less.and th_ firearms, for a tota witha TTC of 3 years or less were
potential DTO crime guns. Co

(W Iris tmpor!anr to adopt r&ese prmc;p!es to determing the current DTO firearms trafficking
trends and patterns. '

2009 Mexico Firea‘rhis Tracing ;

'c
[
!
|
{

(U/fl ["S) Asof June 73. 20%0 Ihe Natlohal Tracmg._, ( enlter pm}ws:st.- firearms submitted

that the C D tt,nderc,cl in Adgust 2009 oniy had information
Since'then, the Mexican authorities haves one back to their

pmctfce of not prov:dmg, AT l' with d[l th@tzr recovered firearims|data in a timely manner,
E

were. _tra_ccd to the first retail

purchaser, Of

Within‘ the

(U//LES) A total ot-'lrearms‘ recoveéged in Mexico were idéntif‘ ed as having-been sold from
an FFL at a gun show. This represents onl ercent of all firearms recovered and traced from
transactions by FFLs at-gun shows nationtwide in CY 2009, This percentage is slightly: higher in
respectively. {Only -hmarms recovered in
Mexico were idenhified as avm;_., 3 been stolen frc:;m an FFL. thn; number. while minimal, is still
slightly higher than the previous: vedrs... (It is important to nate that these statistics only deal
with-FFL transactions af gun shows; private sales at gun shﬂws ure unregidated at the
Federal level and no ¢ umprel:emme dam sel exists for pnvm’:. Sirearms siles.)

i

; .
1
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CARTEL-CONTROLLED LANDSCAPE AND FIREARMS TRAFFICKING

i
H
H

: ; Dot i
gu;* The abore map faitly Gepicts the majatity commantt and c‘mrm{ny‘m Drug Franficing Organizations fﬂfbj??ftels in arees iNoughiot Merico at-2he wnd of 2008,

'(U//LLS) Entering 2009, the DTO quppiy cha;ns were fau‘:d with additional demands for

{ircarms and.ammunition.in three -cartetexarted thelt power in The Stafe of

_Baja California againsi the Tijuana canei and in the State of Ch thuahudagainst the Juarez cartel,
in.a bid to.gain control of these crucul crnss -border transportatjon terntoneq This aggression,
along with the military and law enforg:mnt response. fucled afiditional demands for firearms.
ammunition, explosives and other equ:pu;:ent Their supply chquns had to adapt to the increased
demands and the transportation routes to the battleground areas, A major contributing factor for
their success is that they meet the dcmand for manpower and hrgpower to overpower theirrivals.

{(U/LES) In 2006, La-Familia Mrchoacana severed their aiimn& with the Gulf, Los Zetas and
Beltran-Leyva cartels. They eqtabiz:.h:.d their ownfirearmis sugpfy chains to-gain power and
facilitate the needs for their expansmn 1h 2009, shw gairied th;e majority coritral in their home
State-of Michoacin. P ;

P :
(UALES) The Gulf cartel and Los Zetas suﬂlred the loss of Im(ﬁdrnds of ﬁn.arms and explosives
as-a résult of Mexican Government opera‘uons targeting thém in mid 2008 fmd throughout 2009,
Los Zetas sutfered additional lo~.se:. in Guaternala and Honduréa

[U;’/LES) By mid 2008, the Beltran- Lewa Organizations (Bl b} battles with the Sinaloa earte}
began to subside, and they. sécured their own areas of control u] the coastal areas of southern

Mexico and made inroads.into the'Stte of Sonora. La Famili had launched a campaign 10 take
control of the State of Michoacan. = i

T 3 j
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F

2009 Mexican Organized Crime Related Gun Seizure 'Ewnts

(UZLES) The Southwest Borde?‘r Field Intelligence Support Team and EPIC have identified 329
Mexiean seizure events in 2009'that were linked tosspecitic DTOs based upen.the reporting from
seizure events, 126

open source and Mexican Uovernmental ; ated s¢
i - or il

s the top acquisition.

events were matche >
firearms|
Statein 2

the purchase of

AREA

t

i
(V) The: above map faitly dspicts the majorify command andt Comrs By thé Drug Tiatfcking Organizations [ rap'fanmm dreds hroughoul Merko at the end of 000,
‘ i |

]
H

GULFE CARTEL/LOS ZETAS . g

: |

(U/LES) Throughout 2009, Los Zetas atd the Guif cartel fhc;ci_i.mouming opposition from the
Mexican military and law enforcement agthorities. Their rivald. the Sinaloa cartél and La
Familia Michoacdna, escalated the atgacks against them, Their organizational tensions began to
threaten their longstanding relationship. In spite o the ct‘mrmoiss amount of aggression from
every entity around them. they maintained control of alf of their previous dreas and expanded
their control into portions of the State of Chiapas, Mexico. and jthe bordering nation of
Guatemala. The U.S. Department of Justice.and several Federgl, State and local law
¢nforcement agencies are vigorously pursuing arresi and prose¢ution of the Gulf cartel and [.os
Zetas hicrarchy and key operatives. © |

r H

(U/LES) FromApril 29, 2009, to Aggud 28, 2009, ATF 5.Guh Runner Impact Tean (GRIT) in
the Houston Figld Division conducted a suceessful firearing afficking offensive in the south
Texas area. The Houston GRIT wis: supplemental initiative o ATF's Project Gunrunner.
Extensive community odutreach \V'a:.'__¢§r1diucrcd in conjunietion with the Houston GRIT, including

i
i
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3 i ! )
press releases, press conferences, aniﬁimgwiews with national br international news media, This
intelligence-driven initiative focused pn investigating a large n-n{imber of Hrearms trafficking
leads based ontrace information from firgarms recovered in Mexico. They aggressively targeted
firearms traffickers supplying criminal organizations in M'c-xijc(f, The GRIT identificd several
firearms supply chain comporents, thie mpjority of which wete linked to the Gulf cartel and Los

Zetas.

g e

(U/LES) The most significant impact was on the acquisition {’F‘traw purchasing).component of
these firearms supply-chains. ATF industry operativns investiqamrs completed-nearly 1,100
inspections of Federal fircarmis Ticensees (FFL), issued more than 440 violations; and _
recommended 78 adverse actions. These'regulatory actions helped to identify and correet the
neglectful compliance by the FFLs thiat siraw purchasers had béen exploiting. ATF parinered
with the FFLs and provided training in identifying and dealing with illegal purchasers (straw)
and. firearms traffickers. The Houstos GRIT successfully invedtigated more than 700 existing
leads and more than 400 new leads thii’{; were developed during%lhe operation. There wcre 276
new criminal and intelligence cases opened involving 189 suspects, and 644 firearms were
jdentified as being trafficked to Mexigo. The Houston GRIT seized 443 fircarms, 141,442
rounds of ammunition and:3 blasting caps. They provided infofmation to Federal, State; and
local faw enforcement partners that resulied in the seizure of art additionai 171 firearms, bringing
the total to 614 seized firearms. P ;

seizures definitely affected the Gulf cartel and Los Zetas® ability to acquire firearms in a
“business as usual approach.” These etfurts also effectively brpught law enfor¢ément’s
attention, at all levels, on the FFLs that were regularly utifized py the straw purchasing rings oin
behalf of the DTOs. All of these factors had an impact on the Gulf cartel and Los Zetas at-a lime
when they were facing major-offensives from the Mexican aut jorities and their rivals, a5 well as

while experiencing intemal turmoil, = !
i R | ]

(U//LES) The Houston GRIT"s prevéntajive tactics. cri

Los Zetas/Gulf Cartel — 2009 Firearms Data: :
. FERN f

(U/LES). During CY 2009, OSH's colledtion of open source ripor.t;i'n;g identified involvemenit of
the Guif cartel and Los Zetas in 117 Mexican seizure events in which they were named
separately (Zetas 70%, Gulf 30%) and wgether. The top Seizurge event States in Mexico are: 24
(21%}in Nueve Leon; 16:(14%) in Tamaulipas: 15 (13%} in Jdlisco; 9 (8%) in Chiapas;and 8
(7%).in Veracruz. According to the dpen source reporting. thete were 892 fircarms and 782
grenades recovered in 21 Mexican States, with 19 or 20 percen] oceurring in the State of Nuevo

. ]
Leon, !
i

1

(U/LES) The analysis of the data from all fircarms recovered and traced in Mexico in 2009 was
¢ompared to the open source seizure events in order to match lE'Pc firearms trace data to the
events.  From the matching trace data theyGulf cartel/Los Zetas

had recoveries in 16 different

t
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recovered and traced that matched the o

these purchases occurred i The average TTC wa

Significant Investigation: o :

(U//LES) In 2007, an investigation involving an FFL was opened in Houston, Texas, that led 10
the idenitification of a large-scale firearms tratticking organization. The investigation uncovered
more: than 23 participants involved inillegally acquiring and trafficking firearms, After
numerous. intervigws with straw purchasers. three individuals residing in the Houston area were
ultimately identified as the leaders 6§ this rafficking ring, ’I'hef_:investi gation revealed that a
high=ranking member of the Los Zetas organization provided ﬂ}fei financing to one of the leaders
forthe firearms. e

(U/LES) Throughout 2009, 16 individudls have been charged jwith firearms trafficking
violations in the case. Several individuals have cooperated in this investigation and provided
intelligence as to the workings of this; trafficking organization. ' Approximately 336 various
firearms, to include Bushmaster AR-15 rifles, Berctta 9mm pisfols and FN 5.7 pistols, were
purchased by this firearms rrafficking organization. To date, 88 of these fircarms have been

recovered in Mexico, and 4 have been recovered in Guatemala| The firearms have been traced to

51 separate incidents in Mexico, in which 18 Jaw enforcement tficers and civilians have died.,

along with 37 DTO gunmen.. gttt ;
o {

o £ i

SINALOA CARTEL R |
i H

(U//LES) Continuing throughout 2009, the Bbegressive actions %)fthe Sinaloa cartel raged fiercely
in and arournid the areas of Tijuana, Baja California. and Juarez, Chihuahua. The Beltran-Leyva
expanded their presence in the State of Sinaloa and establishedfa greater presence along the eoast
of the State of Sonora. The Sinaloa cartel gained the majority ontrol in the State of Chihuahua
and the €astern portion of the State of Sonora. They provided tT'nc additional manpower and
resources to focus-on the remainini forees of the J uarez cartel z)nd gang associates. Also, they
prepared for a confrontation with BeltrinrLeyva in Sonora. All of these Factors led to an
extremely high-demand ‘to quickly obtain' firearms, ammunition and.equipnient. This tasked the
rival cartel meémbers in cliarge of the fircarm supply chains to c?bta-in'and transport record

numbers of firearms to these hotspots. . |
fSin-aioa.':Ci;rtei-ulﬂﬂ!i Firearms Data; = : l§

(U//UESY During CY 2009, OSIT'S coIIc'(;‘tiqn of open source réporting identified the Sinaloa
cartel’s involvement in 43 seizure éventsdin Mexico. The top séizure event States in Mexico are:
20 (44%) in the State of Chihuahua; {1 (24%) in Sinaloa; and 5i (1%} in Jalisco. According to
the open source reporting, there were 378 fircarms and 60 grenjides recovered in 9 Mexican
States. C |
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-(H/f’l ES‘.) 'E"hc analv‘;iﬂ of the dath I'Tom JE! t'ireurms rumwrud fpnd Lraccd in Mexiu) in "009 was.

events. From the matchin Imne data ﬁw ?malu‘ A / ‘States in
Mexico. Therewer fircarms.recovered and
traced that matched the open source seizure events. Of'the ircarms recovered and traced,
were successtul in sd&.nufvmg;thc Trst retail purchasel f these purchases
occurred in Arizona,

JUAREZ CARTEL o i

(Uf/l ES) The Mexican military and law tnf()rcamcnt authorities were not successful in stopping
the drug war in the State of Chihuahua. For more than 2 years, violent confrontations have raged
between the Juarez and Sinaloa cartels.- The cartel battles coupled with the intervention by the
Mexican authorities have canged the loss iof thousands of lives.: The besieged Juarez-cartel and
their enforcentent arm, La Linea, turr?:& to the U.S.-Mexican g ng, Barrio Azteca;to help them
fend off the Sinaloa cartel, The Sinaloa cartel’s control of the State of Chihushiua places the
Juarez cartel under siege within pomans bf the-city of Juarez. ]Fhexr drug sup;;iy chains are eut
pif. Their firearms ¢ross-border supply routes are resiricied to the Li Paso-Ciudad juarez area
where the Sinaloa cartel is gaining almost complete control. Without a breakthrough, the Juarez
cartel will be dismantled or extmnmated é

SR i BG— J P

Juarez Cartel - La Lmea Barno Mtel:él 72009 Farearms l)ata'

(U//LES) During CY 2009, OSII's LOHCLtEOI‘l of open source répumné identified the Juarez
cartel, La Linea and Barrio Azieca’s involvement in 24 seizurelevents in Mexico. Al of the
.-sewure events occurred in the State of Chihuahua. Accordmg £ the open source reporting, there
were 64 firearms and 6 grenades recover&d in these seizure events.

l
(U//LES) The open source reporting cy" seizure events in the Smle af Chihuahua lacks the
reference to DTO affiliation and fi rearms information that prevem’s the matching of the data
Jrom the fi f rearms recovered and Eraced in this State. ?
(U/LES) The analysis of the data from all firearms recovered find traced in Mexico in 2009 was
comparc.d to the open source seizre ev ents'in order to match !?e fircarms race data 1o the
events: There wereonly 2 (8. 3%) seizurg events that matched the aforementioned 24 open
soutce seizure events. Therewere a total of 181 seizure events/in the State of Chihuahua in
2009, and from those Lhere were 109 seizute events in Ciudad Juarez. The 24 Juarez cartel open
source seizure events only account fop I3 percent of the wtal 7009 scizure events. The Sinaloa
cartel was confronting the Juarez carteE in the State during, this umc. and they only-account for.20
setzure events or 11 percent of the! Iotal npen sotirce seizure events. These 44 events account for
only 24 percent of the total open sourc:. seizuré events and lcaje 137 seizure evenla not
Idt’ﬂllht.d as being associated with'a DTO |

E
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(U//LF S) Insufficient mfarmatmn was Submmed toATF's \}ar_r il Tracmg Center for
almost all of the firearms recovered :md traced in the State of Chiliunliva in 2009, The
insufficient informa(wn prevented ?fte muatching of the trace: dm'a to the correspanding seizure
evenss.

(UA/LES). In 2009, the Mexican autheritigs in Chibuahua did ni t provide writien ofTicial or-open
source reparts on firearms recovered, and this precluded OSII from matching the firearms trace
data to the seizure events. Rarely will the fireanns trace data ﬁ]om a recovery in Mexico provide
any information pertaining to the firearm!s affiliation to a drugtrafficking organization, The
firearms recovered and traced information can only be matched to the analyzed open source
reporting by having sutticient poss;ssor date and lucation information from the trace data.

o |

(U/LES) There wue-m.,arrm submitted to ATF's Nandnaf Tracing Center for fircarms
recovered and traced from the State of Chihuahua in 2009, This information is almost. entirely
nnncxistmt as evidenced by the cht that there were only 10 firparms identified in the 2 seizure
events that matched Juarez, cartel open source repunmg ‘\Ioneﬁwere identified as matching l.a
Linea and Barrio Azteca. Furthermore, there were onl ySof Ehf 20 Sinaloa open source seizure
events that matehed irearms recovered and traced in Chihizhua the same year. Thes
firearms only account fo f tha total fircarms submltled for tracing in 2009,

_({MLES There we;;.'ue IS Of] of the total. ts&am recovered anétra%é that-
The trace }mfunﬁdimn is valuable in
However, without the DTO and geizure event mformatmn tht.

‘Opportunity to expand the scope of the investigation and prosedution ma i

TIJUANA CARTEL

{Uf/l ES) The fighting between the two factions of the Tijuana cartel continned throughout
2009. The fighting since February 2009 and the Mexican Government's intervention caused
h;g,h démands for fircarms and ammunitions, Their supply Lhd?ﬂ‘? along thé entire west coast and
in Phoenix met these demands. According to Mexican authorities, the Sinaloa cartel and La
Farmilia are also present in Baja Californih. The Sinaloa cartel ] s transporting bulk loads of drugs
into Daja Caltfmma for shipnient to 1&@ United States. Mexieah authorities have recovered large
amounts of drugs, fircarms, ammunition ;:md cash from the ‘ii;n?loa in.this area.

|

|
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- Tijuana CarteVEL TEQ'- 2009 F”irearins Data;:

H

(U/LES) During CY 2009, O‘SEI s collection of open source reporting identified involvement of
the Tijuana cartel and the El Teo DTO in34 seizure events in Mexito, According to the open
$nurcc reporting, there were 239 fircarms and 4 grenades all rcé’ovemd in Baja California.

(U//LL%) The analysis of the data from- d!! fircarms recovered .ElI‘Ed tracediin Mexico in 2009 was
compared to the open source seizure evénts in order to mateh the firearms trace data to the
events. From the mdtching tface data the Tijuana cartel and E Teo DTO had recoveries i Bija
California. There were » firearms recovered and
traced that matched the open source seizure events. Of the irearms recovered.and traced

LA FAMILIA MICHOACANA

¥
i

(U/LES) While La Familia Michoacdna'was establ ishing mammy control in the State of

Michoacdn, they were also restructuring and expanding. They 5ent organizational members from
Mexico and positioned them throughout the United States. Tne:,c ieaders had direct control of

their retail distribution and supply chains'within these areas. Eq doing so. they gained a

$ubstantial amount of profits from the U.S. retail market and greatly increased their drug
{rafficking abilities, which.in tum elevated. their organization- td-cartel-status—Adl- o fthese- factors~——
caused a greater demand [of firearms and ammunition on their Kupplv chains to protect their

interests in Mexico. : i ‘ é
(UZ/LES) In October 2009, the U.S. Department of Justice's Pgmect Coronado dealt a
devastating blow to La Familia’s U.S. operatxons that hLVLFﬁ!}jﬁ]det@d the entire organization.
The 44-month investigation led10 the arrest of more than 1,18 people and the seizure of
Approximately $33 million, 738 metri¢ tons of marijuana, 2 mettn(. tons of cocaine, 13 kilograms
of heroin, 1.240 kfiograms of:meth&mphatmnme and 389 tirearins.  This- once-um.ryng
orpanization i§ how in the position of havi ‘ing to make: afimncu; mth other organizations to

maintain their current status,

La Familia Michoacdna — 2009 Firearms Data: |
(U/LES) During CY 2009, OSIt’s collection of open source r&poning identified La Familia’s
Involvement in 53 seizure events 1n Mexico. The top seizure ejent States in'Mexigo are: 23
(4#7%) in Michoacin; 13-{24%) in ML‘(]CO State: 7 (13%) in Guanajuato; and 6 (11%) in
Guetrero. According to thi open source reportuu.i there were 339 fircarms and 68 grenades
recovered-in § Mexican States, : ?

1
B N 1 } . ) .
(U/LES)Y The analysis of the data from all firearms recovered pind traced in Mexico in 2009 was
compared to the open source seizure events in order to match the firearms trace data to the

F .
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events. From the matching trace data the, La Familia had recoverics in the same five States in
Mexico.as in open source reporting, There were
eported) t s recovered and traced that matehed the open source seizure events. Ot z_;.__g::-

Significant Investigation: |

(U/LES) In September 2008, A'TF targeted an individual that paid cash in a multiple sale
purchase of 20 AK-47 type rifles in Fort Worth, Texas. The investigation revealed that the target
oversaw the purchases by numerous straw purchasers. The majority of the fircarms putchased
were AK-47 assault-style rifles and .50 caliber snipee rifles. [t was determined that La Familia
organization members from Mexico were in the United States gnd were part of this investigation.
Hundreds of firearms were being transported to organization members in the State of Michoacdn,
Mexico,

(U/LES) Agents determined that some:of these perpetrators wiere targets it a major Drug
Enforcement Administration (DEA) investigation involving the La Familia DTO-at which time a
joint OCDETF investigation was initiated. Intelligence gleaned indicated that s high-ranking La
Familia cartel member, who resided in Mexico, would contact buyers positioned throughout the
United States for the-acquisition of firearms to be transported into Mexico. Through numerous
_interviews and debriefs, lnvestigators.leatned that the weaponswere used primarily to profecthe
~ organization’s narcotic manufacturing sites and to engage in drug war battles with other cartel
organizations. On October 21, 2009, ATF executed six search warrants, recovering 15 firearms
and arresting 10 defendants while participating in the take-down of the Department of Justice's
Project Coronado. ‘ ]
|
:

!
BELTRAN-LEYVA ORGANIZATION :

oy
ks

(U//LES) The Beltran-Leyva Organization (BLO) lost majority control of the State of
Michoacas to La Familia. They maintained control o f their remaining southern coastal States,
the ¢oast of Sonora and costal portions of Sinaloa. The BLO miaintained a strong relationship
with Los Zgtas in 2009. The BLO has artangements with the Los Zetas to’'use their cross-border
frafficking routes in Mexico along the south Texas border. The impending confromtation in the
State of Sonora between the Sinaloa and Beltran-Leyva cartels camelo a halt in mid December
3009, after the death of the BLO leader, Aruro Beltran Leyva. and the arrest of his brother.
Carlos Beltran Leyva. This allowed the Sinaloa cartel to forge all the way to the U.8. horder
withott any significant opposition. - 5

Beltran-Leyva Organization — 2(‘_)09:Firjearms Data:

1

A 4

{UZLES) During CY 2009, OSII's coltection of open source rx%pmlingfidcnti fied the Beltran-
E RN - . s Poa. . " 3 R L - .
Leyva Qrganization’s involvement in 30 sgizure evenls in Mexieo. Agcording to the:opén source-

i
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feporting, there were 349 tircarms-and 78 grenades recovered Vii’l O Mexican States. The top

seizure eveiit States in-Mexico are: 7:(2305yin Guerrero; 7 (23%) in Morales; and 4 (13%) in
Nuevo Leon. L i

t B .

(U/LES) The analysis of the data frani‘all firearms recovered and traced in Mexico in 2009 was
compared to the open source seizure events in order to match the firearms trace data to the
events. From the matching trace data there were recoveries |
There were
Hhatched the open source sgizure events. Of the

firearms recovered and traced that

2010 Updates a |

XECO- 2010

W) The dpave.map tairly depicls e magdity cammand and contral b Drug Trstficking Organizations (D?w%’arrm T driEs rﬂaw Mexici Sroind May ol 20K,
Sy :
(U) The battling by the two factions of the Tijuana cartel ended without a clear winner after the
arrest of the léader of the challenging;faction.
| ., |
(U/LES) In 2009, the mounting tensjons between the Gulfca el and Los Zetas began to take its
toll.on their Tongstanding relationship,  A;shooting incident in February 201 (0 sparked major
onpoing hostilities in the States of Nuevo, Leon gnd Tamaulipag. The Sinaloa cartel and La

Familia have aligned themselves with the Gulf cartel membersjin thisarca. '
N 1 i s

L i
{U//LES) From 2009 into 2010, lhc‘-ﬁinalo_akcartei continued td expand and gain territorial
control in.Mexico. They gained tontfol ug to the Mexico side of'the U.S. border from the
o i
i 1
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: |
castern half of Arizona to east of El P_pfsio; Texas. Asa result, they have set up new cross-border
Firearms trafficking routes as far eastas El Paso. They are now able to route firearms to disputed
areas adjacent (o the territory coritrolled by the Gulf cartel and }.Us Zetas. This provides the
Sinaloa cartel a greater advantage 10 deliver firearms tw the rcg!{m at a time that the Gulf cartel
and Los Zetas are engaged in a hattle.

! |
|
%.
v,

CONCLUSION B

_ B . ,
(U) ATF remains at the forefront of the battle to eliminate the ;gaw of firearms and munitions to
Mexican DTOs, Thedemand by these organizations for U.S.-sourced firearms has hever been
greater. They have amassed anormaus arsenals of semiautoifiatic and automatic assault rifles,
machine guns, grenades and explosives. W ith these arsenals og weapons, they have handily
éonfmnted every level of ‘Mexicar aw cnfogcement and the inilitary. The tarritorial contlicts,
internal battles and criminal violence havie spiraled to unprecedented levels. ' These conflicts
have risen to a level that some outsidg entities belicve may evei‘. challenge Mexico's national
security. b o

. . ]
(U) ATF’s Project Gunrunner is a huge undertaking that is expanding and adapting to mect the
intelligence, investigative, and prosecutoriak fieeds of %mcma_tiq':na_i firearms tratficking cases.
ATF is working in close collaboration with its domestic and m ernational law enforcement.

partners to-halt the-violenee al zhe»&(m%ttiwesr border and.{
cartels the firearms, ammunition,

| and explosives that are esseiitial for them 10 maintain power

and control, However, OSIl expects that'the amount oi’viol-em%e, the number of seizure events

and the number of firearms recovered will continue to increase throughait Mexico in FY 2010.
|

I | -~ .
(U//LES) OSlI points of contact are Southwest Border Team QeadeF
648- Intelligence Research Speciali 202)64 nd Intelligence
Research Specialist/IBMTIGHNN(202) 648 ;

H
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EXECUTIVE SUMMARY | |

in 2009, focusing on the druy trafficking argaﬂizatic_;ﬁ;s’f(_i)‘l"()_s); through the examination of the
illegal-acquisition, transportation, distribution, and ré¢overy of these arms. The primary

H . ] R . ! J . . .
(U/LES) This Teportis an asséssment of armaments Hlegally dequired and tratticked 10 Mexico

objective of this assessment is'to provide information in suppott of Southwest border trafficking
investigations and/or to assist operational planning and support initiatives. It was developed by
the Burcau of Alcohol, 'I“obaccé, Fireann;:. and Explosives (ATF), Southwest Border-Field
Inteliigence Support Team, EI Paso Intelligence Center {(EPICY, Intemational A ffajrs Office
(AO), and the Violent Cri me Analysis Branch, with:assistance] from the Field Operations

Division and the National Tracing Center,

S
i
(U//LES) The Cartel Controlied Landscape and F ireamm.:rrgfﬁjcking Portion section in this
report providesan overview of the DTOs; ongoeing confrontatigns for control of territory in
Mexico throughout 2009. The turf wars are stjl] active as’of tl:fe writing of this report, with

ongoing violence especially in-thé Mexiean border cities of Reynosa, Nuevo Laredo, Ciudad

Juarez and Tijuana, There are drastic chdnges in DTG alliance§ in 2010. The Gulf and the
Sinaloa cariels have aligned themselves with g Familia Micﬁéiacéna to-form the New
Federation to fight [os Zetas. i o ‘

‘_ ]

(U/LES) ATF’s Offtce uf Strategic Inielligence m__;;@ém&:imwbe-cmprﬁwgvzamww'""*'"”"""

, Et;écutiuesymmapy of thechanges ta the DTOs Er}hcture t’tq’d’ firearms trafficking
methodology to immediately Jollow this report. : !

t H

MEXICAN ORGANIZED CRIME - FIREARMS TRAFF i‘CKII\E-GF METHODOLQGY
T s, . . . '

'

(U) The Mexican cartels are multifaceted criminal enterprises that are en gaged in narcotjcs

trafficking, firearms tratficking, money laundering and vminus;other types of criminal activity..
The Mexican cartefs operate worldwide m'zrgnsnaticnalxarihﬁnﬁﬂ enterprises.. There ate scores of
Mexican deg trafficking organ'izatiuns.(DT_O_S). all of which have various degrees of _-af'ﬁffatiqn
to a cartel. The U.§.-Mexico transportation methodology utili zed by the cartels is the result-of
decades_"(-)"f’.:_e:ounterfng enf‘orccmemj operations through effectiv intelligence collection. Asa
result, they have established systems of layered compartmentaljzed organizations with limnited
operational knowledge to form acquisition, supply and transportation networks, These networks
are highly successfu] and extremely resilient. The ideméﬁcatiop, interdiction and prosécution of
these networks are extremely arduous, : ;

. i
(U) The cartels maintain a' supply of firearms throtigh a pfocr.:s§ simiilar to the practice known ag
the Pull System. U nder this process the financing, acquisition, storage and transportation {supply
chain) are performed by com partmentalized componerits in | ing with one another tominimize
detection, disﬁlptix_mrandprosce'u.t'iol{i. THigis a demand-based process wherein ranking DT
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: i
leaders in Mexico acquire the needed firearms. explosives and other equipment by controlting
the entire process through strict orders and oversight of the supply chain. The communications
throughout the supply chain-are of vita im portance in maintaining control and give the
leadership the ability to protect thejr intergstand deflect or minimize any risks, In'the event that
one ot the components (links) of the supply chain is compromised, that component-can be
replaced with minimal disry ption to the rest of the chain E:éc_au:%e of the component's limited
-aperational knowledge. : :
(U) The ﬁrearr_n’s:-suppiy chain contains two distinet !componfsrét types.that are tactically used in
varying degrees. The first component type is directly managed and operated by DTO members,
This type is mainly utilized in the financing, transportation, stofage and distri bution of firearms
components in Mexico. The second component type is thé ‘otit-i'curcing of services by the DTOs
to independent operators, The straw purchaser component in apty supply chain is comprised
almost entirely by independent operators. The' DTOs utilize independent operators within the
United States to avoid ri sk to DTO members or when their resc?_urccs are-limited,

(U) The DTOs’ demand for firearms soars when they encounter heavy military and law
enforecement offensives against ther and/or a spike in internal and territorial conflicts, In the
quest to identify and dismantle the supply chain componegts, if is essential to know the cartel

[ ' ent in Mexico. The assessment

landscape, the territorial ¢onflicts and the operational envi‘mnnir
of the cquisition and trfficking of firearms by the M 180 '@&i‘»ﬁlﬁa*%iﬁf“'éﬁ?iffén’;gmg task
due taithe ever ehanging alfiancss that make up the structure 054 each drug cartel,

The straw purchasing tomponent 1n a supply chain is
readily identified through trace information and human intelligence (HUMINT). The collection
of HUMINT that would provide information identifying other ¢omponents (links) is severely
limited because the mdjority of the individuals in this compone)nt dare independent operators,

{U) The average penalty for firearms trafficking ranges from a})proximafely 1210 30 months. A
person that confines their criminal activi ties to being a low-voliime straw purchaser would have
good chance of receiving p bation, Theteisa willing pool of ;fireanns traffickérs'and straw

purchascrs because there tsminimal risk of lengthy incarceration.

(UYLES)Y In examinj ng just the magnitude of the weapons be};‘;g recovered in Mexico, it gives
the impression that ident] fying and stemming the flow would b easy. The volume of weapons
does not-equate to fargé shipments of wedpons crossing the ho er. With all of the advanced
detectionm equipment and highly trained personnel, we have not produced a pattern of massive
seizures that the volume suggests, to substantiate this methodology. Furthermore, the vast
majority of the scized Wweapons in Mexico do not come from sefzures at the border, T hey are.
recovered when confront ng DTOs and by raiding DTO. hideon;ts-mid stash houses. Iflicit.
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weapons are confiscated at other ¢rime scenes and checkpointsiwhere the POssSessors are not

related to a DTO. Based on this, it appears that the “ant trafficking” methodology is more likely
the cross-border fircarms fransportation scenario, :
; l Lo _
(U}, The Mexican Attorney (}_Eneral_‘s_;f(ﬁ?)t"ﬁcc (PGR) has released con flicting views on the
firearms trafticking methodalogy by ¢riminal organizations. Inan Ams Tralficking Report the
PGR produced in-April 2008, it was officially stated that DT Os had:members designated to
ensure that firearms are procursd in the United States and transpertéd to Mexico. Oné¢ year later,
the PGR disseminated another report in which it stated that the DTOs were relying on
independent operators or organizations to procure the weaponsfand_ sellthem to'the DTOs, This
contributes to the OS1I conclusion that there is 2 combination of both.
) i
|

DTO SUPPLY CHAIN MODEL: | :

i
(U/LES) The straw purchasets spent more than $1.5 million for these firearms. In addition,
these individuals have obtained hundreds. of hig’h-capacity-.rn'agfazines and tens of thousands of
rounds of ammunition, driving their expenditures to nearly $2 tillion. Approximately 25
percent of the firearms purchased by thege « ecovered. The fircarms
had very : Some of the firearms.
along wi 2 ‘hunitron. were recovered while in transit or in stash houses along
the border in Arizona and in EI Paso, Teweas, The location of these seizures is compatible w