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- August 18, 2010

The Honorable Mary H. Murguia
United States District Judge
District of Arizona ,

401 West Washington Street
Phoenix, Arizona 85003
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Dear Judge Murgia:

d(b) (7)(C), (b) (7)(E)

j(b) (7)(C), (b) (7)(E)
(b) (7)(C), (b) (7)(E

ATF8-001-001-00017177




5425

Letter to Honorzble Mary H. Murguia
July 16, 2010.
Page 2

l(b) (7)(C)

Sincerely yours,

DENNIS K. BURKE
United States Attorney
District of Arizona

b) (7)(C

Assistant United States Attorney
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August 2, 2010

The Honorable Mary H. Murguia
United States District Judge '
District of Arizona

401 West Washington Street
Phoenix, Arizona 85003
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Dear Judge Murgia:
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Sincerely yours,

DENNIS K. BURKE
United States Attorney
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Assistant United States Aftorney
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- Reviewed and Approved this Z\"d'ay of August, 2010, by:

AYAYA N
HONORABLE ] AR/SZQXVIURGUIA

United States District Cour Judge
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From: (7)(C)
Sent: Fg ] 303 PM
To
CC: Hoover, William J.: McDermond, James E.; Potter, Mark W_{{)XEAI{(®2)
Subject: FW: Letter from Chairman Issa
Attachments: 4-8-11 Letter.pdf

Fyi.

(b) (7)(C)

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs

mobile1)
mobile2)
202.648 office)

202.648.9708 (fax)

Tk F oK k¥

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictlv prohibited.

From: Pinto, Ashok [mailto:Ashok.Pinto@mail.house.gov]

Sent: Friday, April 08, 2011 2:59 PM

To: Melson, Kenneth E.

Cc: Burton, Faith {SMQO); Gaston, Molly (SMO); Rasnake, Gregory R.; Jason_Foster@judiciary-rep.senate.gov
Subject: Letter from Chairman Issa

Dear Acting Director Melson:
Attached please find a letter from Chairman Issa. Please confirm receipt of this message.

Sincerely,

Ashok M. Findo

U.5. House of RKepreseniatives

Commities on Oversight and Government Reform
Darrell Issa, Chatrman

{202) 2255074
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From: {(JX{A(®)]
Sent: Friday, April 08, 2011 1:58 PM

Subject: RE: Document Request
Attachments: Eric Holder 04 23 09.pdf

Hers is final itam, P'm not able 1o attachs the full ransoript which can be accessed at tha link, The request doesn’t
spacify which document is neaded,
1. “Department of Justice,” House Committee on Appropriations, April 23, 2009

http://democrats.appropriations.house.gov/index phpPoption=com_jcalpro&itemid=1178extmode=visws
for transcript, see:  http://demuocrats.appropriatinns. houss.gov/images/stories/pdf/cjs/Hearing_Volumes
JCIS-EY10-PL7. pedftipage=273

PR R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Aicohol, Tobacco, Firearms & Expiosives or the Department of justice
without express authorization is strictly prohibited.

From:[{)X({
Sent: Friday, April 08, 2011 1:45 PM

Here are the public docurents requested. (One caveat — The OlG interim report on gun runner report number
[-2009-006 footnoted the ATF fact sheet incorrectly. The correct date of the fact sheet is August, 2008, not
September 2008 as cited in the OIG report. The quote that they cite (footnote 7) on the bottom of page
two/top of page three of the report is from the first sentence of the September 2008 ATF fact sheet.

Ak A ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in anv form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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From{{QXA(®)!

Sent: Friday, April 08, 2011 12:22 PM
To:
Cc:

Subject: FW: Document Request
| need this completed ASAP (see request below). | am attaching docs 8-10. Please search and save
the rest of them and get them to SAP.

(b) (7)(C)
DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs
bile1)
bile2)
202.64 office)
202.648.9708 (fax)

R S

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)

ﬁdlllcu dUUVE lll LUIIIICLLIUiI WILII Ulllbldl uu)mc:«) llll) LUllllllullinlUIl llldy LUlll.dlll JCII)ItIVt DUL
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Subject: Document Request
(b) (7)(C)

Do you guys have someone who can find eiectronic copies of the documents iisted beiow? Aii were referenced in
the OIG Reports on Gunrunner and DOJ wants to produce them to the Commitiee. Need help fast please.

Public Documents Referenced in the Office of The Inspector General’s Reports on Project Gunrunner
ATF website and ATF “Fact Sheet: Project Gunrunner” (September 2008).
Department Fact Sheet: Department of Justice Eftorts to Combat Mexican Drug Cartels (April 2, 2009).

P 7 PR SN
ucpal tment o1 Ju Lucce p

e
Trafficking and Recovery

o ek a

S re}ea s¢, Justice ucpauu‘lcm Announces Success in Battle r\g
Act Funds to Build on Project Gunrunner (October 1, 2009).

] ook TS oo 114 &
S ISt rircarins

Testimonies Relevant To Project Gunrunner

2. “Law Enforcement Response to Mexican Drugs Cartel,” Panels I and II, Joint Hearing of the Crimes and
Drugs Subcommittee of the Senate Judiciary Committee and the Senate Caucus on Int’l Narcotics
Control, March 17, 2009

3. William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary

ATF8-001-001-00017194
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Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
Drug Cartels” (March 17, 2009)

4. U.S. House of Representatives, Committee on Appropriations Subcommittee on Commerce, Justice,
Science and Related Agencies, March 24, 2009

5. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels I and II, Senate

- o - VPN Aol A ANAND
nUlllCldllU ocwuluy auu UUVCllllllC[ltdl mldllb L/UlllllllthC IVialcCll 242, 4UVU~7

6. “Southern Rarder Vionlence. Homeland Secur |fv Threats, Vulnerabilities,” Fnrmon Relations Committee,

. P B 010 22O ES L A=) Sy 22220 Ls, VRAAAITIQUINILINS, DO RAAY NI LIV L I AAAAALE

March 30, 2009

7. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”
House Homeland Security, Subcommittee on Emergency Communications, Preparedness, March 31, 2009

8. “Department of Justice,” House Committee on Appropriations, April 23, 2009

O

“Tannla ~la w MMav-ian an Atlhn Cristlhivonct havcdae aa a
L..oucua.uus vuucuuc it MICXiCO anda tne SOutnwest 0oiaer as a

Judiciary, Subcommittee on Crime, May 6, 2009

10. “Southern Border Violence: State and Local Perspectives,” Senate Committee on Homeland Security,
April 20, 2009; “Rise of Mexican Drug Cartels and US National Security,” House Committee on
Oversight and Government Reform, July 9, 2009

1. “Combating Border Violence: The Role of Interagency Cooperation in Investigations,” House Homeland
Security, Subcommittee on Border, July 16, 2009

12. William McMahon, Deputy Assistant Director for Field Operations, ATF, before the Committee on
Homeland Security Subcommittee on Border, Maritime, and Global Counterterrorism, U.S. House of
Representatives, concerning “ Combating Border Violence: The Role of Interagency Coordination in
Investigations” (July 16, 2009), homeland.house.gov/Hearings/index.asp?ID=205

(b) (7)(C)

Acting Chief of Staff
Office of the Director
0:202-648

C

HQ Room 5S 100

q R koo

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcochol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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STATEMENT OF ERIC H. HOLDER JR.
ATTORNEY GENERAL OF THE UNITED STATES
BEFORE THE UNITED STATES HOUSE OF REPRESENTATIVES

COMMITTEE ON APPROPRIATIONS
SUBCOMMITTEE ON COMMERCE, JUSTICE, SCIENCE, AND RELATED
AGENCIES

APRIL 23, 2009

Good afternoon Chairman Obey, Ranking Member Wolf, and Members of the
Subcommittee. Thank you for the opportunity to appear before you today to highlight
areas of the President’s Fiscal Year (FY) 2010 Budget for the U.S. Department of Justice
(Department) and further discuss key priorities for the Department. I would also like to
thank you for your support of the American Recovery and Reinvestment Act and the FY
2009 Omnibus Appropriations Act. Ilook forward to your continued support and
appreciate your recognition of the Department’s mission and the important work that we
do.

The Department is responsible for defending the interests of the United States
according to the law; ensuring public safety against threats both foreign and domestic;
seeking just punishment for individuals who break the law; assisting our state and local
partners; and ensuring fair and impartial administration of justice for all Americans. The
Department’s ability to meet its mission is dependent on funding that supports our
operations and allows us to enhance our efforts in identified areas of need.

The President’s FY 2010 Budget has not been released; however, the Department’s
top line budget proposal is $26.7 billion. This is a 3.8 percent increase over the FY 2009
appropriation. The Department’s budget includes enhanced funding for: strengthening
national security and intelligence programs; combating financial fraud; hiring additional
police officers; enforcing civil rights; securing our Nation’s borders; and expanding
federal detention and incarceration programs. More specifically, the President’s FY 2010
Budget request:

o Counters the Threat of Terrorism and strengthens National Security. The
request provides $7.9 billion for the Federal Bureau of Investigation (FBI),
including $480 million in enhancements and $101 million for continued support
of overseas contingency operations and $88 million for the National Security
Division (NSD), to address the President’s highest priority: protecting the
American people from terrorist acts. Funding supports the detection and
disruption of terrorists, counterintelligence, cyber security, and other threats
against our National Security.

o Provides funding to begin to put 50,000 more cops on the streetf. The request
expands the COPS Hiring Grants, and includes funding to begin hiring 50,000
additional police officers. Supporting the hiring of police officers nationwide will
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help states and communities prevent the growth of crime during the economic
downturn.

e  Combats Financial Fraud. The request includes resources for additional FBI
agents to investigate mortgage fraud and white collar crime and for additional
Federal prosecutors, civil litigators and bankruptcy attorneys to protect investors,
the market, the Federal Government’s investment of resources in the financial
crisis, and the American public.

* Reinvigorates Federal Civil Rights Enforcement. The request provides a total of
$145 million for the Civil Rights Division to strengthen civil rights enforcement
against racial, ethnic, sexual preference, religious, gender, and other forms of
discrimination.

o Strengthens Immigration Enforcement and Border Security. The request
supports resources for a comprehensive approach to enforcement along our
borders that combines law enforcement and prosecutorial efforts to investigate,
arrest, detain, and prosecute illegal immigrants and other criminals. This
initiative also enhances the Department’s ability to track fugitives from justice,
combat gunrunners and shut down illegal drug traffickers.

o Supports Federal Detention and Incarceration Programs. The request provides
$6.1 billion for the Bureau of Prisons and $1.4 billion for the Office of the
Detention Trustee to ensure that sentenced criminals and detainees are housed in
facilities that are safe, humane, cost-efficient, and appropriately secure.

o Expands Prisoner Reentry Programs. The request includes $114 million for
prisoner reentry programs, including an additional $75 million for the Office of
Justice Programs to expand grant programs authorized by the Second Chance Act
that provide counseling, job training, drug treatment, and other transitional
assistance to former prisoners.

As I testified during my confirmation hearing earlier this year, I will pursue a very
specific set of goals:

First, I will work to strengthen the activities of the federal government that
protect the American people from terrorism. I will use every available tactic to defeat our
adversaries, and I will do so within the letter and spirit of the Constitution. Adherence to
the rule of law strengthens security by depriving terrorist organizations of their prime
recruiting tools. America must be a beacon to the world. We will lead by strength, we
will lead by wisdom, and we will lead by example.

Second, 1 will work to restore the credibility of a Department badly shaken by
allegations of improper political interference. Law enforcement decisions and personnel
actions must be untainted by partisanship. Under my stewardship, the Department of
Justice will serve justice, not the fleeting interests of any political party.

Third, 1 will reinvigorate the traditional missions of the Department. Without
ever relaxing our guard in the fight against global terrorism, the Department must also
embrace its historic role in fighting crime, protecting civil rights, preserving the
environment, and ensuring fairness in the market place.
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In addressing these priorities over the next several years, I look to the continued
support of this Subcommittee and Congress, as a whole, to ensure a systematic approach
is implemented to target each one of the priorities outlined.

National Security: Counter-Terrorism Efforts since 9/11

Since the attacks of September 11, 2001, the highest priority of the Department has
been to protect America against acts of terrorism. Despite repeated and sustained efforts
by terrorists, there has not been another attack on American soil. The Department has
improved significantly its ability to identify, penetrate, and dismantle terrorist plots as a
result of a series of structural reforms, the development of new intelligence and law
enforcement tools, and a new mindset that values information sharing, communication
and prevention. Working with its federal, state, and local partners, as well as
international counterparts, the Department has tirelessly worked to safeguard America.

The FBI has transformed its operations to better detect and dismantle terrorist
enterprises - part of the FBI's larger emphasis on threat-driven intelligence. As part of
this strategic shift, the FBI has overhauled its counterterrorism operations, expanded
intelligence capabilities, modernized business practices and technology, and improved
coordination with its partners.

All of the Department’s law enforcement components, especially those involved in
national security efforts need reliable wireless communication capabilities. The ability of
law enforcement to adequately communicate is vital in emergency situations and for day-
to-day operations. Inadequate radio systems put our agents’ lives, as well as those of the
public, at risk. On average, the current Department radio systems are between 15 and 20
years old. The Integrated Wireless Network (IWN) Program is an interagency effort to
provide secure, interoperable wireless communications that support the missions of the
federal agencies involved in this initiative. TWN will provide a range of secure and
reliable wireless communications services, including voice, data and multimedia, to
support federal law enforcement, homeland security, and first responder operations. IWN
will implement solutions to provide federal agency interoperability with appropriate links
to state, local and tribal public safety and homeland security entities. IWN will be
deployed incrementally across the country by 2014.

Southwest Border Violence

Several weeks ago, this Subcommittee held hearings with Special Agents in Charge of
the Drug Enforcement Administration (DEA) and the Bureau of Alcohol, Tobacco,
Firearms and Explosives (ATF); and then with Acting DEA Administrator Michele
Leonhart. These hearings provided you critical information on the Department’s efforts
to address this issue. I will not attempt to summarize what took place during the previous
hearings regarding this matter, but I will highlight some of the work the Department has
engaged in recently to address southwest border violence.
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Illegal immigration and border security continue to be paramount concerns for the
United States and the Department. The Southwest Border in particular is a vulnerable
area for illegal immigration, drug trafficking, and the smuggling of illegal firearms.
Implementing a comprehensive strategy involves collaboration and coordination at
various levels of the government. Late last month, the Department announced increased
efforts to be used in the fight against Mexican Drug Cartels. The Department, along with
the Department of Homeland Security (DHS) and the Department of State, will invest
$700 million this year to enhance Mexican law enforcement and judicial capacity and
work closely to coordinate efforts against the cartels through the Merida Initiative. The
Department’s coordination will include the FBI, DEA, ATF, U.S. Marshals Service
(USMS) and the Criminal Division, who will work to investigate and prosecute cartel
members for their illegal activities in the United States and with law enforcement
colleagues to disrupt the illegal flow of weapons and bulk cash to Mexico.

The Mexican Cartel Strategy will allow the Department to commit 100 ATF personnel
to the Southwest Border to supplement our ongoing Project Gunrunner, DEA will add 16
new positions on the border, as well as newly reconstituted Mobile Enforcement Teams,
and the FBI is creating a new intelligence group that will focus on kidnapping and
extortion. DHS is making similar commitments regarding southwest border resources.
In addition, I have met with Secretary Napolitano to discuss increased coordination on
various matters between the Department of Justice and DHS.

The Mexican Cartel Strategy is being led by Deputy Attorney General David Ogden.
This strategy uses federal prosecutor-led task forces that bring together federal, state and
local law enforcement agencies to identify, disrupt and dismantle the Mexican drug
cartels through investigation, prosecution, and extradition of their key leaders and
facilitators, and seizure and forfeiture of their assets. The Department is increasing its
focus on investigations and prosecutions of the southbound smuggling of guns and cash
that fuel the violence and corruption and attacking the cartels in Mexico itself, in
partnership with the Mexican Attorney General’s Office and the Secretariat of Public
Security.

Earlier this month I, along with other U.S. government officials, attended the
Mexico/United States Arms Trafficking Conference in Cuernavaca, Mexico. This was
my first foreign trip as Attorney General. My attendance at this conference reflects my
commitment to continuing this fight against the drug cartels. The United States shares the
responsibility to find solutions to this problem and we will join our Mexican counterparts
in every step of this fight.

Implementing the President’s Executive Orders to Close Guantanamo
On January 22nd, President Obama issued three Executive Orders and a Presidential
Memorandum that gave significant responsibility to the Department. These Orders,

which are clearly important Presidential initiatives, require immediate interagency action
to:
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e review and effect the appropriate disposition of individuals currently detained by
the Department of Defense at the Guantanamo Bay Naval Base;

o develop policies for the detention, trial transfer, release, or other disposition of
individuals captured or apprehended in connection with armed conflicts and
counterterrorism operations;

e study and evaluate current interrogation practices and techniques and, if
warranted, recommend additional or different guidance;

e and review the detention of Ali Saleh Kahlah al-Marri.

The Department has begun implementing these Orders and the Memorandum. I have
appointed an Executive Director to lead the Task Force on Review of Guantanamo Bay
Detainees. I have also named two officials to lead the Task Force Reviews on
Interrogation and Detention Policy.

The Guantanamo Detainee Review Task Force is responsible for assembling and
examining relevant information and making recommendations regarding the proper
disposition of each individual currently detained at Guantanamo Bay. The Task Force
will consider whether it is possible to transfer or release detained individuals consistent
with the national security and foreign policy interests of the United States; evaluate
whether the government should seek to prosecute detained individuals for crimes they
may have committed; and, if none of those options are possible, the Task Force will
recommend other lawful means for disposition of the detained individuals.

The Special Task Force on Interrogation and Transfer Policies is charged with
conducting a review to determine whether the Army Field Manual interrogation
guidelines, when employed by departments or agencies outside the military, provide an
appropriate means of acquiring the intelligence to protect the nation, and whether
different or additional interrogation guidance is necessary. This task force is also
responsible for examining the transfer of individuals to other nations to ensure that such
practices comply with all domestic and international legal obligations and are sufficient
to ensure that such individuals do not face torture or inhumane treatment.

The Special Task Force on Detention Policy is charged with conducting a review of
the lawful options available to the federal government for the apprehension, detention,
trial, transfer, release or other disposition of individuals captured or apprehended in
connection with armed conflicts and counterterrorism operations.

The Presidential Orders and the Memorandum require me to coordinate or co-chair
each of these interagency activities. These task forces also involve other Departments
and agencies, including the Secretaries of Defense, State, Homeland Security, the
Director of National Intelligence, the Director of the Central Intelligence Agency, the
Chairman of the Joint Chiefs of Staff and other officials.

While implementing these Orders the Department will take necessary precautions to
ensure decisions regarding Guantanamo detainees account for safety concerns of all
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Americans. Executing these orders will have a significant workload and cost impact on
the Department and this budget reflects that need.

Federal and State Partnerships Targeting Foreclosure Scams and Loan
Modification Fraud

As many Americans face the adverse affects of a devastating economy and an unstable
housing market, the Administration announced a new coordinated effort across federal
and state government and the private sector to target mortgage loan modification fraud
and foreclosure rescue scams. These fraudulent activities threaten to hurt American
homeowners and prevent them from getting the help they need during these challenging
times. The new effort aligns responses from federal law enforcement agencies, state
investigators and prosecutors, civil enforcement authorities, and the private sector to
protect homeowners seeking assistance under the Administration’s Making Home
Affordable Program from criminals looking to perpetrate predatory schemes.

The Department, in partnership with the U.S. Department of Treasury, the Department
of Housing and Urban Development (HUD), the Federal Trade Commission (FTC) and
the Attorney General of Illinois, will coordinate information and resources across
agencies to maximize targeting and efficiency in fraud investigations, alert financial
institutions to emerging schemes and step up enforcement actions. As part of this multi-
agency effort, the Department has outlined ways to crack down on mortgage fraud
schemes. The FBI is investigating more than 2,100 mortgage fraud cases. This number
is up almost 400 percent from five years ago. The Bureau has more than doubled the
number of agents investigating mortgage scams, created a National Mortgage Fraud
Team at Headquarters, and is working hand-in-hand with other partnering agencies.

In addition to focusing on fraudulent scams, I am committed to ensuring that
homeowners who may be having difficulty making their mortgage payments do not
experience discrimination and can benefit in equal measure from legitimate loan
modification programs and other federal programs to provide mortgage assistance and
stabilize home prices. Lending discrimination prevents those who are discriminated
against from enjoying the benefits of access to credit, including reasonable mortgage
payments, so they can stay in their homes and provide much needed stability for their
neighborhoods.

Discrimination in lending on the basis of race, national origin, or other prohibited
factors is destructive, morally repugnant, and against the law. We will use the full range
of our enforcement authority to investigate and prosecute this type of unacceptable
lending discrimination.

Unified Financial Management System
Lastly, the Department continues to address ways to improve work efficiency and

productivity. One important and complex effort in the Department’s management arena
is the implementation of the Unified Financial Management System (UFMS). Once fully
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implemented, UFMS will result in more accurate, timely and useful financial information
that can better support management decisions and actions. UFMS will also enhance the
Department’s accountability, accuracy, and transparency as it relates to financial
performance, internal controls, and standard business practices. Significant achievements
and progress have been made on UEMS, and details of our future plans are provided in
our Congressional request.

UFMS is a critical element in the long-term health of the Department’s financial
operations and we look forward to working with the Subcommittee as we move forward
with UFMS implementation.

Conclusion

Chairman Obey, Representative Wolf, and Members of the Subcommittee, I want to
thank you for this opportunity to discuss my priorities for the Department.

Today I have highlighted critical areas that require attention and resources so that the
Department can fulfill its mission to enforce the Nation’s laws and help protect national
security. Once the budget is released, I hope you will support me in these worthy
investments. As always, we are aware that there are tough decisions and challenges
ahead and I look forward to working with you as we move forward.

Once again, thank you for inviting me here today. I am pleased to answer any
questions you might have.
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From:([{JX{(®);

(b) (7)(C)

k(b) (7)(C)

Subject: RE: Document Request

From what | can tell, that’s sverything requested except for the last piechtﬁng togather per her last
message.

sk ko ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Cc (b) (7)(C)
Subiect: RE: Document Request

3 ~ b ntire Ao sl e  Thaes £3F6L (b Ay ard e g A At n..ml-\
LEEL 3'5 fi(\» lt)\, E)\_) ) )\_ 5{\\ 1(’(5 l(l 7 ‘kLiu‘ 7! L( /)‘\- \/(l /\/f£L {)(\. 3 SN )(){\/ (1( \1{ H IR S S 7( &)(4 (?i E(Ll ‘\/l,/\J Lrrunnu

[-2009-006 footnoted the ATF fact sheet incorrectly. The correct date of the fact sheet is August, 2008, not
September 2008 as cited in the OIG report. The quote that they cite (footnote 7) on the bottom of page
two/top of page three of the report is from the first sentence of the September 2008 ATF fact sheet.

From: (C

Sent: Friday, April 08, 2011 12:22 PM
go o .
Cc:

Subject: FW: Document Request
uest below). | am attaching docs 8-10. Please search and save
the rest of them and get them to SAP.

(b) (7)(C)
DOJ- Bireaii Of AIConol, Tobacco, Fircaiiins & EXpiosives
Chief - Office of Legislative Affairs
mobile1)
mobile2)
202.648,| office)
202.648.9708 (fax)

| need this completed ASAP (se

Wk ki ko

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
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named above in connection with official business. This communication may contain Sensitive But

Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From{{s)) )

Sent: Friday, April 08, 2011 11:26 AM
To:

Subject: Document Request

(b) (7)(C)

Do you guys have someone who can find electronic copies of the documents listed below? All were referenced in
the OIG Reports on Gunrunner and DOJ wants to produce them to the Committee. Need help fast please.

Public Documents Referenced in the Office of The Inspector General’s Reports on Project Gunrunner
ATF website and ATF “Fact Sheet: Project Gunrunner” (September 2008).
Department Fact Sheet: Department of Justice Efforts to Combat Mexican Drug Cartels (April 2, 2009).

Department of Justice press release, Justice Department Announces Success in Battle Against Firearms
Trafficking and Recovery Act Funds to Build on Project Gunrunner (October 1, 2009).

Testimonies Relevant To Project Gunrunner
1. “Law Enforcement Response to Mexican Drugs Cartel,” Panels I and II, Joint Hearing of the Crimes and
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Control, March 17, 2009

2. William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary
Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
Drug Cartels” (March 17, 2009)

3. 1S Houge nf’RPnrpqpntn'm, res, Committee

Science and Related Agenmes March 24 2009

4. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels I and II, Senate
Homeland Security and Governmental Affairs Committee, March 25, 2009
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5. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Foreign Relations Committee,
March 30, 2009

6. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”
House Homeland Security, Subcommittee on Emergency Communications, Preparedness, March 31, 2009
7. “Department of Justice,” House Committee on Appropriations, April 23, 2009

8. “Escalating Violence in Mexico and the Southwest border as a Result of Mexican Drug Trade,” House
Judiciary, Subcommittee on Crime, May 6, 2009

9. “Southern Border Violence: State and Local Perspectives,” Senate Committee on Homeland Security,
April 20, 2009; “Rise of Mexican Drug Cartels and US National Security,” House Committee on
O\IPFQIOhI’ and Government Reform I 1]\/ 9, 2009

10. “Combating Border Violence: The Role of Interagency Cooperation in Investigations,” House Homeland
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Security, Subcommittee on Border, July 16, 2009

11. William McMahon, Deputy Assistant Director for Field Operations, ATF, before the Committee on
Homeland Security Subcommittee on Border, Maritime, and Global Counterterrorism, U.S. House of
Representatives, concerning “Combating Border Violence: The Role of Interagency Coordination in
Investigations” (July 16, 2009), homeland.house.gov/Hearings/index.asp?ID=205

(b) (7)(C)

Acting Chief of Staff
Office of the Director
0: 202-64 8 RAUS

& (D) (7)(C)

HQ Room 5S 100
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NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
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From:{{)XA(®)

Sent: Friday, April 08, 2011 1:44 PM
To;
CcC

Subject: RE: Document Request
Attachments: DOJ Press Relese Battle Against Firearms Trafficking October 1 2009.mht; ATF Fact Sheet -
Project Gunrunner August 2008 mht; Department of Justice Efforts to Combat Mexican Cartels April 2

Here are the public documents requested. One caveat - The OIG interim report on gun runner report number
[-2009-006 footnoted the ATF fact sheet incorrectly. The correct date of the fact sheet is August, 2008, not
September 2008 as cited in the OIG report. The quote that they cite (footnote 7) on the bottom of page
two/top of page three of the report is from the first sentence of the September 2008 ATF fact sheet.

AR k¥ ¥R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unciassified information that may be statutorily or otherwise prohibited from being reieased without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Sent: Friday, April 08, 2011 12:22 PM
Hone .-

Subject: FW: Document Request

| need this completed ASAP (see quest below). | am attaching docs 8-10. Please search and save
the rest of them and get them to{{)XEAI(®)] \SAP.

(b) (7)(C)
DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs

mobilet)
mobile2)
202.648 (office)

202.648.9708 (fax)

%ok kb ¥

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Aicohol, Tobacco, Firearms & Expiosives or the Department of Justice
without express authorization is strictly prohibited.
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From

Sent: Friday, April 08, 2011 11:26 AM
QO(C)
Subject: Document Reque

(b) (7)(C)

Do you guys have someone who can find electronic copies of the documents listed below? All were referenced in
the OIG Reports on Gunrunner and DOJ wants to produce them to the Committee. Need help fast please.

Public Documents Referenced in the Office of The Inspector General’s Reports on Project Gunrunner
ATF website and ATF “Fact Sheet: Project Gunrunner” (September 2008).
Department Fact Sheet: Department of Justice Efforts to Combat Mexican Drug Cartels (April 2, 2009).

Department of Justice press release, Justice Department Announces Success in Battle Against Firearms
Trafficking and Recovery Act Funds to Build on Project Gunrunner (October 1, 2009).

 elevant To Proiect Gunrunner

1. Law E orcement Response to Mexican Drugs Cartel,” Panels I and II, Joint Hearing of the Crimes and
Drugs Subcommitiee of the Senate judiciary Committee and the Senate Caucus on int’i Narcotics
Control, March 17, 2009

2.  William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary
Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
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Science and Related Agencies, March 24, 2009

4. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels I and II, Senate
Homeland Security and Governmental Affairs Committee, March 25, 2009

5. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Foreign Relations Committee,
March 30, 2009

6. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”
House Homeland Security, Subcommittee on Emergency Communications, Preparedness, March 31, 2009

7. “Department of Justice,” House Committee on Appropriations, April 23, 2009

8. “Escalating Violence in Mexico and the Southwest border as a Result of Mexican Drug Trade,” House
Judiciary, Subcommittee on Crime, May 6, 2009
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9. “Southern Border Violence: State and Local Perspectives,” Senate Committee on Homeland Security,
April 20, 2009; “Rise of Mexican Drug Cartels and US National Security,” House Committee on
Oversight and Government Reform, July 9, 2009

10. “Combating Border Violence: The Role of Interagency Cooperation in Investigations,” House Homeland
Security, Subcommittee on Border, July 16, 2009

11. William McMahon, Deputy Assistant Director for Field Operations, ATF, before the Committee on
Homeland Security Subcommittee on Border, Maritime, and Global Counterterrorism, U.S. House of
Representatives, concerning “Combating Border Violence: The Role of Interagency Coordination in
Investigations” (July 16, 2009), homeland.house.gov/Hearings/index.asp?ID=205
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Office of the Director

0:202-648
C:

HQ Room 5S 100
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NOTICE: This e-mail message and any attached files are intended soiely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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From: Subject: ATF Fact Sheet - Project Gunrunner Date: Fri, 8 Apr 2011 13:37:54 -0400 MIME-Version: 1.0 Content-Type:
multipart/related; type="text/html"; boundary="----=_NextPart_000_0000_01CBF5F2.2A141100" X-MimeOLE: Produced By
Microsoft MimeOLE V6.00.2900.5931 This is a multi-part message in MIME format. ------
=_NextPart_000_0000_O0ICBF5F2.2A 141100 Content-Type: text/html; charset="is0-8859-1" Content-Transfer-Encoding: quoted-
printable Content-Location: http://www.atf.gov/publications/factsheets/factsheet-project-gunrunner.html

=20
Bureau of Alcohol, Tobacco, Firearms and Explosives

Fact Sheet

Public Affairs Division =96 Washington, = DC
At The Frontline Against Violent Crime
August 2008

himmdrwwwatf oov/

Contact: ATF Public Affairs Division
(202) 648-8500
Project Gunrunner

ATF is deploying its resources strategically on the = Southwest=20 Border to deny firearms, the =93tools of the trade,=94 to criminal
= organizations in=20 Mexico and along the border, as well as to combat firearms-related = vioclence=20 affecting communities on
both sides of the border. In partnership with = other=20 U.S. agencies and the Government of Mexico, ATF refined its = Southwest
Border strategy. ATF developed Project Gunrunner = to stem=20 the flow of firearms into Mexico and thereby deprive narcotics
cartels = of=20 weapons. The initiative seeks to focus ATF's investigative, = intelligence and training resources to suppress firearms
trafficking to = Mexico=20 and stem firearms-related violence on both sides of the border.

Firearms tracing, in particular the expansion of the eTrace firearms = tracing=20 system, is a critical component of Project Gunrunner
in Mexico. In 2008, = ATF deployed eTrace technology in the nine U.S. consulates = in=20 Mexico. ATF has conducted discussions
with the Government = of Mexico=20 regarding the decentralization of the firearms tracing process to deploy = Spanish-language
eTrace to other Mexico agencies.

In the past two years, ATE has seized thousands of = firearms=20 headed to Mexico. Trends indicate the firearms illegally crossing
the=20 U.S.-Mexico border are becoming more powerful. ATF has = analyzed=20 firearms seizures in Mexico from FY 2005-07 and
identified the following = weapons=20 most commonly used by drug traffickers:

9mm pistols;=20

.38 Super pistols;=20
5.7mm pistols;=20
A5-caliber pistols;=20
AR-15-type rifles; and=20
AK-47-type rifles.

Most of the firearms violence in Mexico is perpetrated by = drug-trafficking=20 organizations (DTOs) who are vying for control of
drug = trafficking=20 routes to the United States and engaging in turf battles for disputed=20 distribution territories. Hundreds of
Mexican citizens and law = enforcement=20 personnel have become casualties of the firearms-related violence.=20 DTOs operating in
Mexico rely on firearms suppliers to = enforce and=20 maintain their illicit narcotics operations. Intelligence indicates = these=20
criminal organizations have tasked their money-laundering, distribution = and=20 transportation infrastructures with reaching into the
United States to = acquire=20 firearms and ammunition. These Mexican DTO infrastructures = have=20 become the leading gun-
trafficking organizations operating in the = southwest=20 United States.

ATF has dedicated approximately 100 special agents and = 25=20 industry operations investigators to the Southwest Border initiative
= over the=20 past two years. ATF has recently assigned special agents to = Las=20 Cruces, N.M., and Yuma, Ariz. These
assignments are part of a broad plan = to=20 increase the strategic coverage and disrupt firearms-trafficking = corridors=20 operating
along the border.

For more information on ATF=92s programs, please visit = the website=20 at bitp//www.am. gov/.
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RIGHT-WIDTH: Opx; outline: 0 } SMALL { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; =
BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN:
Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: O }
STRIKE { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-
SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline;
PADDING-TOP: = Opx; FONT-FAMILY:: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } STRONG { BORDER-TOP-
WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-
BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = 0px;
FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } SUB { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT:
Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; =
PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit;
BORDER-RIGHT-WIDTH: Opx; outline: 0 } SUP { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx;
= BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN:
Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY : inherit; BORDER-RIGHT-WIDTH: Opx; outline: O }
TT { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE:
100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline;
PADDING-TOP: = Opx; FONT-FAMILY:: inherit; BORDER-RIGHT-WIDTH: Opx; outline: ¢ } VAR { BORDER-TOP-WIDTH:
Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-
WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-
FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: O } DL { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx;
PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-
BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY : inherit; BORDER-
RIGHT-WIDTH: Opx; outline: 0 } DT { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; =
BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN:
Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY : inherit; BORDER-RIGHT-WIDTH: Opx; outline: O }
DD { BORDER-TOP-WIDTH: Opx: PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-
SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline;
PADDING-TOP: = Opx; FONT-FAMILY:: inherit; BORDER-RIGHT-WIDTH: Opx; outline: ¢ } OL { BORDER-TOP-WIDTH: Opx;
PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-
WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-
FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } UL { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx;
PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-
BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY : inherit; BORDER-
RIGHT-WIDTH: Opx; outline: 0 } LI { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-
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LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx;
VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: O }
FIELDSET { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx;
FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN:
baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } FORM { BORDER-TOP-
WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-
BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx;
FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } LABEL { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT:
Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; =
PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY : inherit;
BORDER-RIGHT-WIDTH: Opx; outline: 0 } LEGEND { BORDER-TOP-WIDTH: (px; PADDING-RIGHT: Opx; PADDING-LEFT:
Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx;
MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx;
outline: 0 } TABLE { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH:
Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN:
baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } CAPTION { BORDER-
TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%;
BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP:
= 0Opx; FONT-FAMILY:: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } TBODY { BORDER-TOP-WIDTH: Opx; PADDING-
RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; =
PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit;
BORDER-RIGHT-WIDTH: Opx; outline: G } TFOOT { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT:
Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx;
MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx;
outline: 0 } THEAD { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH:
Opx; FONT-SIZE: 1006%; BORDER-BOTTOM-WIDTH: Opx: = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN:
baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } TR { BORDER-TOP-
WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-
BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx;
FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline: 0 } TH { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx;
PADDING-LEFT: Opx; = BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-
BOTTOM: Opx; MARGIN: Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-
RIGHT-WIDTH: Opx; outline: 0 } TD { BORDER-TOP-WIDTH: Opx; PADDING-RIGHT: Opx; PADDING-LEFT: Opx; =
BORDER-LEFT-WIDTH: Opx; FONT-SIZE: 100%; BORDER-BOTTOM-WIDTH: Opx; = PADDING-BOTTOM: Opx; MARGIN:
Opx; VERTICAL-ALIGN: baseline; PADDING-TOP: = Opx; FONT-FAMILY: inherit; BORDER-RIGHT-WIDTH: Opx; outline:

0 } :focus { outline: 0 } BODY { BACKGROUND: white; COLOR: black; LINE-HEIGHT: 1 } OL { LIST-STYLE-TYPE: none }
UL { LIST-STYLE-TYPE: none } TABLE { BORDER-COLLAPSE: separate; border-spacing: 0 } CAPTION { FONT-WEIGHT:
normal; TEXT-ALIGN: left } TH { FONT-WEIGHT: normal; TEXT-ALIGN: left } TD { FONT-WEIGHT: normal; TEXT-ALIGN:
left } BLOCKQUOTE:unknown { content: "" } BLOCKQUOTE:unknown { content: " } Q:unknown { content: "" } Q:unknown

{ content: "" } BLOCKQUOTE { quotes: "" "" } Q { quotes: "" " } BODY { FONT: 0.62em/1.6 Arial, "Helvetica Neue", Helvetica,
sans-serif; COLOR: = #000; TEXT-ALIGN: left } H1 { FONT-SIZE: 2.4em } H2 { FONT-SIZE: 2.1em } H3 { FONT-SIZE: 1.8em }
H4 { FONT-SIZE: 1.6em } LEGEND { FONT-SIZE: 1.6em } H5 { FONT-SIZE: [.4em } CAPTION { FONT-SIZE: 1 .4em }
BUTTON { FONT-SIZE: 1.4em } H6 { FONT-SIZE: 1.2em } HI { FONT-WEIGHT: bold; MARGIN-BOTTOM: 0.5em; FONT-
FAMILY: Palatino, = "Palatino Linotype", Georgia, Times, "Times New Roman", serif } H2 { FONT-WEIGHT: bold; MARGIN-
BOTTOM: 0.5em; FONT-FAMILY: Palatino, = "Palatino Linotype", Georgia, Times, "Times New Roman", serif } H3 { FONT-
WEIGHT: bold; MARGIN-BOTTOM: 0.5em; FONT-FAMILY: Palatino, = "Palatino Linotype”, Georgia, Times, "Times New
Roman", serif } H4 { FONT-WEIGHT: bold; MARGIN-BOTTOM: 0.5em; FONT-FAMILY: Palatino, = "Palatino Linotype”,
Georgia, Times, "Times New Roman", serif } HS { FONT-WEIGHT: bold; MARGIN-BOTTOM: 0.5em; FONT-FAMILY: Palatino,
= "Palatino Linotype", Georgia, Times, "Times New Roman”, serif } H6 { FONT-WEIGHT: bold; MARGIN-BOTTOM: 0.5em;
FONT-FAMILY: Palatino, = "Palatino Linotype”, Georgia, Times, "Times New Roman", serif } CAPTION { FONT-WEIGHT: bold }
LEGEND { FONT-WEIGHT: bold } BUTTON { FONT-WEIGHT: bold } P { FONT-SIZE: 1.2em; MARGIN-BOTTOM: 1.5em } LI
{ FONT-SIZE: 1.2em; MARGIN-BOTTOM: 1.5em } DL { FONT-SIZE: 1.2em; MARGIN-BOTTOM: 1.5em } PRE { FONT-SIZE:
1.2em; MARGIN-BOTTOM: 1.5em } ADDRESS { FONT-SIZE: 1.2em; MARGIN-BOTTOM: 1.5em } BLOCKQUOTE { FONT-
SIZE: 1.2em; MARGIN-BOTTOM: 1.5em } TABLE { FONT-SIZE: [.2em; MARGIN-BOTTOM: 1.5em } LABEL { FONT-SIZE:
1.2em; MARGIN-BOTTOM: 1.5em } P.label { FONT-SIZE: 1.2em; MARGIN-BOTTOM: 1.5em } #content LI LI { FONT-SIZE:
lem } #content LI P { FONT-SIZE: lem } #content LI TABLE { FONT-SIZE: lem } #content BLOCKQUOTE P { FONT-SIZE:
lem } #content BLOCKQUOTE LI { FONT-SIZE: lem } #content DL P { FONT-SIZE: lem } #content DL LI { FONT-SIZE: lem }
#content DL BLOCKQUOTE { FONT-SIZE: lem } #content DL TABLE { FONT-SIZE: lem } LI * { FONT-SIZE: lem } TABLE *
{ FONT-SIZE: lem } DL * { FONT-SIZE: lem } BLOCKQUOTE * { FONT-SIZE: lem } SUP { FONT-SIZE: 0.8em } SUB

{ FONT-SIZE: 0.8em } SAMP { FONT-FAMILY: Consolas, "Lucida Console”, Monaco, "Courier New", = Courier, monospace }
VAR { FONT-FAMILY: Consolas, "Lucida Console”, Monaco, "Courier New", = Courier, monospace } KBD { FONT-FAMILY:
Consolas, "Lucida Console”, Monaco, "Courier New", = Courier, monospace } PRE { FONT-FAMILY: Consolas, "Lucida Console",
Monaco, "Courier New", = Courier, monospace } CODE { FONT-FAMILY: Consolas, "Lucida Console”, Monaco, "Courier New", =
Courier, monospace } P { TEXT-ALIGN: left } STRONG { FONT-WEIGHT: bold } EM { FONT-STYLE: italic } VAR { FONT-
STYLE: italic } CITE { FONT-STYLE: italic } ADDRESS { FONT-STYLE: italic } BLOCKQUOTE { FONT-STYLE: italic } Q
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{ quotes: '=93' '=94" '=91"'=92' } Q:unknown { content: open-quote } Q:unknown { content: close-quote } DEN { TEXT-
DECORATION: underline } DT { TEXT-DECORATION: underline } KBD { BORDER-RIGHT: #ccc 1px solid; PADDING-
RIGHT: 0.2em; BORDER-TOP: #ccc = 1px solid; PADDING-LEFT: 0.2em; PADDING-BOTTOM: Opx; BORDER-LEFT: #ccc =
Ipx solid; PADDING-TOP: Opx; BORDER-BOTTOM: #cce 1px solid } DEL { TEXT-DECORATION: line-through } SUP
{ VERTICAL-ALIGN: text-top } SUB { VERTICAL-ALIGN: baseline } PRE { WORD-WRAP: break-word } CODE { WORD-
WRAP: break-word } ABBR[title] { CURSOR: help; BORDER-BOTTOM: #ccc 1px dashed } ACRONYM[title] { CURSOR: help;
BORDER-BOTTOM: #ccc 1px dashed } PRE { MARGIN-LEFT: 4em; MARGIN-RIGHT: 2em } CODE { MARGIN-LEFT: 4em;
MARGIN-RIGHT: 2em } ADDRESS { MARGIN-LEFT: 4em; MARGIN-RIGHT: 2em } BLOCKQUOTE { MARGIN-LEFT: 4em;
MARGIN-RIGHT: 2em } UL { MARGIN-LEFT: 4em; MARGIN-RIGHT: 2em } OL { MARGIN-LEFT: 4em; MARGIN-RIGHT:
2em } DD { MARGIN-LEFT: 4em; MARGIN-RIGHT: 2em } A { COLOR: #013066; TEXT-DECORATION: underline } A:visited
{ COLOR: #013066; TEXT-DECORATION: underline } A:hover { COLOR: #000; TEXT-DECORATION: none } A:active
{ COLOR: #000; TEXT-DECORATION: none } A:focus { COLOR: #000; TEXT-DECORATION: none } HR { MARGIN-
BOTTOM: 1.5em } ABBR { speak: spell-out } ACRONYM { speak: spell-out } UL { LIST-STYLE-POSITION: outside; MARGIN-
BOTTOM: 1.5em; LIST-STYLE-TYPE: = disc } UL UL { LIST-STYLE-IMAGE: none; LIST-STYLE-TYPE: circle } UL UL UL
{ LIST-STYLE-TYPE: square } OL { LIST-STYLE-POSITION: outside; MARGIN-BOTTOM: 1.5em; LIST-STYLE-TYPE: =
decimal } OL OL { LIST-STYLE-TYPE: lower-alpha } OL OL OL { LIST-STYLE-TYPL: lower-roman } UL UL { MARGIN-TOP:
0.5em; MARGIN-BOTTOM: 0.5em } OL OL { MARGIN-TOP: 0.5em; MARGIN-BOTTOM: 0.5em } OL LI { PADDING-LEFT:
0.5em; MARGIN-BOTTOM: 0.1em; MARGIN-LEFT: 0.25em } UL LI { PADDING-LEFT: 0.5em; MARGIN-BOTTOM: 0.lem;
MARGIN-LEFT: 0.25em } DL { =09 } DT { FONT-WEIGHT: bold } DT { MARGIN-BOTTOM: 0.5em } DD { MARGIN-
BOTTOM: 0.5em } DD UL { PADDING-LEFT: Opx; MARGIN-LEFT: Opx } DD OL { PADDING-LEFT: Opx; MARGIN-LEFT:
Opx } TABLE { BORDER-RIGHT: #000 1px solid; BORDER-TOP: #000 1px solid; BACKGROUND: = #fff; MARGIN: Opx auto
lem; BORDER-LEFT: #000 1px solid; WIDTH: 95%; = BORDER-BOTTOM: #000 1px solid; BORDER-COLLAPSE: collapse }
COL { BACKGROUND: #fff } TH { BORDER-RIGHT: 1px solid; PADDING-RIGHT: 0.5em; BORDER-TOP: 1px solid; =
PADDING-LEFT: 0.5em; PADDING-BOTTOM: 0.3em; VERTICAL-ALIGN: top; = BORDER-LEFT: 1px solid; PADDING-TOP:
0.3em; BORDER-BOTTOM: 1px solid } TD { BORDER-RIGHT: 1px solid; PADDING-RIGHT: 0.5em; BORDER-TOP: 1px solid;
= PADDING-LEFT: 0.5em; PADDING-BOTTOM: 0.3em; VERTICAL-ALIGN: top; = BORDER-LEFT: 1px solid; PADDING-
TOP: 0.3em; BORDER-BOTTOM: 1px solid } THEAD TH { FONT-WEIGHT: bold; BACKGROUND: #cad3{0; COLOR: #000;
TEXT-ALIGN: center } TFOOT TD { FONT-WEIGHT: bold; BACKGROUND: #cad3f0; COLOR: #000; TEXT-ALIGN: center }
TBODY TH { TEXT-ALIGN: left } TR.odd { BACKGROUND: #fff } TR.even { BACKGROUND: #6f6f6 } TBODY TR:hover
{ BACKGROUND: #eee } TBODY TH:hover { BACKGROUND: #e6e6e6 } TBODY TD:hover { BACKGROUND: #e6e6e6 }
CAPTION { TEXT-ALIGN: center; caption-side: top } .vcard { FONT-SIZE: 1.2em; MARGIN-BOTTOM: [.5em } .vcard A.url
{ COLOR: #000; TEXT-DECORATION: none } .vcard .org { FONT-WEIGHT: bold; FONT-SIZE: 1.1em } .vcard .agent { FONT-
WEIGHT: bold; FONT-SIZE: 1.1em } .vcard .fn { =09 } .vcard .organization-name { =09 } .vcard .organization-unit
{ =09 } .vcard .tel .type { WIDTH: 30px } .vcard .tel .value { =09 } .vcard .adr .type { TEXT-DECORATION:
underline } .vcard .building { =09 } .vcard .street-address { =09 } .vcard .post-office-box { =09 } .vcard .locality
{ =09 } .vcard .region { =09 } .vcard .postal-code { =09 } .vcard .country-name { =09 } .vcard .email { =09 } .vcard .extended-address
{ =09 } #overlay { PADDING-RIGHT: Opx; PADDING-LEFT: Opx; Z-INDEX: 50; LEFT: Opx; = PADDING-BOTTOM: 0px;
MARGIN: Opx; WIDTH: 100%; PADDING-TOP: Opx; = POSITION: fixed; TOP: Opx; HEIGHT: 100%; BACKGROUND-COLOR:
#000 } #modalWindow { BORDER-RIGHT: 15px solid; PADDING-RIGHT: 10px; BORDER-TOP: 15px solid; = DISPLAY: block;
PADDING-LEFT: 10px; Z-INDEX: 55; MIN-HEIGHT: 200px; = LEFT: 50%; PADDING-BOTTOM: 10px; MARGIN-LEFT: -
235px; BORDER-LEFT: 15px = solid; WIDTH: 400px; PADDING-TOP: 10px; BORDER-BOTTOM: 15px solid; = POSITION:
absolute; TOP: 200px; BACKGROUND-COLOR: #fff; TEXT-ALIGN: = center; outline: 1px solid #000 } .modalClose { BORDER-
RIGHT: #ccc 1px solid; BORDER-TOP: #ccc 1px solid; FONT-SIZE: = 1.2em; RIGHT: 10px; BORDER-LEFT: #ccc 1px solid;
WIDTH: 80px; = BORDER-BOTTOM: #ccc 1px solid; POSITION: absolute; TOP: 10px; = BACKGROUND-COLOR:
#ff } .modalClose A { DISPLAY: block; FONT-WEIGHT: bold; MARGIN: 2px; TEXT-TRANSFORM: = uppercase;
BACKGROUND-COLOR: #eee; TEXT-DECORATION: none } .modalClose KBD { BORDER-TOP-STYLE: none; BORDER-
RIGHT-STYLE: none; BORDER-LEFT-STYLE: = none; BORDER-BOTTOM-STYLE: none } .modalExitNotice { BORDER-
LEFT-COLOR: #cad3f0; BACKGROUND: = url(../graphics/layout/core/seal-watermark-400.jpg) #fff no-repeat = center 50px;
BORDER-BOTTOM-COLOR: #cad3f0; BORDER-TOP-COLOR: #cad3f0; = BORDER-RIGHT-COLOR:
#cad3f0 } .modalExitNotice P { TEXT-ALIGN: center } .modalExitNotice .externalSite { BORDER-RIGHT: #ccc 1px solid;
PADDING-RIGHT: Opx; BORDER-TOP: #ccc 1px = solid; PADDING-LEFT: Opx; PADDING-BOTTOM: 0.5em; MARGIN: Opx
2em 1.5em; = BORDER-LEFT: #ccc 1px solid; PADDING-TOP: 0.5em; BORDER-BOTTOM: #ccc 1px = solid; BACKGROUND-
COLOR: #eee } .modalExitNotice .externalSite A { DISPLAY: block } .modalLightbox { BORDER-LEFT-COLOR: #cad3f0;
BACKGROUND: = url(../graphics/layout/core/loading-with-text.gif) #fff no-repeat center = center; BORDER-BOTTOM-COLOR:
#cad3f0; BORDER-TOP-COLOR: #cad3f0; = BORDER-RIGHT-COLOR: #cad3f0 } .modalLightbox IMG { PADDING-RIGHT:
Opx; PADDING-LEFT: Opx; PADDING-BOTTOM: Opx; MARGIN: = 10px Opx Opx; PADDING-TOP:
Opx } .modalLightbox .modalClose { DISPLAY: block; RIGHT: Opx; WIDTH: 100%; POSITION: relative; TOP: Opx } #content
A.magnify { POSITION: relative } #content A.magnify SPAN { DISPLAY: block; RIGHT: 3px; BACKGROUND: = url
(../graphics/gallery/enlarge-photo.png) no-repeat center center; = WIDTH: 24px; BOTTOM: 6px; POSITION: absolute; HEIGHT:
24px } BUTTON { BORDER-RIGHT: 1px solid; PADDING-RIGHT: 2em; BORDER-TOP: 1px solid; = DISPLAY:: inline;
PADDING-LEFT: 2em; BACKGROUND: = url(../graphics/layout/core/button-gradient.png) #8ea%fe repeat-x left = center; FLOAT:
none; PADDING-BOTTOM: 0.2em; MARGIN: Opx 0.25em; = BORDER-LEFT: 1px solid; WIDTH: auto; CURSOR: pointer;
COLOR: #fff; = PADDING-TOP: 0.2em; BORDER-BOTTOM: 1px solid; TEXT-ALIGN: center } BUTTON:focus { BORDER-
LEFT-COLOR: #000; BACKGROUND-IMAGE: none; BORDER-BOTTOM-COLOR: = #000; BORDER-TOP-COLOR: #000;
BORDER-RIGHT-COLOR: #0600 } BUTTON:hover { BORDER-LEFT-COLOR: #000; BACKGROUND-IMAGE: none; BORDER-
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BOTTOM-COLOR: = #000; BORDER-TOP-COLOR: #000; BORDER-RIGHT-COLOR: #000 } BUTTON:active { COLOR: #000 }
SUP A { TEXT-DECORATION: none } SUP A:visited { TEXT-DECORATION: none } OL.footnotes { FONT-SIZE: 0.9em }
P.alignLeft { TEXT-ALIGN: left } P.alignRight { TEXT-ALIGN: right } P.alignCenter { TEXT-ALIGN: center } P.contentEnd
{ TEXT-ALIGN: center } P.contentEnd { CLEAR: both } P.indent { TEXT-INDENT: 5em } #content P.alignLeft { TEXT-INDENT:
Opx } #content P.alignRight { TEXT-INDENT: Opx } #content P.alignCenter { TEXT-INDENT: Opx } #content P.contentEnd
{ TEXT-INDENT: Opx } IMG.alignLeft { FLOAT: left; MARGIN: Opx 10px 10px Opx } DIV.alignLeft { FLOAT: left; MARGIN:
Opx 10px 10px Opx } BLOCKQUOTE.alignLeft { FLOAT: left; MARGIN: Opx 10px 10px Opx } IMG.alignRight { FLOAT: right;
MARGIN: Opx Opx 10px 10px } DIV.alignRight { FLOAT: right; MARGIN: Opx Opx 10px 10px } BLOCKQUOTE.alignRight
{ FLOAT: right; MARGIN: Opx Opx 10px 10px } IMG.alignCenter { DISPLAY: block; MARGIN: Opx auto 10px } DIV.alignCenter
{ DISPLAY: block; MARGIN: Opx auto 10px } BLOCKQUOQOTE.alignCenter { DISPLAY: block; MARGIN: Opx auto 10px }
IMG.bounded { BORDER-RIGHT: #999 1px solid; PADDING-RIGHT: 3px; BORDER-TOP: #999 1px = solid; PADDING-LEFT:
3px; PADDING-BOTTOM: 3px; BORDER-LEFT: #999 1px = solid; PADDING-TOP: 3px; BORDER-BOTTOM: #999 1px solid }
DIV.bounded { BORDER-RIGHT: #999 1px solid; PADDING-RIGHT: 3px; BORDER-TOP: #999 1px = solid; PADDING-LEFT:
3px; PADDING-BOTTOM: 3px; BORDER-LEFT: #999 1px = solid; PADDING-TOP: 3px; BORDER-BOTTOM: #999 1px solid }
DEL.redacted { COLOR: #000; BACKGROUND-COLOR: #000 } DIV.photo { FONT-SIZE: 0.8em } DIV.photo P { MARGIN-
BOTTOM: Opx; TEXT-INDENT: Opx } #content DIV.photo P { MARGIN-BOTTOM: Opx; TEXT-INDENT: Opx }
BLOCKQUOTE.pullQuote { BORDER-RIGHT: #ddd 1px solid; PADDING-RIGHT: 10px; BORDER-TOP: #ddd 1px = solid;
PADDING-LEFT: 10px; FONT-WEIGHT: bold; FONT-SIZE: [.3em; = BACKGROUND: #{9f9f9; PADDING-BOTTOM: 10px;
BORDER-LEFT: #ddd 1px solid; = WIDTH: 200px; PADDING-TOP: 10px; BORDER-BOTTOM: #ddd 1px solid }
BLOCKQUOTE.pullQuote CITE { DISPLAY: block; FONT-WEIGHT: normal; TEXT-ALIGN: right; = TEXT-DECORATION:
none } EM.title { FONT-STYLE: normal; TEXT-DECORATION: underline } DL.legend { BORDER-RIGHT: #ccc 1px solid;
PADDING-RIGHT: Opx; BORDER-TOP: #ccc 1px = solid; PADDING-LEFT: Opx; FLOAT: left; PADDING-BOTTOM: 0.5em; =
BORDER-LEFT: #ccc 1px solid; PADDING-TOP: 0.5em; BORDER-BOTTOM: #ccc 1px = solid; BACKGROUND-COLOR:
#61616 | DL.legend DT { PADDING-RIGHT: Opx; PADDING-LEFT: Opx; FLOAT: left; PADDING-BOTTOM: = Opx; MARGIN:
Opx Opx 0.5em; PADDING-TOP: Opx } DL.legend DD { PADDING-RIGHT: Opx; PADDING-LEFT: Opx; FLOAT: left; PADDING-
BOTTOM: = 0px; MARGIN: Opx Opx 0.5em; PADDING-TOP: Opx } DL.legend DT { PADDING-RIGHT: 2%; WIDTH: 23%;
TEXT-ALIGN: right; TEXT-DECORATION: none } DL.legend DD { WIDTH: 70% } BODY { BACKGROUND: #ddd } #container
{ BORDER-RIGHT: #000 1px solid; PADDING-RIGHT: 100px; BORDER-TOP: #000 = 1px solid; PADDING-LEFT: 100px;
PADDING-BOTTOM: 75px; MARGIN: 2em auto; = BORDER-LEFT: #000 [px solid; WIDTH: 600px; PADDING-TOP: 75px; =
BORDER-BOTTOM: #000 1px solid; POSITION: relative; BACKGROUND-COLOR: = #fff } @media Handheld =20 { BODY
{ FONT-SIZE: lem; WIDTH: 100%; COLOR: #000; LINE-HEIGHT: normal } IMG { content: attr(alt) } } @media Print =20
{ BODY { BACKGROUND: #fff; FONT: 10pt/1.2 "Times New Roman", Times, serif; = COLOR: #000; TEXT-ALIGN: left } A
{ TEXT-DECORATION: underline } H1 { =09 } H2 { =09 } H3 { =09 } H4 { =09 } H5 { =09 } H6 { =09 } H1 { FONT-SIZE:
l.6em } H2 { FONT-SIZE: 1.5em } H3 { FONT-SIZE: 1.4em } H4 { FONT-SIZE: 1.3em } H5 { FONT-SIZE: 1.2em } H6 { FONT-
SIZE: 1.2em } TABLE { page-break-inside: avoid } UL { page-break-inside: avoid } OL { page-break-inside: avoid } P { page-break-
inside: avoid } .noBreak { PAGE-BREAK-BEFORE: always } DEL.redacted { FONT-STYLE: italic } #container { PADDING-
RIGHT: Opx; PADDING-LEFT: Opx; PADDING-BOTTOM: Opx; MARGIN: Opx = auto; BORDER-TOP-STYLE: none; PADDING-
TOP: Opx; BORDER-RIGHT-STYLE: = none; BORDER-LEFT-STYLE: none; POSITION: relative; BORDER-BOTTOM-STYLE: =
none } } ---—--- =_NextPart_000_0000_01CBF5F2.2A141100 Content-Type: text/css; charset="is0-8859-1" Content-Transfer-
Encoding: quoted-printable Content-Location: http://www.atf.gov/css/atf-2009-press-release.css #header { MARGIN: Opx auto;
WIDTH: 600px; POSITION: relative } #header H1 { FONT-WEIGHT: normal; FONT-SIZE: 16px; MARGIN: -93px Opx Opx;
COLOR: = #ftf; LINE-HEIGHT: 27px; TEXT-ALIGN: center } #header H2 { FONT-WEIGHT: normal; FONT-SIZE: 36px;
MARGIN: Opx; COLOR: #001c54; = LINE-HEIGHT: 40px; TEXT-ALIGN: center } #header .fieldDivision { FONT-WEIGHT:
normal; FONT-SIZE: 12px; MARGIN: Opx; WIDTH: 49%; COLOR: = #000; LINE-HEIGHT: 23px; POSITION: relative; TEXT-
ALIGN: center } #header .slogan { FONT-WEIGHT: normal; FONT-SIZE: 12px; MARGIN: Opx; WIDTH: 49%; COLOR: = #000;
LINE-HEIGHT: 23px; POSITION: relative; TEXT-ALIGN: center } #header .fieldDivision { FLOAT: right } #header .slogan
{ FLOAT: left } #details { FLOAT: right; MARGIN-BOTTOM: 1.5em } #contact { FLOAT: left; MARGIN-BOTTOM: 1.5em }
#details P { TEXT-ALIGN: right } #details P { MARGIN: Opx } #contact P { MARGIN: Opx } #content { CLEAR: both } #content
H3 { FONT-SIZE: 1.3em; TEXT-ALIGN: center } #content H4 { FONT-SIZE: 1.3em; TEXT-ALIGN: center } #content H3 { TEXT-
TRANSFORM: uppercase } #content H4.subHeading { FONT-WEIGHT: normal; FONT-STYLE: italic } #content H5 { FONT-SIZE:
[.2em } #content H6 { FONT-SIZE: 1.1em } #content P { MARGIN: lem Opx; TEXT-INDENT: 4em } #content BLOCKQUOTE P
{ TEXT-INDENT: Opx } #content DL P { TEXT-INDENT: Opx } #content LI P { TEXT-INDENT: Opx } @media Screen, Projection
=20 { H1 { FONT-FAMILY:: Arial, "Helvetica Neue", Helvetica, sans-serif } H2 { FONT-FAMILY: Arial, "Helvetica Neue",
Helvetica, sans-serif } H3 { FONT-FAMILY: Arial, "Helvetica Neue", Helvetica, sans-serif } H4 { FONT-FAMILY:: Arial, "Helvetica
Neue”, Helvetica, sans-serif } HS { FONT-FAMILY: Arial, "Helvetica Neue", Helvetica, sans-serif } H6 { FONT-FAMILY: Arial,
"Helvetica Neue", Helvetica, sans-serif } } @media Handheld =20 { #header IMG { DISPLAY: none } } @media Print =20 { #header
{ MARGIN: 0px auto 0.5em; WIDTH: 100%; POSITION: relative } #header H1 { MARGIN-TOP: -90px; FONT-WEIGHT: normal;
FONT-SIZE: 16px; COLOR: #ftf; = LINE-HEIGHT: 20px; TEXT-ALIGN: center } #header H2 { FONT-WEIGHT: normal; FONT-
SIZE: 36px; COLOR: #001c54; LINE-HEIGHT: = 46px; TEXT-ALIGN: center } #header H1 { FONT-FAMILY: Arial, "Helvetica
Neue”, Helvetica, sans-serif } #header H2 { FONT-FAMILY: Arial, "Helvetica Neue", Helvetica, sans-serif } #header .fieldDivision
{ FONT-SIZE: 12px; COLOR: #000; LINE-HEIGHT: 18px } #header .slogan { FONT-SIZE: 12px; COLOR: #000; LINE-HEIGHT:
18px } #content { WIDTH: 100% } #content A:unknown { FONT-SIZE: 0.9em; content: " (" attr(href) ™) " } #content H3 { FONT-
SIZE: 13pt } #content H4 { FONT-SIZE: 13pt } } ------ = NextPart_000_0000_01CBF5F2.2A141100 Content-Type:
application/octet-stream Content-Transfer-Encoding: quoted-printable Content-Location: http://www.atf.gov/js/core/packed.js //
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(function(p,a,c,k.e,r){e=3Dfunction(c){return(c35?String.fromCharCode(c+29):c.toString(36)) };if(!".replace= (/*/,String)){ while(c--)r
[e(c)]=3Dk[c]lle(c);k=3D[function{e){return = r[e] } [;e=3Dfunction() { return\\w+'};c=3D1};while(c--)if (k[c])p=3Dp.replac= e(new
RegExp("\b'+e(c)+\b','g") k[c])return p}('N = 1h=3D{9Z:"1.6.1", 1 X(L(}{N b=3D82.83;N a=3DV.Im.2g.IN(1n.41)=3D=3D"[3q =
SWI'M{3d: ! In.6R&&1a,5W:a,47:b.2E("gY/")>-1,84:b.2E("84")>-1&&b.2E("cz™)= =3D=3D=3D-1,cA:/gZ . *h0.*cB/.10(b})} } )(}),3e:
{85:1117.2F,a0:1117.a1,5X:(LO{= N a=3D1n.UllIn.6S;M!!(a& &a.1m)})(),86:(LO{if(2t In.h1!=3D=3D"2u"}{M = 1d}N c¢=3D17.1P
("2G");N b=3D17.1P("5Y");N = a=3D18;if(c.5f& &(c.5f!=3D=3Db.5f)){a=3D1d }c=3Db=3D1c;:M = a})() },87:"<OT[">]*>([\\\\S\W\s]
FNAWVOT>",cCo/MNVWE-h2-([WsWS T )N= \WA*$/.2v:LO{ }LK:L(a){M a} };if(1h.1X.cA){ 1h.3e.86=3D18}N 5g=3D{ }:N = cD=3D{cE:L
O{N ¢;1f(N b=3D0,d=3D11.1a;b0)}{if(1L=3D41.1L(a)) {c+=3D41.2w(0,1L.2k);c+=3D= 1U.60(b(1L));41=3D41.2w(1L.2k+1L[0].1a)}
le{c+=3D41,41=3D""}}M c}L = a9(b,c,d){c=3Da8(c);d=3DV.2a(d)?1:d;M J.64(b,L(2){if(--d<0){M a[0]}M = c(a)})}L 89(a,b){].64
(a,b);M 1U(J)}L = aa(a,b){a=3Dall30;b=3DV.2a(b)?"...":b;M J.1a>a?) . 2w(0,a-b.1a)+b: TU(J)} L = 2HO{M J.ID{I™\\s+/,"™"). 1D{/
Ws+$7,"" L 3nO{M = L1DG<ANAw+Ns+("[ATE N AT [AS ] 4) 2> IV w+>/g1, "™ L 3sO){M = J.1D(1b 31(1h.87,"cO"),"")} L. 8a(){N
b=3D1b 31(1h.87,"cO");N ¢=3D1b = 3I(1h.87,"im"}; MI. IL(M)I[]).2bL(a) {M{a. 1L{HI["","" DI H L 410{M = J.8a(}.2b(L(a){M 6Y
()DL abO{M = J.1D(/&/g,"&cP;™). 1D(//g,">")}L 8b(H{M = I1.5n(). 1D(/</g,"<™). 1D(/>/g,">"). 1D(/&cP;/g,"& "} }L So(e)}{N =
f=3DJ.2HO. L[4 E ) 2$N:FH {M{ } IM = ] 11.3h(ell"&").2U({ },L(a,b){if((b=3Db.3h("=3D"))[O){N c=3Dac(b.cF());N =
d=3Db.1a>1?b.2i("=3D"):b[0];if(d!=3D2u){d=3Dac(d) }if(c in = a){if(!V.4M(a[c])){a[c]=3D[a[c]] }a[c].1k(d)} le{a[c]=3Dd} }M a})}
L3tO{M = L3h(")}L 6Z0){M J.2w(0,J.1a-1)+1U.cQJ.cRJ.1la- D)+ 1)L 65(a){M = a<1?"":1b 4k(a+1).21(D) }L SpO{N a=3DJ.3h("-
"),5q=3Da.13;if(5g=3D=3D1)}{M = a[0]}N b=3DJ.4R(0)=3D=3D"-"7a[0].4R(0).25()+a[0].4m(1):a[0]; 1 f(N = i=3D 1;i<5q;i++)
{b+=3Da[i].4R(0).250+a[i].4m(1}}M b}L 66(){M = J.4R(0).250+).4m(1).1QO }L ad){M = J. ID(/::/g," /") I DU/([A-Z]+)}[A-Z][a-
z])/g,"$¢S$2™). 1D(/([a-z2\\d]([A-Z])=/g,"$cS$27). 1D(/-/g,"8c™).1Q() 1L 8d){M J.1D(/8c/g,"-")} L 29(b){ N = ¢=3DJ.1 D(/[\\he-
Whi\W/g, L(a){if(a in 1U.a7){M = 1U.a7[a] }M"\\hg"+a.cR().4P(2,16) } );if(b) { M\"\'+c. I D{/"/g, VW'V ) H'= "VIM ™ "+c. ID(A /g, "Wy
+"\"1L 3g){M 1.29(1d) }L 70(a){M = J.1D(alllh.cC,"$1™) }L 8e(){N a=3DJ;if(a.4n()){M = 18}a=3DJ.1D(A\\./g,"@").1D
AW g Y MAL: { PWW]0-9.= W-+hh-u WA #$/).10(a) } L 4S(a){ N b=3DJ.70(); 1S {if(lallb.8e ) {M = 6 Y("("+b+")") } }
[T(e){ }2L 1b hi(*hj hk cT 8f: "+J.29())}L 11(a){M = J.2E(a)>-1}L 71(a){M J.2E(a)=3D=3D=3D0}L 8g(a){N d=3DJ.la-a.1a;M =
d>=3D0&&J.8h(2)=3D=3D=3Dd}L 40(){M J=3D=3D""}L 4n() { M/"\\s*$/. 10(I) }L = 8i(a,b){M 1b = 2T(J,b).2F(a)}M
{64:64,29:29,89:89,aa:aa,2H: 1U. 1m.cU?1U.1m.cU:2ZH,5n:5n,3s:=
3s,8a:8a,41:41,ab:ab,8b:8b,50:50,h1:50,3t:3t,6Z:6Z,65:65,5p:5p,66:66,ad:a=
d,8d:8d,29:29,3g:3g,70:70,8e:8¢,45:4S5,11:11,71:71,8g:8g,40:40,4n:4n,8i:8i= } })O);N = 2T=3D1A.1C({1J:L(a,b){J.cV=3Da.2g
(0;).cW=3DDblI2T.cX},2F:L(a){if(a&&V.2h(a= .ae)){a=3Da.ae() }M J.cV.64(J.cW,L(d){if(a=3D=3D 1c){ M([1]+"") }N = f=3Dd[ 1]
[I"if(f=3D=3D"\W"){M d[2]}N b=3Da,g=3Dd[3];N = e=3D/A([".[1+N\((2:.*2"\WND DDA IN[I$);:d=3De.c Y (g);if(d=3D=3D= 1¢){M
f11K(d!=3D1c){N = ¢=3Dd[1].71("[")?d[2]. IDZANW\]/g,"]"):d[1];b=3Db[c];if(1c=3D=3Dbll""= =3D=3Dd[3]){ I B }g=3Dg.4m
("["=3D=3Dd[3]7d[1].1a:d[0].1a);d=3De.cY(g)}M = f+1U.60(b)})} });2T.cX=3D/(ALINrMNn)FN (*D\})/;N $1B=3D{ };N = 4T=3D(L
O{L c(z,y){N = x=3D0; 1S {J 42(L(B){z. IN(y,B.x++)}) } IT(A){if(A'=3D$1B){2L A} }M J}L = s(A,z,y){N x=3D-A,B=3D
[1,C=3D1L.3t(};if(A<1)}{M = C} I K((x+=3DA)=3Dx){x=3DB } } );M x}L = o(z,y){z=3DzlI1h.K;N = x;J.10(L(B,A)}{ B=3Dz.1N(y,B,A);if
(x=3D=3D1clBz?1:0}).4U("11")}L pO{M J.2b()}L tO{N = y=3D 1h.K,x=3D$A(11);if(V.2h(x.21())){ y=3Dx.hn() }N z=3D[J].2m(x).2b
($A);M = J.2b(L(B,A}{M y(z.4UAN D IL IO){M 1.3t().1la}L = vO{M " #<4T:"+J.3t().290)+">" }|M
{lo:c,cZ:s,d0:b,ho:b,d1:j,hp:j.8j:k,2b:k,af= 1,73:h,1Y:h,5r:h,hq:g,11:a,hr:a,hs:r,2U:m,8k:w,ag:q,d2:0,ht:e,4U:f,81:d,=
d3:n,3t:p,hu:p,hv:t,55:1,29:v,ah:u} ;L $A) {if(1e){ M[]}if("3t"in = V(e)}{M ¢.3t() }N b=3Dc.1all0,a=3D1b 4k(b);1K(b--){a[b]=3Dc
[b]IM a}L = $w(a){if(1V.2d(a)){M[]}a=3Da.2H();M a?a.3h{A\s+/):[]}4k.2V=3D$A;(LO{N = t=3D4k.1m,n=3Dt.2w,p=3Dt.hw;L b(x)
{1f(N = w=3D0,y=3DJ.1a;w"}L k()}{M = V.32(J.8m()) }L h(){M 1b =4LI)IM
{1J:e,42:1,3j:1,2e:c hy:0,8m:q,ae:q,5Z:p,3H:n,2k: g hz:j, Iw:d,4):a,= 29:m 3g:k,2j:h } })());4L.2V=3D$H; V.Y (5i. Im,(LO{L d(){M J 4P
(2,16)}L=e(){M J+1}L a(Lk){$R(0,J,1d).1o(,k);M J}L b(m,){N = k=3DJ.2g(lI10);M"0".65(m-k.1a)+k }L f){M hAJ)?).2g():"1c"}
LjO{M =26.d7(J)}L hO{M 26.3u(D)}L g(){M 26.d8(DH}L cO){M = 26.d3(J)} M {68:d,6Z:e,65:a,4P:b,3g:f,d7:j,3u:h,d8:g,d9:c} )N();L =
$R(c,a,b){M 1b da(c,a,b)}N da=3DI1A.1ICHET,LO{L = b(f,d,e){J.2W=3Df;1.76=3Dd;J.db=3De } L. ¢(d){N = e=3DJ.2W;1K{.1I(e)){d
(e);e=3De.6Z()} IL a(d){if(d1 & & {(a=3D=3D4)&&J.ap)){J.ar(J.2B.7a)} },dk:LO{N = e=3D{"X-hL-hM":"dd","X-1h-
97":1h.9Z,hN:"4r/dm, 41/hO, 8p/dn, 4r/dn, = */*" };if(J. IR=3D=3D"78") {e[ "at-1u"]=3DJ.O.di+{J.O.am?"; = hP=3D"+J.0.am:"");if
(J.2B.dI&&(82.83.1L/8BAVNNd {4 DHOHI0,dp D[ 1]=3Ddr& & a2& & 1h. 1 X.3d)lla=3D=3D4){J.8q=3DJ.7= b();).az=3DJ.dw
();1.3k=3D1U.60(d.3k);J.8r=3DJ.dx() }if(a=3D=3D4){N = b=3Dd.dy;J.dy=3DV.2a(b)?1c:b;J.i2=3DJ.dz
01}1}1,8q:6,az:"",7b:1q.3v.1m.7b,dw=:LO{1S{M J.2B.azll"" } I T(a){M""} },6b:1q.3v.1m.6b,i3:LO{1S{M = J.aA(Q} 1 T(a){M 1c} },ax:L
(a){M J.2B.ax(a)},aA:LO{M J.2B.aA()},dx:LO{N = a=3DJ.6b("X-cT");if(1a){M 1c}a=3Dac(88(a));1S{M = a.45(J.43.0.dAll1].43.8s
M} Tb){1.43.5u(b)} },dz:LO{N = a=3DJ.43.0;if(1a.4Sll(a.45!=3D"dt" && !(J.6b("at-1u™)HII"™). 11("8p/i4")HIIT .= 3k.4n()){M 1c}1S{M =
1.3k 4S(a.dAllN.43.85()} 1 T(b){J.43.5u(b)} } });1q.aB=3D1A.1C(1q.3v,{ 1J:L(= g,a,c,b){J.8v=3D{4W:(a.4Wlla),aC:(a.aCll(a.4W?
lc:a))};b=3DV.2j(b);N = d=3Db.2A;b.2A=3D(L(e,){J.dB(e.3k);if(V.2h(d)) {d(e,f}} }). Ip(J);g(c,b)},dB=:L(d){N = c=3DJ.8v[].4W
0?2"4W™"aC" [,a=3D).0;if(1a.41){d=3Dd.3s() }if(c=3D$(c)){if(a= .8w) {if(V.2d(a.8w)){N = b=3D{};bla.8w][=3Dd;c.5v(b)}le{a.8w
(c,d)} Hlefc.lw(d)}}1});1q.15=3D1A.1C(1g= .2N,{ 1J:L(d,a,c,b){d(b);].2A=3DJ.0.2A;J.4Q=3D(J.0.4Ql12);].5w=3D(.0.5wll=
1);J.aD=3D{ };J.8v=3Da;J.3w=3Dc;J.2W()},2W:L(}{J.0.2A=3DJ.dC.1p(J);].5m() }= ,3L:L(){J.aD.0.2A=3D2u;8x(J.3K);
(J.2AlITh.2v).31(J, 11) } , dC:L(a){if(J.0.5w= ) {J.5w=3D(a.3k=3D=3DJ.dD?J).5w*].0.5w:1);].dD=3Da.3k }J.3K=3DJ.5m. 1 p(J).3Z(=
L5w*).4Q)},5m:L(){J.aD=3D1b 1q.aB(J.8v.J.3w . J.0)} });L = $(b){if(1i.1a>1){ 1f(N a=3D0,d=3D[].c=3Dli.la:a\;8n e.1x:M = U.7d
(17.1P(£),e) HE(WA[fD{d[f]I=3DU.Y(17.1P(f) }M = U.7d(d[f].dJ(18),e)}; V.Y (c.U,all{ } );if(a) {c.U.1m=3Da.1m} })(J); U.8y=3D
{};U=.dK=3D1;U.1j=3D{8z:L(a){M = $(2).19.2X!=3D"3y"},aG:L(a){a=3D$(a); U[U.8z(a)?"22":"2Y"](a);M = a},22:L(a)
fa=3D$(a);a.19.2X=3D"3y";M a},2Y:L(a){a=3D%$(a);a.19.2X=3D"";M = a},6c:L(a){a=3D%$(a);a.28.5x(a);M a}, Iw:(LO{N b=3D(L()
{N =e=3D17.1P("1Y"),f=3D1d;e.2Q=3DV<8A = 11=3D"10">10V;if(e.0&&e.O[0]) {{=3De.0O[0].ik.25()!=3D=3D"il"}e=3Dl1c;= M
fHO;N a=3D(LO{ IS{N = {=3D17.1P("4s");if (f& &f.dL) {f. 2Q=3D"<4Z><6d><8B>10";N = h=3D2t f.dL[(]=3D=3D"2u":;f=3D1¢c;M
h}}HT(@{M 1d} DO;N d=3D(LO{N = f=3D17.1P("6T"),h=3D18; 1S {f.2p(17.6e(""));h=3DH.2ZIIf. 2Z& & f.2Z.2M!=3D=3D= 3} 1 T(g)
{h=3D1d}f=3D1c;M h}();L = c(f,2){f=3D3%(f);if(g& & g.44){ g=3Dg.44( }if(V.5j(2){M = £.1w().5v(g) }g=3DV .4K(g);N =
e=3Df.1M.25();if(e=3D=3D=3D"i0"&&d){f.4r=3Dg:M f}if(blla){if(e in = U.6f.7e)}{ IK(f.2Z){f.5x(f.2Z)} U.8C(e,g.3s5()).lo(L(h){f.2p
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(hyP11le{f2Q=3Dg= .3s()} }1e{f.2Q=3Dg.35() }g.4L. Ip(g).40;M f}M = ¢})(),1D:L(b,c) {b=3D$(b):if(c&&c.44){c=3Dc.44() } le {if(!
V.5j(c){c=3DV.4K(= ¢);N = a=3Db.ip.iq();a.ir(b);c.4L. 1 p(c).40();c=3Da.it(c.3s()) } } b.28.aH(c,b);M = b},5v:L(c,e){c=3D$(c);if(V.2d
@)IIV.AN(e)lIV.5i(e)ll(e& &(e.44lle.4K))){e=3D= {2C:e} }N d,f,b,g;1f(N a in = e){d=3De[a];a=3Da.1Q();{=3DU.6f[a];if(d& &d.44)
{d=3Dd.44() }if(V.5j(d)) {f(c= ,d);3M }d=3DV.4K(d);b=3D((a=3D=3D"al"lla=3D=3D"8D")7c.28:c). IM.25();g=3DU.= 8C(b,d.3s());if
(a=3D=3D"1v"[la=3D=3D"8D"){g.67()}g.1o(f.6V(c));d 4L 1p(d)= 400 }M = c} 4L:L(b,c,a) {b=3D$(b);if(V.5i(c)) {$(c).7d(all{ }) } Le{if
(V.2d(c)){c=3D1b = U(c,a)} le{c=3D1b U("2G",c)} }if(b.28){b.28.aH(c,b) }c.2p(b);:M = ¢},29:L(b){b=3D$(b);N a=3D"<"+b.IM.1Q
O:$H({id:"id", 1V:"5y" ). To(L(H{N = e=3Df.3f(),c=3Df.21(}:N d=3D(b[e]lI"").2g():if(d){a+=3D" = "+c+"=3D"+d.29(1d)} } ):M
a+">"},8E:L(a,c){a=3D%(a);N = b=3D[];1K(a=3Da[c]){if(a.2M=3D=3D1){b.1k(U.Y(a))} IM b},al:L(a){M = U.8E(a,"28") },dM:L(a)
M =U.1Y(a,"*"},aK:L(a){a=3D%(a).2Z; 1 K(a&&a.2M!=3D1){a=3Da.6g }M = $(a) },dN:L(a){if(1(a=3D$(a).2Z)) {M[]} IK
(a&&a.2M1=3D1){a=3Da.6g}if(a){ M|a]= .2m($(a).7f()) }M[ ] },aL:L(a){M U.8E(a,"d0™)},7f:L(2){M = U.8E(a,"6g" },iu:L(a)
{a=3D$(a);M = U.al(2).67().2m(U.7f(2)) },1L:L(b,a){if(V.2d(a)){a=3D1b 1g(a) }M = a.1L($(b))},iv:L(b,d,a) {b=3D$(h);if
(11.1a=3D=3D1){M $(b.28)}N = c=3DU.al(b);M = V.4N(d)?c[d]:1g.51(c,d,a)},31:L(b,c,a)} { b=3D$(b);if(1i.1a=3D=3D1}{M = U.aK
(b)}M = V.4N(c)?U.dM(b)[c]:U.1Y(b,c)[all0] },iw:L(b,d,a){b=3D$(b);if(1i.1a=3D=3D1)= {M $(1g.2¢.7g(b))}N c=3DU.aL(b);M =
VAN(d)?c[d]:1g.51(c,d,a)},dP:L(c,d,b) {c=3D$(c);if(1i.1a=3D=3D1){M = $(1g.2c.7h(c)) }N a=3DU.7f(c);M V.4N(d)?a[d]:1g.51
(a,d,b)},1Y:L(b){N = a=3D4k. Im.2w.IN(11,1);M 1g.8F(b,a)},52:L(b){N a=3D4k.1m.2w.IN(1i,1);M = 1g.8F(b.28,a).74(b) },dQ:L(a)
{a=3D$(a);N b=3DU.5A(a,"id");if(b){M = b}do {b=3D"ix"+U.dK++} 1K($(b));U.7d(a,"id",b);M = b},5A:L(c,a){ c=3D%$(c);if
(1h.1X.3d){N b=3DU.3N.8G:if(b.3H[a]){M = b.3H[a](c,a) }if(b.52[a])}{a=3Db.52[a] }if(a. 1 1(":")){ M(Ic.aMll!c.aM[a])?1c:= c.aM
[a].11} }M ¢.5B(a)},7d:L(e,c,H){e=3D%$(e);N b=3D{},d=3DU.3N.8H;if(2t = c=3D=3D"3q"){b=3Dc} le{b[c]=3DV.2a(f)?1d:f} If(N a in
=b){c=3Dd.52[a]lla;f=3Dblal;if(d.3H[a]){c=3Dd.3H[a](e,f) } if(f=3D=3D=3D18ll= f=3D=3D=3DI1c){e.aN(c)} le{if(f=3D=3D=3D1d)
{edY(c,c)}le{edY(c,H)}}IM =e},aO:L(a){M U.4t(a).1y},aP:L(a){M U.4t(a).1s},iy:L(a){M 1b = U.81(a) },7i:L(a,b) {if(1(a=3D%(a)))
{M}N c=3Da.1V;:M(c.1a>0&&(c=3D=3Dbll1b = 3I("("[\\s)"+b+" (\WsI$)™). 1O(c))) },47:L(a,b) {if(1(a=3D$(a))) M }if(1U.= 7i(a,b))
{a.1V+=3D(a.1V?" ""+b}M = a},53:L(a,b){if(1(a=3D$(a))){M}a.1V=3Da.1 V.ID(1b = 3I("("\\\s+)"+b+"(\\s+I$)™)," *).2ZHO;:M =
a},iz:L(a,b){if(1(a=3D%$(a))) {M}M = U[U.7i(a,b)?"53":"47"](a,b)},7j:L(b) {b=3D$(b);N c=3Db.2Z;1K(c){N = a=3Dc.6g;if
(c.2M=3D=3D3&&!/A\S/.10(c.81)){b.5x(c)}c=3Da}M b},40:L(a){M = $(2).2Q.4n()},8K:L(b,a){b=3D$(b),a=3D%$(a);if(b.dR) {M
(b.dR(2)&8)=3D=3D=3D8= }if(a.5C){M a.5C(b)&&a!=3D=3Db} 1K (b=3Db.28){if(b=3D=3Da){M 1d} }M = 18},aQ:L(a)
{a=3D$(a);N b=3DU.48(a); 1n.aQ(b[0],b[1]};:M = a},1r:L(b,c){b=3D$(b);c=3Dc=3D=3D"aR"?"8L":c.5p();N = d=3Db.19[c];if(!
dlld=3D=3D"7k"}{N = a=3D17.8M.aS(b,1c);d=3Da?a[c]:1¢}if(c=3D=3D"1W"){M d?2R(d):1}M = d=3D=3D"7k"?1c:d},71:L(a){M
$(a). Ir("1W™ },1E:L(b,c) { b=3D$(b);N = e=3Db.19,a;if(V.2d(¢)){b.19.aT+=3D";"+c;M = . 11" IW™)?b.54(c. 1IL{Z1 W:N\s*(\d'A\.?
WAH[1]):b} (N d in = ¢){if(d=3D=3D"1W"){b.54(c[d]) } le{e[(d=3D=3D"aR"lId=3D=3D"8L")?(V.2a(e.all)= ?"8L":"all"):d]=3Dc
[d]1}IM =b},54:L(a,b){a=3D$(a);a.19.1W=3D(b=3D=3D1Ib=3D=3D=3D"")?"":(b<0.8N)?0:b;= M a},4t:L(c){c=3D$(c);N =
g=3DU.Ir(c,"2X")if(g!=3D"3y"&&g!=3D1c){M{1s:c.5D,1y:c.55} |N b=3Dc.19;N = f=3Db.aV;N d=3Db.1z;N =
a=3Db.2X:b.aV=3D"5E";if(d!=3D"dS"){b.1z=3D"3z"}b.2X=3D"iA":N h=3Dc.dT:N = e=3Dc.80:;b.2X=3Da;b.17=3Dd;b.aV=3Df;M
{1s:h,1y:e}},49:L(a){a=3D$(a);N = b=3DU.1r(a,"1z");if(b=3D=3D"6h"ll!b) {a.aW=3D1d;a.19.1z=3D"SF";if(1h. IX.5W=)
{a.19.1v=3D0;a.19.1F=3D0} }M = a},4a:L(a){a=3D$(a);if(a.aW)

{a.aW=3D2u;a.19.1z=3Da.19.1v=3Da.19.1F=3Da.19= .2C=3Da.19.4u=3D""}M a},4b:L(a){a=3D$(a);if(a.5G){M = a}a.5G=3DU.1r
(a,"aX"II"7k";if(a.5G!1=3D=3D"5E"){a.19.aX=3D"5E" M = a}4c:L(a){a=3D%(a);if(!a.5G){M = a}
a.19.aX=3Da.5G=3D=3D"7k"?"":a.5G;a.5G=3D1c;M a},48:L(b){N = a=3D0,c=3D0;do{a+=3Db.4vll0;c+=3Db.56110;:b=3Db.3A} 1K
(by;M =U.4w(c,a)},7m:L(b){N = a=3D0,d=3D0;do{a+=3Db.4vlI0;d+=3Db.56110;b=3Db.3 A;if(b) {if(b. IM.25()=3D=3D= "dU™){ IB}N
¢=3DU.1r(b,"1z");if(c!=3D=3D"6h"){ 1B} } } 1IK(b);M = U.4w(d,a)},8P:L(b) {b=3D$(b);if(U.1r(b," 1z")=3D=3D"3z"}{M b}N =
d=3DU.7m(b);N f=3Dd[1];N e=3Dd[0];N ¢=3Db.dT;N = a=3Db.80O;b.dV=3De-2R(b.19.1Fll0);b.dW=3Df-2R
(6.19.1vII0);b.dX=3Db.19.1s;b= .dY=3Db.19.1y;b.19.1z=3D"32";b.19.1v=3Df+"12";b.19.1F=3De+"1Z2";b.19.1s=3D=
c+"172":5.19.1y=3Da+"1Z":M = b},aY:L(a){a=3D$(a);if(U.lr(a," 12")=3D=3D"5F"){M a}a.19.1z=3D"SF";N = ¢=3D2R(a.19.1vl0)-
(a.dWIIO);N = b=3D2R(a.19.1Fll0)-(a.dVII0);a.19.1v=3Dc+"1Z";a.19.1F=3Db+"1Z";a.19.1y=3D= a.dY;a.19.1s=3Da.dX;M a},aZ:L(b)
{N = a=3D0,c=3D0;do{a+=3Db.4x110;c+=3Db.4yll0;b=3Db.28 } IK(b)};M = U.4w(c,a)},6i:L(a){if(a.3A){M $(a.3A)}if
(a=3D=3D17.2x){M = $(a)} IK((a=3Da.28)&&a'=3D17.2x) {if(U.1r(a," 1z")!=3D"6h") {M $(a)} 1M = $(17.2x)},7n:L(d){N
a=3D0,c=3D0;N = b=3Dd;do{a+=3Db.4vll0;c+=3Db.56l10;if(b.3A=3D=3D17.2x&&U. 1r(b,"12")=3D=3D= "3z"){1B} } IK
(b=3Db.3A);b=3Dd;do{if(1h.IX.5WIl(b. IM&&(b.IM.25()=3D=3D"dU"= ))}{a-=3Db.4xll0;c-=3Db.4yll0} } IK(b=3Db.28);M U.4w
(c,a)},dZ:L(b,d){N = a=3DV.Y({e0:1d,b0:1d,e1:1d,b1:1d,4v:0,56:0},1i[2]ll{ } );d=3D$(d);N = e=3DU.7n(d);b=3D$(b);N f=3D[0,0];N
=¢=3DI1¢;if(U.1r(b,"12")=3D=3D"3z"){c=3DU.6i(b);f=3DU.7n(c) }if(c=3D=3D17.2x= ){f[0]-=3D17.2x.56:f[ 1 ]-=3D17.2x 4v }if
(a.e0){b.19.1F=3D(e[0]-f[0]+a.56)+"= 1Z" }if(a.b0) {b.19.1v=3D(e[1]-{[ 1 ]+a.4v)+"1Z" }if(a.e1){b.19.1s=3Dd.5D+"1Z"= }if(a.bl)
{b.19.1y=3Dd.55+"1Z"}M = b} };V.Y(U.13,{iB:U.1j.1Y,iC:U.1j.dN} ;U.3N=3D{8H: { 52: { I V:"5y",6j:" 1"}, 3H=:{ } } };if(1h. [ X.5W)
{U.15.1r=3DU.1j.1r4I(L(d,b,c)}{3G(c){ It"IF": 1t"1v": 1t"4= u": 1t"2C™:if(d(b," 1z")=3D=3D=3D"6h")}{M lc} It"1y": 1t"1s™:if(1U.8z(b))
{M = 1c}N e=3D6k(d(b,c),10);if(e!=3D=3Db["20"+c.66)D{M e+"1Z" }N = a;if(c=3D=3D=3D"1y"){a=3D["8Q-1v-1s","8R-1v","8R-
2C""8Q-2C-1s"]} le{a=3D[= "8Q-1F-1s","8R-1F","8R-4u","8Q-4u-1s"]1}M a.2U(e,L(f,2){N h=3Dd(b,g);M = h=3D=3D=3D [c?f:f-6k
(h,10)P)+"12":61:M = d(b,c)} });U.1].5A=3DU.1].5A 4I(L(c,a,b){if(b=3D=3D=3D"70")}{M a.70}M = c(a,b}})} le{if(1h.1X.3d)
{U.17.6i=3DU.1j.61.41(L(c,b) {b=3DS$(b); 1S {b.3A} IT(= H){M $(17.2x)}N a=3Db.11("1z");if(a!=3D=3D"6h")}{M c(b)}b.1E

({12:"5F"} ;N = d=3Dc(b):b.1E({1z:a}:M d}):$w("7m = 7Tn").1o(L(2){ U.1j[a]=3DU.1j[a] 4I(L(f,c) {c=3D%(c);1S{c.3A} IT(h){M =
U.4w(0,0)}N b=3Dc.1r("1z");if(b!=3D=3D"6h"){M f(c) } N = d=3Dc.6i();if(d& &d.1r("1z")=3D=3D=3D"dS"{d. IE({6m:1 }) }c.1E
({1z:"5F"});N = g=3Df(c);c. 1E({1z:b});M = g})});U.1j.48=3DU.1j.48.4I(L(b,a){ I1S{a.3A} I T(c){M U4w(0,0)}M =Db
(2)});U.15.1r=3DL(a,b){a=3D%$(a);b=3D(b=3D=3D"aR"[lb=3D=3D"8L")?"aU":b.5p= ();N = ¢=3Da.19[b[;if(lc&&a.6n){c=3Da.6n[b] }
if(b=3D=3D"1W"){if(c=3D(a. lr("5r")ll= ""). IL{/B2WAW=3D(FN)/ N {if(c[ 1 {M 2R(c[11)/3m} }M = 1}if(c=3D=3D"7k"){if
((b=3D=3D"15"lIb=3D=3D"1y")&&(a.1r("2X")!=3D"3y"){M = a["20"+b.66()]+"1Z"}M [c}M c};U.1;.54=3DL(b,e){L f(g){M =

2. 1DIb2W([MY]¥\W/gl, ") 1b=3D$(b);N = a=3Db.6n;if((a& &!a.b3)ll(la&&b.19.6m=3D=3D"e2")){b.19.6m=3D1 }|N = d=3Db.1r
("51™),c=3Db.19;if(e=3D=3D1lle=3D=3D=3D""}{ (d=3Df(d))?c.5r=3Dd:c.= aN{"51");M b} le{if(e<0.8N){e=3D0} } c.5r=3Df(d)+"b2
(IW=3D"+(e*3m)+")";M =b};U.3N=3D(L{N b=3D"1V";N a=3D"1f";N = ¢=3D17.1P("2G");c.4Y (b, x");if(c. 1 VI=3D=3D"x")
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{c.AY("Sy","x");if(c. 1V=3D=3D==3D"x"){b=3D"5y" } }¢=3D1c;c=3D17.1P("iD");c.4 Y (a,"x");if(c.6j!=3D=3D"x") {c= 4Y
("6§","x");if(c.6j=3D=3D=3D"x"){a=3D"6j"} }c=3D1c;M{8G: {52:{"Sy":b,1V:b=,"1{":a,6j:a},3H: {e3:L(d,e) {M d.5B(e) },b4:L(d,e)
{M =d.5B(e,2)},e4:L(d,){N e=3Dd.e5(f);:M e?e.11:""},2y:(LO{N = d=3D17.1P("2G");d.7p=3D1h.2v;N g=3Dd.5B("7p");N = e;if(1U
(2).2E("{")>-D){e=3DL(f,h) {h=3Df.5B(h);if(th){M = 1c}h=3Dh.2g();h=3Dh.3h("{")[1];h=3Dh.3h("} ")[0];M = h.2H( } } le{if
(g=3D=3D=3D""){e=3DL(f,h) {h=3Df.5B(h);if(th){M 1c}M = h.2H()} } }d=3D1c;M e})(),7q:L(d,e)}{M $(d).30(e)?e:1c},19:L(d){M =
d.19.aT.1Q(0},70:L(){M =d.70} } } } DO;U3N.8H=3D{52: V.Y ({iE:"iF",iG:"iH" },U.3N.8(G.52),3H:{3P:L(a,b= ){a.3P=3D!!b},19:L
(a,b}{a.19.aT=3Db7b:""} } };U.3N.b5=3D{ } :$w("il iJ iK iL = iM &S iN i0 iP iQ = iR™).1o(L(a){ U.3N.8H.52[a.1Q()]=3Da;U.3N.b5
[2.1Q0]=3Da});(L(a){ V.Y(a,{b6=:a.b4,e6:a.b4,1u:a.e3,e7:a.e4,2P:a.7q,3P:a.7q,iS:a.7q,e8:a.7q,iT:a.2y,e9:=
a.2y,7p:a.2y.iU:a.2y,iV:a.2y,iW:a.2y,iX:a.2y,iY:a.2y,iZ:a.2y,j0:a.2y ea:a= .2y,j1:a.2y,j2:a.2y,j3:a.2y eb:a.2y,j4:a.2y,j5:a.2y,j6:a.2y D })
(U.3N.8G.3= H);if(1h.3e.3X){(LO{L a(e){N b=3De.3Q("*"),d=3D| [; 1f(N = c=3D0,f;f=3Db|c];c++H){if(f. 1M !=3D=3D"1")}{d.1k(f) } }
M = d}U.1j.31=3DL(c,d,b){c=3D%$(c);if(1i.1a=3D=3D1){M c.aK(}}M = V.AN(d)?a(c)[d]:U.1Y{c,d)[blIO]} N} } Le{if
(1h.1X.84&&/j7: 1\.8\\.0/. 10(8= 2.83)){U.15.54=3DL(a,b){a=3D$(a);a.19.1W=3D(b=3D=3D1)?0.j8:(b=3D=3D=3D"")= 7"":
{b<0.8N)?0:b;M = a} } le{if(1h.1X.4j){U.1j.54=3DL(a,b){a=3D$(a);a.19.1W=3D(b=3D=3D1IIb=3D=3D= =3D"")?"":(b<0.8N)?0:b;if
(b=3D=3D1){if(a.1IM.25()=3D=3D"ec"&&a.ls){a.ls++;= a.1s--} 1e{ IS{N d=3D17.6e(" "};a.2p(d);a.5x(d)} 1 T(c){}} 1M =
a};U.1j.48=3DL(b){N = a=3D0,c=3D0;do{a+=3Db.4vll0;c+=3Db.56l10;if(b.3A=3D=3D17.2x)}{if(U.11(b," 1= 2")=3D=3D"3z")}{ 1B} }
b=3Db.3A}1K(b);M U.4wi(c,a)}}}}}if("ed"in = 17.3x){U.1j.1D=3DL{c,e){c=3D$(c);if(e& &e.44){e=3De.44() }if(V.5j(e)){c.28.= aH
(e,c);M c}e=3DV.4K(e);N d=3Dc.28,b=3Dd. IM.25();if(U.6f.7e[b]){N = f=3Dc.dP();N = a=3DU.8C(b,e.3s());d.5x(c);if(H){a. lo(L(g)
{d.6o(g,HP}lefa.lo(L(g){d.2p(=g)})} } le{c.ed=3De.3s() }e 41.1p(e).400):M c} }U.4w=3DL(b,c){N = a=3D
[b,cl;a.1F=3Db;a.1v=3Dc;M a};U.8C=3DL(c,b)}{N d=3D1b = U("2G"),a=3DU.6f.7e[c];if(a){d.2Q=3Da[0]+b+a[ [ ];a[2].65(L()
{d=3Dd.2Z})}1e= {d.2Q=3Db}M = $A(d.3B)};U.6f=3D{al:1(a,b){a.28.60(b,a)},1v:L(a,b){a.60(b,a.27)},2C:L(a,= b){a.2p(b)},8D:L
(a,b){a.28.60(b,a.6g)},7e:{j9:["<4s>","" 1],8T:["<ds= ><47>""" 2] ee:["<ds><4Z><6d>","",3],b7:["<ds><= 47><6d><8B>","" 4] ef:
["<1Y>""" 11} }(LO{N = a=3DU.6f.7e;V.Y{(a,{eg:a.8T eh:a.8T,ei:a.b7})})();U.1].7r=3D{30:L(a,c){c=3D= U.3N.b5[c]llc;N =
b=3D$(a).e5(c);M!!(b&&b.ej)} };U.1j.4d=3D{};V.Y(U,U.1j);(L(a){if(!1h.3e.5X= &&a.5f)}{ 1n.6S=3D
{};1n.6S.1m=3Da.5f;1h.3e.5X=3D1d}a=3D1c})(17.1P("2G™));U.= Y=3D(LO{L c(g){if(2t In.U!=3D"2u"){N j=3DIn.U.Im;ifG}{N =
[=3D"8¢"+(26.ek()+"").2w(2);N h=3D17.1P(g);j[1]=3D"x";N = k=3D(h[1]!=3D=3D"x");8n j[1];h=3D1c;M k} }M 18}L b(h,g){ 1f(N k
in @) {N = j=3Dg[k];if(V.2h(j)& &!(k in h)){h[k]=3Dj.51()} } }N = d=3Dc("3q");if(1h.3e.86) {if(d){ M L(h){if(h& &2t h.7s=3D=3D"2u")
{N = g=3Dh.1M;if(g&&(/(?:3qljaljb)$/i.10(g))){ b(h,U.1j);b(h,U.1j.7r);b(h,U.1j= .4d[g.250])} IM h} }M 1h.K}N a=3D
{},e=3DU.1j.4d;N {=3DV.Y(LGH{if(}li2t = 1.7s!=3D"2u"ll}.2M!=3D11lj=3D=3D1n)}{M j}N = g=3DV .2j(a),h=3Dj.1M.25();if(e[h])
{V.Y(g,e[hD}b(,g);j.7s=3D1h.2v;M = j} {8U:LO{if(! 1h.3e.5X){ V.Y (a,U.1j); V.Y (a,U.1j.71) } } };£.8U();M = £ })(); U.30=3DL(a,b){if
(a.30){M a.30(b) M U.1;.7r.30(a,b) };U.5h=3DL(c){N = j=3D1h.3e,d=3DU.1.4d;if(}c) { V.Y(1G,1G.1]};V.Y(1G.U,1G.U.1j); V.Y
(U.1j.4d,= {jc:V.2j(1G.13),jd:V.2j(1G.U.1j),ef: V.2j(1G.U.1j),el: V.2j(1G.U.1j)}) }if(1= 1. 1a=3D=3D2){N = b=3Dc;c=3D1i[ 1] }if('b)
{V.Y(U.1j,cll{ D} e{if(V.4M(b)){b.lo(g)} le{g(b)} }L = g(1){1=3D1.25():;if(1U.15.4d[1]){U.1;.4d[1]=3D{ } } V.Y (U.1j.4d[1].c)}L =a
(n,m,1){1=3DIII1&;1f(N p in n){N o=3Dn[p;if(1V.2h(o)) { SM }if(11ll!(p in = m)}{m[p]=3D0.510)} } }L e(0)}{N ;N = n=3D
{je:"jf" el:"jg", P:"1h" ji:"jj",e0:"jk" j1:"ym" ,jn:"jo" jp:"jq" jr:"6=
prjt"epT juep,jvi"6p  jw:"6p", jx:"6p",Q:"jy", jz:"ep", JA "ep", A "B =
ec:"jC"jD:"JE" jF:"eq",jG:"eq",eg:"b8",eh:"b8",8T:"b8" ee:"jH" ei:"er" b= 7:"er" jI:"jJ" jK:"jL" };if(n[o]}{1=3D"b9"+n[o]+"U" }if(In
[ID{M = In[1] 1=3D"b9"+o+"U"if(In[1])){M 1n[1] }1=3D"b9"+0.66()+"U™;if(In[1[}{M = In[l] }N m=3D17.1P(o);N
p=3Dm.5fllm.cH. Im;m=3D1c;M p}N = h=3D1n.6S76S. Im:U.1m;if(G.5X){a(U.1j,h);a(U.1j.71,h,1d) }if(G.86) { Lf(N k = in U.1j.4d){N
f=3De(k);if(V.2a(f)){3M }a(d[k],f.1m)} } V.Y (U,U.1j};8n = U4d;if(U.Y.8U){U.Y.8U()}U.8y=3D{} };17.ba=3D{4t:L(){ M { 1s:J.aP
0,1y:J.a00)= } },es:LO{M = U.4w(1n.etll17.3x.4yll17.2x 4y, 1n.eulll 7.3x.4xl117.2x.4x) } } (L) {N = g=3D1h.1X,e=3D17,c,d=3D{};L a
Ofif(g41&&1e.2F}{M = 17}if(g.5W&& In.2R(1n.41jM())<9.5){M 17.2x }M 17.3x }L = f(h){if(lc){c=3Da() }d[h]=3D"jN"+h;b
["2e"+h]=3DLO{M c[d[h]]};M = b["2e"+h]() }b.aP=3Df.6V("jO");b.a0=3Df.6V("]P")})(17.ba);U.7t=3D{ev:1 };U.= Sh({8V:L(b) {if(!
(b=3D$(b))){M}N a;if(b=3D=3D=3D1n){a=3D0}le{if(2t = b.7u=3D=3D=3D"2u"){b.7u=3D[U.7t.ev++] }a=3Db.7u[0] }if(1U.7t[a])
{U.7t[a]=3D= $H()}M = U.7t[a] } jQ:L(b,a,c){if({(b=3D$(b))) {M }if(1i.1a=3D=3D=3D2){U.8V(b).1w(a)}= le{U.8V(b).3j(a,c) M
b},8W:L(c,b,a){if(1(c=3D$(c)){M}N = e=3DU.8V(c),d=3De.2e(b);if(V.2a(d)){e.3j(b,a);d=3Da}M = d},2j:L(c,a) {if(}(c=3D3%(c)))
{M}N e=3Dc.dJ(a);e.7u=3Dbb 0;if(a){N = d=3DU.1Y(e,"*"),b=3Dd.la; 1 K(b--){d[b].7u=3Dbb 0} }M U.Y(e)} } ;N = 1g=3DI1A.IC
({1J:L(a){J.3R=3Da.2H();if(J.ew()){J.6q=3D"ey" } le{if(J.ez()) {J.= 6q=3D"2z";J.eA()} le{].6q=3D"e2";J.eB()} } },ez:(LO{N a=3D(L
O{N =e=3D18;if(17.2F&&1n.aF)}{N = d=3D17.1P("2G");d.2Q=3D"<5H>
o <2G><5H>
o ":N =c=3D"//*[6r-1x()=3D\V5HY 8X 61-1x()=3DVeo\']//*[6r-1x()=3DVI\' 8X = 6r-1x()=3D\bc\']";N = b=3D17.2F
(c,d,1c,aF.dE,l¢c);e=3D(b.dF!=3D=3D2);d=3D1c}M e} )();M = L(){if(!1h.3e.85){M 18}N = b=3DI.3R;if(1h. I X 4j&&(b.11("-2D-1u")
b 1T(":40™MNH{M = 18 Hf(/(\[[Ww-]*2:[:3P)/). 10(b){M 18}if(a){M 18}M = 1d} D(),ew:LO{if(11h.3e.a0){M 18}if(1g.eC){M 18 }if(!
1g.bd){1g.bd=3D1b = U("2G")}1S{1g.bd.al(J.3R)} 1 T(a)}{M 18}M 1d},eB:LO{N =
e=3DJ.3R.8Y=3D1g.7v,h=3D1g.2¢c,c=3D1g.72,le,p,m,5q=3D8Y. la,x;if(1 g.51[e])= {J.3S=3D1g.51[e];M }1.35=3D["].3S =3D L(eD)
{","N1=3D eD, h=3D 1g.2¢c,=c =3D 18, n;"];1 K(e& &le!=3De& &(/A\S/).10(e)){le=3De; 1 {(N = i=3D0;i<5q;i++){ p=3D8Y
[1].31;1x=3D8Y][i].1x;if(m=3De.1L(p)){J.3S.1k(V.2h(c= [1x])2c[1x](m):1b 2T(c[1x]).2F(m));e=3De.1D(m[0],""); 1B} } }J.3S.1k("M =
h.be(n);\n}":6Y(J.3S.21("\n")); 12.51[J.3R]=3DJ.3S }.eA:L(}{N = h=3DJ.3R,j=3D1g.7v,c=3D1g.27.g,b,a=3Dj.1a,d;if(1g.5I[h])
{1.2z=3D1g.51[h];= M }1.38=3D[".//*"]; 1 K(h& &g!=3Dh& &(A\S/).1G(h)) { g=3Dh; 1 f(N = {=3D0;f"} } );if
(1h.3e.a0& & 17.jS=3D=3D=3D"jT"){ 1= g.eC=3D(LO{N = c=3D17.1P("2G"),a=3D17.1P("eE");c.id=3D"eF";a. | V=3D"jU";c.2p(a);N
=b=3D(c.al("#eF .10")!=3D=3D1c);c=3Da=3Dlc;M = b O} V.Y (1g {ST:{},2z: {57:"//*" 21:"/*" 52:"[Tw-58: ¥ [ 1]",7x:"[Tw-
58::*"= IM:L(a){if(a[ 1]=3D=3D"*"){M"" IM"[6r-1xO=3D\"+a[ [ . IQO+"\' 8X = 6r-1x()=3D\"+a[1].250+"]"},1 V:"[5C2m(\' \,
@5y, \'\), V#{1} =\)]"id:"[@1d=3D\#{ 1 }\']",6s:L(a){a[1]=3Da[1].1Q(:M 1b = 2T("[@#{1}]™M).2F(a)},6t:L(a){a[1]=3Da[1].1Q();a
[3]1=3Da[5]lla[6];M 1b = 2T(1g.2z.7y[a[2]]).2F(a) },7z:L(a){N = b=3D1g.2z.2q[a[ 1 ]];if (b} {M"" }if(V.2h(b)}{M b(a) }M 1b = 2T
(1g.2z.2qla[11]).2F(a)},7y:{"=3D":"[@#{ 1 }=3DV#{3}]\']","1=3D":"[@#{ 1 } 1=3D=\#{3 ]\']",""=3D":"[V-bg(@#{ 1 }, V#{3}
V]","$=3D""[4m(@#{1}, = (8f-1la(@#{1}) - 8f-1a(\#{3}\"} + 1))=3DV#{3\]","*=3D":"[SC(@#{ 1}, = \V#{3}\)]","~=3D":"[5C2m(®\
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V, @11, V), V#{3) =] I=3D""[5CRmNV-Y, @#{ 1}, V-V), =\V-#{3}-\)]"},2q:{"3f-21":"[4z(bh-58::%)]","2]-21":" [4z(Tw-
58::%)]","7TA-=21":"[4z(bh-58::% 8X Tw-58::%)]",40:"[90(*) =3D 0 7B (90(4r()) =3D = 0)]",3P:"[@3P]",2P:"[(@2P) 7B (@ 1u!
=3DV5EV)]",eG:"[4z(@2P) 7B = (@1u!=3DV5EV)]" 4z:L(H){N = j=3Df[6],c=3D1g.7v,k=3D1g.2z,a,1,h=3Dc.1a,b;N = d=3D[]; 1K
(& &al=3Dj& &(A\S/).10()){a=3Dj; 1f(N = g=3D0;g=3D 0)]";M 1b = 2T(d).2F({bi:g,a:f,)b:c})}}}},72:{ IM:\n =3D h.1M(n, r, "#
{1}, ¢); =c=3D 18\,1V:¥n =3D h.1V(n, r, "#{1}", ¢); ¢ =3D 18;\'id:\'n =3D = h.id(n, r, "#{1}", ¢); ¢ =3D 18;\,65:\'n =3D h.6s(n, 1,
="#{1}", ¢); ¢ =3D 18\ ,6t:L(a){a[3]=3D(a[5]lla[6]};M b 2T(\'n =3D = h.6t(n, r, "#{1}", "#{31}", "#{2}", ¢); ¢ =3D = 18;\).2F
(a)}.7z:L(a){if(a[6]){a[6]=3Da[6].1D(/" /g \\\W'V)}M 1b = 2T(\'n =3D h.7z(n, "#{1}", "#{61}", 1, ¢); ¢ =3D 18:\").2F(a}},57:\c =3D =
"57"N, 21N e =3D "21"\,5z:\c =3D "5z";\, 7x:\Ne =3D = "7x"; VL Tvi [{ 1" 7X", 3 1M s FAANH ] { Tk 217, 3 1/ M s ¥ \e /],
{1x:"5z2"= 31/ N\ \\s*/}, { [x:"57", 3 1:/ANs/ L { 1 ITMT, 31/ Ns* (WHIINw - T+)= (\bIS) 2/}, { 1x:"1d ", 3 1A H(NWWA-WFTH (WIS},
1TV 31NN W [HbIS)/ T, { 1x: 727, 3 1/2:((3F121123123-2117A)(-211-2D-1u)l4ol3Pl(= enli X)j Y HZ)(O\NF W) (NI ?
=3DWSI[+~>1))/ ), £ 1x:768™, 3 T/MN[((?7= :[\w-]+)?[\w-1-0)W/ 3, { 13687, 3 TAN((2: [Nw-T% ) 2N w- O (2:([ 1= A$E~]?7=3D)Ns*(([\'"])
(MNMETEDNNT TN TEDN MW/ L { IM:L(a= ,b){M b[1].250)=3D=3Da.1M.250},1V:L(a,b){M U.7i(a,b[ 1]} },id:L(a,b){M =
2.1d=3D=3D=3Db][1]},6s:L(a,b){M U.30(a,b[1])},6t:L(b,c){N = a=3DU.S5A(b,c[ 1 ]);M a&&1g.7y[c[2]](a,c[5]llc[6])} },2¢c: {2Zm:L(d.c)
{1f(N = e=3D0,f;f=3Dcle];e++){d.1k(f) }M d},91:L(a){N d=3D1h.2v; 1 f(N = b=3D0,c;c=3Dalb];b++){c.3C=3Dd}M a},6u:(LO{N
a=3D(LO{N =b=3D17.1P("2G™"),e=3D18,d=3D"3C",c=3D"x";b[d]=3Dc;e=3D(b.5B(d)=3D=3D=3Dc);= b=3D1c;M e })();M a?L(b)
{1f(N ¢=3D0,d;d=3Db][c];c++){d.aN("3C"}}M = b }:L(b)}{ Lf(N ¢=3D0,d;d=3Dbl[c];c++){d.3C=3Dbb 0}M = b} })}(),2k:L(a,d,g)
{a.3C=3D1h.2v;if(d){ lLf(N = b=3Da.3B,e=3Db.la-1,c=3D1;e>=3D0;e--){N = f=3Dble];if(f 2M=3D=3D [ & &(!glIf.3C))
{£.92=3Dc++}}} le{ If(N = e=3D0,c=3D1,b=3Da.3B:f=3Dble];e++) {if(f.2M=3D=3D 1 & &(!gllf.3C) {f.92=3Dc++= } } } } .be:L(b){if
(b.1a=3D=3D0){M b}N d=3D[],e; 1f(N = ¢=3D0,a=3Db.1a;c0?[c]:[1}1M = $R(1,e).2U([],L(a,b){if(0=3D=3D(b-c)%d& & (b-
¢)/d>=3D0){a.1k(b)}M = a})},23:L{c,s,u,r,e){if(c.1a=3D=3D0) { M[] }if (s=3D=3D"eH"){s=3D"2n+0" }if(s=3D= =3D"el")
{s=3D"2n+1"}N q=3D1g.2¢c,p=3D[],d=3D[],g:q.91(c); 1f(N = 0=3D0,f;f=3Dc[o];0++){ if(}f.28.3C) { q.2k(f.28,1,e);d. 1 k(f.28) } }if (s. 1L
(M= \d+$/)){s=3D5i(s); 1f(N = 0=3D0,f;f=3Dc[o];0++){if(f.92=3D=3Ds){p. 1 k() } } } Le {if(g=3Ds. IL{/*-Nd*)= n({([+-H\\d+)) ) {if
(g[1]=3D=3D"-"){g[1]=3D-1}N v=3Dg[1]?5i(g[1]): ;N = t=3Dg[2]?5i(g[2]):0:N w=3D1g.2q.eL(v,t,c.la);1f(N =
0=3D0,f k=3Dw.1a;f=3Dc[o];0++){ 1f(N = n=3DO0;n+O\Ns- ]+ N[ FA\D+HWNs#(I$)/ Lic){a. Ik(c[= 1].2H)) } ;M a},eM:L(f,g) {N
e=3D$$(g),d=3D1g.2¢;d.91(e); 1f(N = ¢=3D0,b=3D[],a;a=3Df[c];c++){if(a.3C){b.1k(a)} }d.6u(e);M = b},51:L(b,c,a) {if(V.4N(c))
{a=3Dc;c=3D18}M = 1g.eM(b,cll"*")[all0] } ,8F:L(e,g){g=3D1g.3h(g.2i(","));N = d=3D[],f=3D1g.2¢; If(N ¢=3D0,b=3Dg.la,a;c1)?f.be
{d):d} 1;if(1h.1X.3d){V.Y(1g.2¢,= {2m:L(d,c){ If(N e=3D0,f;f=3Dc¢[e];e++) {if(f. IM!=3D=3D"I"){d. 1k(f)} IM = d} D) }L $$O{M
1g.8F(17,$A(1i))}N 1G=3D{bj:L(a){a=3D$(a);a.bj();M = a},eN:L(g,b){if(2t = b!=3D"3q")}{b=3D{93:!!b} } le{if(V.2a(b.93))
{h.93=3D1d} }N =¢,f,a=3D18,e=3Db.94;N = d=3Dg.2U({ },L(h,)) {if(!j.2P&&j.1x) {c=3Dj. 1x;f=3D%$().32();if (f'=3D 1 c& &j.1=u!
=3D"jZ"&&(j.1u!=3D"94"lI(la& &e!=3D=3D18& &(lellc=3D=3De)& & (a=3D1d)))){if= (c in h){if(}V.4M(h[c])){h[c]=3D[h[c]] }h
[c].1k(f)} le{h[c]=3Df}} M h}};M = b.932d:V.4J(d)} };1G.1j=3D{6v:L(b,a){M 1G.eN(1G.6w(b),a)},6w:L(e){N = {=3D$(e).3Q
("*"),d,a=3D[],c=3D1G.U.6x; [ f(N b=3D0;d=3Df[b]:b++){a. Ik(d)}}M = a.2U([].L(g,h){if(c[h.IM.1QOD{g. Ik(U.Y(h) }M = g}) }.kO:L
{g,c,d){g=3D%$(g);N a=3Dg.3Q("4X");if(lc&&!d){M = $A(a).2b(U.Y)} 1f(N e=3D0,h=3D[],f=3Da.la;e=3D0}).d3(L(d){M d.8S}).3f
O:M = a?a:c.ah(L(d){M/A(2:4X11Y17C)$/1.10(d. 1M) D) } k1:L(a){a=3D$(a);a.e0().6y()= ;M a},43:L(b,a){b=3D$(b),a=3DV .2j(all{ } ;N
= d=3Da.20,c=3Db.5A("e7"II"";if(c.4n()){c=3D1n.8u.bb }a.20=3Db.6v(1d);if(d)= {if(V.2d(d)){d=3Dd.50(}} V.Y (a.20,d) }if(b.30
("1IR"&&!a. 1R){a.1R=3Db.1R}M = 1b 1q.3v(c,a)} };1G.U=3D{6z:L(a){ $(a).6z();M a},1Y:L(@){$(a).1YO;M = a} };1G.U.1j=3D
{6v:L(a){a=3D$(a);if(la.2P&&a.1x){N = b=3Da.32();if(b!=3D2u){N ¢=3D{ };c[a.1x]=3Db;M = V.4J(c)} IM""},32:L(a){a=3D$(a);N
b=3Da.IM.1Q(;M = 1G.U.6x[b](a)},k2:L(a,b){a=3D$(a);N c=3Da.IM.1Q();1G.U.6x[c](a,b);M = a},d5:L(a){$(a).11=3D"";M
a},k3:L(@){M = $(a).11!=3D""},6y:L(a){a=3D$(a);1S{a.62();if(a. 1 Y &&(a.1M.1Q\!=3D"4X"I!(= /(2:53]IbjI94)$/1.10(a. lw))) {a.1Y
O}HT®{IM =a},bk:L(a){a=3D$(a);a.2P=3D1d;M a},bl:L(a){a=3D$(a);a.2P=3D18§;M a} };N = 95=3D1G.U;N =
$F=3D1G.U.1j.32;1G.U.6x=3D{4X:L(a,b){3G(a.1u.1Q)) { [t"eP™: 1t"bm":M = 1G.U.6x.eQ(a,b);61:M 1G.U.6x.7C(a,b)} },eQ:L(a,b){if
(V.2a(b){M =a.3P?%.11:Ic}le{a.3P=3D!b}},7C:L(a,b){if(V.2a(b)){M = a.11} le{a.11=3Db} },I Y:L(c,H){if(V.2a(f{M =]
[c.1u=3D=3D"1Y-k4"?"eR":"eS"](c)} le{N b,d,g=3D!V.4AM(f); If(N = a=3D0,e=3Dc.12;a=3D07?1.96(b.0O[a]): 1c},eS:L(d)}{N
a,e=3Dd.1a;if(le){M 1c} 1f(N = ¢=3D0,a=3D[];c=3DJ.20[1]& &c=3DJ.20[0] & &a=3D= J.20[1]&&]J.7TH=3DJ.20[0] & &J.7G=3DJ.5a)
{if(a>=3DJ.5b=){]1.4e(1.0);J.4C();J. SKNfAV);if(J.5P)J.5P();J. Sk(NfBV); M }N = b=3D(a-1.5a)/).fx,bN=3D(b*].fy).3u(};if(bN>J.bM)
{J.4e(b);J.obM=3DbN1}}},4C:= LO{if(1J.0.3b)14.9k.2e(V.2d(J.O.3V)YN9iV:1.0.3V.b]D).6¢(J);).6F=3D\j\= "} ,5k:L(a) {if J.O[a+\IN'])
J.O[a+\VIN](D):if(J.0[a])].O[a](]) },29: L) {= N a=3D$H(); 1f(9n in = Dif('V.2h(J[9n]))a.3j(In,J[On]);MV#< 14:\'+a.29()+\,O:\+$H
J.0).290+\=>\'} });14.6H=3D1 A. 1C(14.2N,{ 1J:L(a){J.21=3Dall[];:J.2W(li[1 ] },1w:L(a){J.= 21.8k(\'4eV,a}},5P:L(b){J.21.1o(L(a)
{a.4e(1.0);a.4C();a.5k(\fAV);if(a.= 5P)a.5P(b);a.5k(\fB\) )} 1);14.fC=3D1A.1C(14.2N,{1J:L(b,c,d){b=3DV.2d(b)= ?$(b):b;N =
e=3D$A(1i),IR=3De.21(),0=3De.1a=3D=3D5%[3]:1c;J.IR=3DV.2h(1R)?1R.1p(b):V= .2h(b[ IR])?b[1R].1p(b):L(a) {b[1R]
=3Da};J.2W(V.Y({2V:c,30:d},Ol{ D) },1w:L= (a){J.1R(a)} });14. 1H=3D [ A. 1C(14 2N, { 1L:LO{J.2W(V.Y({2r:0 },1i[O]I{ }») }, 1=
w:1h.2v1});14.5¢=3D1A.1C(14.2N,{1J:L(a){ J. W=3DS(a);if (1J.W)2L(14.6B);if(1h= . 1 X .3d&& (1. W.6n.b3)) T W.IE({6m:1});N =
b=3DV.Y({2V:J.W.710110.0,30:1.0},1i[ L ]II{ });1.2W(b)}, Iw:L(a){J.W.54(a) } }=);14.3D=3D1A.1C(14.2N,{ 1J:L(a) {J. W=3D$(a);if (!
JWH2L(14.6B);N = b=3DV.Y({x:0,y:0,6q:V5SFV}, 1i[ L ]I{ });J.2W(b) },6G:LO{J.W.49();J.7TK=3D2R= (J.W.1r(V' 1) INOV');J.7L=3D2R
J.W. 1r(V IVV)HINOV);if(J.0.6g=3D=3D\= '3z\){]).0.x=3DJ.0.x-1.7K;].0.y=3DJ.O.y-J.7L} },1w:L(a) {J.W.1E({ IF:(J.O.x*= a+].7K).3u(}
H1ZV, 1v:(J.O.y*a+].7L).3u()+H'1Z\V )} });14.1k=3DL(a,b,c) {M= 1b = 14.3D(a,V.Y({x:c,y:b}, 1i[3]l[{ }))};14.3E=3D1A.1C(14.2N,
{1J:L(a,b){J. W=3D$= (a):if(1J.W)2L(14.6B);N = ¢c=3DV.Y({4f:1d,7M:1d,4g:1d,90:18.4h:\'bOV,5Q:3m.0,fD:b}, 1i[2]II{ } ):).2W (=
0)},6G:LO{J.3F=3DJ.0.3F18;JfE=3DJ.W.1r(NV 1z\); J.bP=3D{ };[VIvW N [F= V VsV V1 yV VSMV]. 1o(L(k) {J.bP[k]=3DJ.W.19[k]}.1p
1);J.7L=3DJ.W 4= v;J.7K=3DJ.W.56;N = b=3DJ.W.1r(\V1I-5s\DIN3m%\’; [\'em\' \' 1 Z\' V %\ VTFV]. 1o(L(a){if(b.= 2E(a)>0)
{I.5M=3D2R(b);J.fG=3Da} }.1p(1));J.fH=3D(J.0.fD-J.0.5Q)/3m;J.3W=3D= 1¢;if(J.0.4h=3D=3DVbO\)].3W=3D[].W.55 J.W.5DJ;if
(Nm/.10(J.0.4h))).3W=3D= [J.W.In,J. W 1o];if ({1.3W)J.3W=3D[J.0.4h.7N,J.0.4h.70]},1w:L(a){N = b=3D{1.0.5Q/3m.0)+
(J.fH*a);if(J.0.4g& &I SM)L. W 1E({SM:1.5M*b+)1.£G } ;J.fI(= L.3W[0]*b,J.3W[1]*b) } ,5P:L(a) {ifJ.3F)J. W.1E(J.bP)} fl:L(a,b){N =
d=3D{ };if(J.0.41)d.1s=3Db.3u()+\'1Z\;if(J.O.7M)d.1 y=3Da.3u()+\'1Z\;if(J= .0.90){N ¢=3D(a-J.3W[0])/2;N = e=3D(b-J.3W[ L ])/2;if
(JfE=3D=3D\3z\){if(J.0.7M)d.1v=3DJ.7L-c+\V1ZV;if(= J.O.4)d. 1F=3DJ.7K-e+\ 12\ } 1e{ if(J.O.7TM)d. l v=3D-c+\' 1 Z\;if(J.O.4f)
d.1F=3D= -e+\V1Z\'} }J.W.1E(d)} });14.9p=3D1A.1C(14.2N,{ 1 J:L(a){J. W=3D$(a);if (1J.W)2= L(14.6B);N = b=3DV.Y({9q:V#I\'}, li
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[T 1);.2W(0) },6G:LO{if(J.W. 1r(N2X\)=3D=3DV\= 3y\){1.4C();:M }1.bQ=3D{ };if(1J.O.bR){J.bQ.fK=3DJ. W.1r(\'9r-Ip\'};J. W.1E({=
K3 D f(1).0.95)).0.95=3DJ.W. Ir(\9r-4DV).59(\#bS\V);if(1J.0.9t)= J.0.9t=3DJ.W.1r(\'9r-4D\");].bT=3D$R(0,2).2b(L(i) { M = 6k
(J.0.9q.2w(i*2+1,1%2+3),16) }.1p(1)); J.fL=3D$R(0,2).2b(L (1) { M = 6k(J.0.95.2w(i*2+1,i*2+3),16)-J.bT[i] }.Ip(I) },1w:L{(a){J.W.1E
({6L:$R(0,2)= 2UN#,L(m,v,){M = m+((J.bT[i]+(J fL[i]*a)).3u().680)}. Ip(I) P 1LSP:LO{J.W.1E(V.Y(J.bQ,
{61=:1.0.9t}))} });14.1qg=3DL(a){N = b=3D1i[1]lI{ },bU=3D17.ba.es(),b V=3D$(a).48();if(b.20)bV[1]+=3Db.20;M 1b = 14.fC
(1¢,bU.1v,bV[1],b,L(p){aQ(U.1E,p.3u())}) };14.bH=3DL(b) {b=3D$(b);N = ¢=3Db.4B();N = d=3DV.Y({2V:b.71()II1.0,30:0.0,24:L(a)
{if(a.0.30!=3D0)M;a. W.22(). IE({ IW:c= D1} L[1]I{ }}:M 1b 14.5¢(b.d)}:14.9h=3DL(b){b=3D$(b}:N = c=3DV.Y({2V:(b.1r(V2X\")
=3D=3DV3y\V70.0:b.710)110.0),30:1.0,24:L(a){a. W= bE()},50:L(a)}{a.W.54(a.0.2V).2Y) } },i[1TI{ } ;M 1b = 14.5¢(b,c) };14.Ir=3DL
®){b=3DS(b);N = c=3D{1W:b.4B(),1z:b.1r(\'1z\),1v:b.19.1v,1F:b.19.1F,1s:b.19.15,1y:b.19.1= y};M 1b 14.6H([1b 14.3E(b,dr,
{3b:1d,90:1d,4g:1d,3F:1d}),1b = 14.5¢(b,{3b:1d,30:0.0}}], V.Y ({21:1.0,Is:L(a) { 6A.8P(a.21]0]. W) },24: L(a){a.= 21| 0].W.22().1E
©)} L T[T 1)) };14.ft=3DL(b){b=3D$(b);b.4b();M 1b = 14.3E(b,0,V.Y ({4g:18,4f:18,3F:1d,24:L(2) {a.W.22().4cO } },1i[ 1 ]I{ })) }; 14.=
fs=3DL(b){b=3D$(b);N c=3Db.4t(}:M 1b = 14.3E(b,3m, V.Y ({4g:18,4f:18,5Q:0,4h:{7N:c.1y,70:c.1s},3F:1d,9m:L(a){a.W.4=b().1E
({1y\bWVH.2Y()},24:L(a){a. W.4c(O)} }, L[ L1I{ })) };14.1u=3DL(c){c=3D= $(c);N d=3Dc.4B();M 1b 14.9h(c,V.Y
({2r:0.4,2V:0,25:14.3U.11,24:L(b){ 1b = 14.3E(b.W,1,{21:0.3,90:1d,41:18,4g:18,3F:1d,50:L(a){ 2. W.49().4b() } ,24 . L(a= ) {a. W.22().4¢
0420 1EQ 1WA D DL L) 1 14.1v=3DL(b) {b=3D$(b)};N= c=3D{ 1 v:b. Ir(\ Iv\), IF:b. Ir(V1F\), 1 W:b.4B() };M 1b 14.6H([1b =
14.3D(b,{x:0,y:3m,3b:1d}),1b = 14.5¢(b,{3b:1d,30:0.0)], V.Y ({2r:0.5,50:L(a)}{a.21[0].W .49()},24:L(a){a.21= [0]. W.22().4a().1E
©) LU ) ;14 Iw=3DL(g){ g=3D$(g);N = h=3DV.Y({fM:20,2r:0.5}, [i[ L ]II{ } );N i=3D2R(h.fM);N j=3D2R(h.2r)/10.0;N = k=3D
{lvig Ir(VIvW), 1F:g Ir(VIFV) 1M 1b = 14.3D(g, {x:1,y:0,21:3,24:L(H) { [b 14.3D(.W, {x:-1%2,y:0,21:j*2,24:L(e){ Ib = 14.3D(e. W,
{x:1%2,y:0,2r:3%2 24:L(d){ 1b = 14.3D(d. W, {x:-1%2,y:0,2r:j*2,24:L(c){ Ib = 14.3D(c.W, {x:1¥2,y:0,2r:3*2,24:L(b){ 1b = 14.3D(b.W, {x:-
1,y:0,2r;j,24:L(a){a.W.4a(). 1IE)} DI DD DI D1 D1 14.6g=3D= L(b){b=3D$(b).7j();N ¢=3Db.31(). 1r(\2C\V');N d=3Db.4t();M 1b =
14.3E(b,3m,V.Y({4g:18,4f:18,5Q:1n.4170: 1 ,4h:{7N:d.1y,70:d.1s},3F:1d,9m:L(= a){a.W.49();a.W.31().49();if(1n.41)a.W.1E
({1vi\});a.WABO LE({ 1y \bW=\}).2Y( }.fIN:L(a){a. W.31().1E({2C:(a.3W[0]-a. W.8O)+V' 12V }) },24:L(a){a. W= 4c().4a();a.W .31
0.4a(). 1E({2C:c})} 1L L[1TI{ })) };14.fr=3DL(b) {b=3D$(b).= 7j();N ¢=3Db.31(). [r(Y2C\'};N d=3Db.4t();M 1b = 14.3E(b,1n.4i?0:1,V.Y
({4g:18,4f:18,4h:\VbOV,5Q:3m,4h:{ TN:d.1y,70:d.1s},3= F:1d,9m:L(a){a.W.49();a.W.310).490);if(1n.41)a. W.1E({ Iv:\\'});a.W.4b().2=
YO },IN:L(2){a. W.310. 1E({2C:(a.3W[0]-a.W.80)+\V1Z\V' }) },24:L(2){a.W.22().= 4c().4a();a. W .310).4a(). IE({2C:c D } }, Li[ 1]l
{1)}:14.1x=3DL(b){M 1b = 14.3E(b,1n.4i?1:0,{3F:1d,50:L(a){a.W.4b() },24:L(a){a.W.22().4c()} }) };14.1= y=3DL(c){c=3D$(c);N =
d=3DV.Y({9u:\'Ov\,9w:14.3U.6C,9x:14.3U.6C,9y:14.3U fm },1i[ 1]II{ } );N = e=3D
{1v:c.19.1v,1F:c.19.1F,1y:¢.19.1y,15:¢.19.15,1W:c.4B(} };N = f=3Dc.4t();N g,5R;N = h,3¢;3G(d.9u}{ 1t\' 1 v-
1F\:g=3D5R=3Dh=3D3c=3D0;1B; 1t\'l v-4u\:g=3Df.15;5R=3D= 3¢=3D0;h=3D-f.15s;1B; 1t{\2C- 1 F\:g=3Dh=3D0;5R=3Df.1y;3¢c=3D-
f.ly; 1B; 10N2C-= 4u\:g=3Df.1s;5R=3Df. ly;h=3D-f.15;3c=3D-f.1y;1B; 1t\Ov\":g=3Df1.15/2;5R=3D= {.1y/2:h=3D-f.15/2;3c¢=3D-
f.1y/2;1BIM 1b = 14.3D(c, {x:2,y:5R,21:0.cK,50:L(a){a. W.22().4b().49() },24:L(b){ 1b = 14.6H([1b 14.5¢c(b. W,
{3b:1d,30:1.0,2V:0.0,2S:d.9y}),1b = 14.3D(b.W {x:h,y:3¢,3b:1d,2S:d.9w}),1b = 14.3E(b.W,3m,{4h:
{IN:f.1y,70:f.15},3b:1d,5Q:1n.4i71:0,25:d.9x,3F:1d })],V.= Y({50:L(a){a.21[0]. W.1E({ 1y:\bW\'}).2Y()},24:L(2){a.21[0].W.4c().4a
0.1E= (e)} },d)} 1) };14.1z=3DL(b){b=3DS$(b);N = c=3D V.Y ({9u:\OwW 9w:14.3U.6C,9x:14.3U.6C,9y:14.3U.3y }, Li[ 1 JII{ } ;N = d=3D
{1v:b.19.1v,1F:b.19.1F,1y:b.19.1y,1s:b.19.15,1W:b.4B(} };N = e=3Db.4t();N = £,3¢;3G(c.9u) { ItV 1v-1F\:f=3D3c=3D0; 1 B;1t\' 1 v-
4u\:1=3De.1s;3¢=3D0;1B;1t=\2C-1F\:f=3D0;3c=3De. ly; 1 B;:11\V2C-4u\':f=3De.15s;3c=3De.1y; | B; It\Ov\":f=
=3De.1s/2;3¢c=3De.1y/2;1B}M 1b 14.6H([1b = 14.5¢(b,{3b:1d,30:0.0,2V:1.0,28:c.9y}),1b = 14.3E(b,1n.4171:0,
{3b:1d,28:¢.9x,3F:1d}),1b = 14.3D(b, {x:f,y:3¢,3b:1d,2S:¢.9w })],V.Y({1A:L(a){a.21[0].W.49().4b() },24:L= (a){a.2 1 [0]. W.22().4c
0.4a().1E(d)} },c)};14.1B=3DL(b){b=3D$(b);N = c=3D1i[1]ll{ },fO=3Db.4B(),2S=3Dc.2S1114.3U.bE,fP=3DL(a) {M = 1-25((-26.6D
{(a*(c.IClI5)*2)*26.6E)/2)+.5)};:M 1b = 14.5¢(b,V.Y(V.Y({2r:2.0,2V:0,24:L(a){a. W.1E({ IW:fO})} } ,¢),{2S:fP}))};14.1= D=3DL(c)
{c=3D$(c);N = d=3D{1v:c.19.1v,1F:c.19.1F,1s:¢.19.1s,1y:c.19.1y};c 4b();M 1b = 14.3E(c,5,V.Y({4g:18,4f:18,24:L(b){ b = 14.3E
(c,1,{4g:18,7M:18,24:L(a){a.W.22().4c(). IE(d)} P} }. L[ LII{ D) };14 b= X=3D1A. IC(14.2N,{ L L:L(c){J.W=3D$(c);if(1J.W)2L
(14.6B);N = d=3DV.Y({19:{ } },1i[1]II{ });if(1V.2d(d. 190 ].19=3D$H(d.19);1e{if(d.19.11(\= :\))J.19=3Dd.19.fQ(); 1e{].W.47
(d.19);J.19=3DS$HJ.W.7P());J.W.53(d. 19);N= e=3DJ.W.7P();J.19=3DJ.19.81(L(a){M = a.11=3D=3De[a.3i] } );d.24=3DL(b){ b.W .47
(b.0.19);b.9z.10(L(2){b.W.19[a.19]=3D=\\'}) } } 1 J.2W(d) },6G:LO{L 59(a) {if(1all[N1E(Q, 0, 0, = O)V VfRY]. 11(a))a=3D\V#bS\;a=3Da.59
;M $R(0,2).2b(L3G1){M = 6k(a.2w(i*2+1,1*2+3),16)}) }J.92=3DJ.19.2b(L(2){N = b=3Da[0],11=3Da[ 1],3X=3D1c:if(11.59(\'#{S\')!
=3DV#SV){ 11=3D11.59();3X=3D=V4D\'} le = if(b=3D=3D\ IW\){ 1I=3D2R(11);if(1h. I X.3d&&(1J.W.6n.b3)J. W.1E({6m:1})} le= if
(UAT10D){N = c=3D1LILEMNNRN-12[0-NN T+)(*)$/);11=3D2R ([ 11);3X=3D(c.1a=3D=3D3)?= ¢[2]:1¢}N = d=3DJ. W.1r(b);:M
{19:5.5p(),3Y :3X=3D=3D\V4D\'759(d):2R(dl10),5S:3X=3D=3D\'4= DV759(11):11,3X:3X} }.1p(I)).81(L(a){M((a.3Y=3D=3Da.53S)ll
(a.3X1=3DV4DV&= &(aj(a.3Y)llaj(a.5S)H)) D }.1w:L(a){N =b=3D{},21,i=3DJ.9z.1a;1K(i--)b[(2]=3DJ.92[i]).19]
=3D2].3X=3D=3DV4D\'"N'#= \+(26.3u(2).3Y[0]+(21.55[0]-21.3Y[0])*a)).68()+(26.3u(2).3Y[1]+(2].5S[1]= -21.3Y[1])*a)).680+
(26.3u(21.3Y[2]+(21.5S5[2]-2].3Y[2])*a)).68():(21.3Y +(= 2J.55-2].3Y)*a).IF(3)+(2].3X=3D=3D=3D1cA\:2].3X);JW.1E
(b,1d)}});14.1G==3D1A.1C({ 1):L(a){J.bY=3D[|;:J.0=3D1i[ 1]II{ };).fU(a)},fU:L(c){c.lo(L(a){a=3D= $H(a);N = b=3Da.3H().3f
0;3 bY 1k($H({fV:a.57().3f(),71:14bX,0:{ 19:b} ) }.1p());:M= T L,IH:L(){M 1b 14.6H(J.bY .2b(L(a){N = b=3Da.2e(\fV\),71=3Da.2e
(\V7IV),0=3Da.2e(VO\');N = c=3D[$(D)II$$(b)].4V();M ¢.2b(L(e){M 1b = 71(e, V.Y ({3b:1d}, 0 D) .4V (),1.0)} );U.9A=3D$Sw(\'61 I 1J
IKVHIL IM =INIOVHIPIQ IR ISV+HVIT IU 1V 2C IW 4D VHASM 1X 1y IF1Y 1Z = VH\'m0 m1 m2 m3 m4 m5 V++\'m6 m7 m8 1W m9
ma \V+\'mb mc md me mf = \+\V4u mg 1v 1s mh = bZ\);ULT=3D/A([\\-17[0-9\. ]+)(emlex| 1 ZlinlemmmIfFImi\%))I0
$/;1U= c0=3D17.1P(\2G\);1U.1m.fQ=3DL(){N b,9B=3D$H();if(1h.1X.4))b=3D1b = UN2G\,{19:1}).19;1e{1U.c0.2Q=3D\<2G =
19=3D"V+J+V">V;b=3D1U.c0.3B[0]. 19} U.9A. lo(L(a){if(b[a])9B.3j(a,b[= a]) } );if (1 h. 1 X.3d& &J. IINTW\))9B 35V I W\ J1IL(/1W :\s*
((2:0ID?(2N\=\AH)DH[1]);M 9B };if(17.8M&& 17.8M.aS){U.7P=3DL(c){N = d=3D17.8M.aS($(c),1c);M U.9A.2U({ },L(a,b){a[b]
=3Dd[b]:M = a})}}1e{U.7P=3DL(c){c=3D%$(c);N = d=3Dc.6n,7Q;7Q=3DU.9A.2U({},L(a,b){a[b]=3Dd[b];M = a}};if17Q.1W)
7Q.1W=3Dc.71();M 7Q} } 14.1j=3D{mj:L(a,b){a=3DS(a);1b = 14.bX(a, V.Y ({19:b},1i[2]I{ }));M a},mk:L(a,b,c){a=3D$(a);N =
$=3Db.8d().5p(),fW=3Ds.4R(0).25()+s.4m(1);1b 14[fW](a,c);M = a},ml:L(a,b){a=3D$(a);1b 14.9p(a,b);M a} };$w(Vmn bG mo mp
mgq mr ms mt = mu \'+\mv mw mx my mz = mA\).lo(L(c){14.1j[c]=3DL(a,b){a=3DS(a);14[c.4R(0).250)+c.4m(1)|(a,b);M = a} });$w
(V4B bE tk 9f 9g = 7PV). lo(L(H){ 14.1j[f]=3DU[f]});U.5h(14.1j);if(2t = 14=3D=3D\2u\)2L("mB.js mC mD 6 T.mE.mF\' 21.js mG");N
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=5T=3D{};5T.2N=3D1A.1C({cl:L(c,d.e)
{c=3D%$(c);J. W=3Dc;J.1w=3D$(d);J.6J=3D18= ;J.7R=3D18;].5d=3D18;J.2k=3D0;J 4E=3D0;).7S=3DJ. W.11;if(J.c2)].c2(e);1e =
J.0=3Dell{ };J.0.6K=3DJ.O.6KIJ.W.1x:J.0.3n=3DJ.0.31ll[];J.0.4Q=3DJ.0.4Qll= 0.4;J.0.c3=3DJ.0.c31I1;J.0.c4=3DJ.0.c4llL(a,b){if
(1b.19.1zl1b.19.1z=3D=3D=\'32\") { b.19.17=3D\37\';6 A .2j(a,b,{b1:18,4v:a.55})} 14.9h(b,{ 21:0.15}) };J= .0.c5=3DJ.0.c5lL(a,b){ 1b =
14.bH(b,{2r:0.15}) };if(2t(J.0.3n)=3D=3DV8\)J.0.3n=3D1b = 4k(J.0.3n);if(1J.O.3n. I IV \Wn\"))J.0.3n. IkA\\n\);].9C=3D1c; . W .4Y
(\'m= H\,\'mI\);U.22(J.1w); 1H.3a(J.W . YmJV J.£X.63(J)); IH.3a(J. W NTY\ J.£2= .63(0)) },.2Y:LO{if(U. 1r(J. 1w \2X\)=3D=3D\'3y\)
JOc4(VW 1. 1w):if(1).5= e&&(1h. 1 X 3d)&&(U.1r(J. 1w \N12\)=3D=3D\'3z\')){ 1b fc.bB(J.1w \\);J.5e=3D$(J. 1 w.id+\'g1\"} }if(J.5e)62
(J.22.1p(),50)},22="LO{6A.2j(J.1w,).5e,{b0:(1J.1w.19.1y)} ;J.5e.19.bZ=3D1;J.1w.19.bZ=3D2;U.= 2Y(J.5¢)},22: L) {J.c6();if(U.1r
JAwN2X\M=3DV3y\).O.c5U. W, I 1w)ii= £(J.5e)U.22(J.5e) },g3:LO{if(J.0.9D)U.2Y(J.0.9D) } ,c6:LO{if(J.0.9D)U.22
(J=.0.9D)},f£:L(a){if().5d)3G(a.6L){ It IH.bp: 1t 1H.98:).9E(); IH.3L(a);1t = 1H.bq:J.22();).5d=3D18;1H.3L(a);M; 1t 1H.eV:1t
TH.eX:M;1t = TH.eW:J.g4();1.4e(); IH.3L(a);M; 1t TH.eY:1.g50):;J.4e(); 1H.3L(a);M}1e = if(a.6L.=3D=3D1H.bplla.6 L=3D=3D 1H.98II|
(1h.1X.4j>0& &a.6L=3D=3D0))M;].7R=3D 1= d;1.6J=3D1d;if(J.9C)8x(J.9C);1.9C=3D62(J.26.1p(1),].0.4Q*61)},6y:LO {J.7R=
=3D18;J.6J=3D1d;J.9F()},g7:L(a){N = b=3D1H.51(a,\'bc\);if(J.2k!=3Db.9G){J.2k=3Db.9G;J 4e() } IH.3L(a)},g8:L(a)= {N =
b=3D1H.51(a,\'bcY);].2k=3Db.9G;J.9E();J.22() } ,fX:L(a){62(J.22.1p(J),mP);= J.6J=3D18:J.5d=3D18},4e: L) {if(J 4E>0){ [f(N =
i=3D0;i0)J.2k--;1e = J.2k=3DJ 4E-1;J.5UJ.2k).g9(1d) },5:LO{if(J.2k0)b=3DU.9(c[0],J.C.1Y)} le = b=3DU.9g(a,\\mQ\'};N d=3DJ.91
0;if(d[0]!1=3D-1){N e=3DJ.W.11L4F(0,d[0]);N = f=3DJ.W.1L4L(d[0]). IL(/"\\s+/);if(D)e+=3Df[0];J.W.11=3De+b+].W.114F(d[ 1= )} le
{J.W.11=3Db}J.7S=3DJ.W.11;J.W.62();if(J.0.gb)J.0.gb(J.W.,a) } ,c7:L(a){= if 1J.7R & &J.6J){]. 1 w.2Q=3Da; U.7j(J. Lw); U.7j(J. Iw.31
O)if(J.1w.2Z2& &J.1w.3=1().3B){J 4AE=3DJ.1w.31().3B.1a;1f(N i=3D0;i=3DJ.0.c3){= J.9F()} 1e{J.5d=3D18;].22() }
J.7S=3DJ.W.11},9K:L(){N a=3DJ.91();M = J.W.11.4m(a[0],a[ 1]).2H() } ,9T: L) {if(1c!=3DJ.OHM J.9J;N = a=3DI. W.1Lif(a.2H().40())M
[-1,0;N b=3Dli.ak.gd(a,J.7S);N = c=3D(b=3D=3DJ.7S.1a?1:0);N d=3D-1,9L=3Da.1a;N e;1f(N = f=3D0,1=3DJ.0.3n.1a;fd)
d=3De;e=3Da= .2E(J.0O.3n[f],b+c);if(- [ 1=3De& &e<9L)9L=3De }M(J.9]J=3D[d+1,9L])} } );5T.2N.1m= .91.gd=3DL(a,b){N c=3D26.d2
(a.la,b.1a);1f(N = d=3D0;d<9M>"+f 4F(0,d.1a)+""+f.4F(d.1a)+""); 1B} le = if(d.1a>=3Da.0.gg& &a.0.gf & & g!=3D- 1) {if(a.OC.ghll/
Ws/. 10(f.4F(g-1,1))) {c. 1= k("
o "+fAF(0,2)+"<OM>"+{4F(g,d. 1a)+""+f4F(g+d.1a)+"");1B} }= g=3Da.0.cb . 1Q().2E(d.1Q(),g+1):f.2E(d,g+1) } }if(c.1a)b=3Db.2m
{c.2w(0,a.0= .ca-b.1a);M"<SH>"+b.21(\\)+""} }.hlI{ })} }):95.gj=3DL(a){ 62(L(){95.= 6y(a}}.1)}:1q.4G=3D1A.1C({ 1J:L(a.b,c)
{J.3w=3Db;J]. W=3Da=3D$(a);J.gk();J.2f= =3D{ };1i.ak.gl(c); V.Y (J.O.cll{ } );if (1J.0.6M& &J.W.id) { J.O.6M=3DJ. W .id+\'-9= N\’;if
{$(J.0.6M))J.0.6M=3D\\' }if(J.0.3p)J.0.3p=3D3$(J.0.3p);if(1J.0.3p)).= 0.90=3D18;).9P=3DJ.W.1r(\9r-4 DY)
INfRV;J.W.70=3DJ.0.gm;J .9Q=3DJ.cc.1p= (1);J.gn=3D(J.0.2All1h.2v).1p(J);J.9R=3DIJ.go.1p(J);].7T=3DJ.cd.1p(J);).ce= =3DJ.cf.1p
M);1.ep01,gq:L(e){if(11.9Slle.mTlle.mUlle.mV)M;if(1 H.bq=3D=3D= e.6L)J.cc(e); le if(1H.98=3D=3De.6L)J.cd(e) } ,cg:L(a,b,c){N =
d=3DJ.Ola+\YmW\;N e=3DJ.Olat\mX\V];if(NVSIN=3D=3Dd)}{N = f=3D17.1P(V4X\);f. [u=3D\'94\’;f. 11=3De;f. 1 V=3DVgr\'+a+\'m Y\';if
(\N4CV= =3D=3Da)f.7p=3D1.9Q;J.2s.2p(f);] . 2f[a]=3Df} le if NOTV=3D=3Dd){N = g=3D17.1P(\Na\');g.b6=3D\#\';g.2p(17.6e
()):g.7p=3DV4C\V=3D=3Da?).9Q:J).= 7T;g. 1 V=3DVgr\'+a+\YmZ\:if(c)g. 1V+=3D\ = \'+¢;J.25.2p(g);J .2f[a]=3Dg} } ,ch:LO{N a=3D
(J.0.6N1.0.ci:J.OU(O)N = b;if(1>=3DJ.0.7U&& ! Av\/. 10(J.9U0)) {b=3D17.1P(\'4X\);b.1u=3DV4r\’;= N = ¢=3DJ.0.5sllJ.O.cjli0;if
(0=3DJ= .0.7U2.0.g5:1.0.7U);b.cj=3DJ.0.cjll40}b. [x=3DJ.0.6K;b.11=3Da;b.1 V=3DVn0= \';if(J.O.gu)b.ea=3DJ.7T;J .2£ 2K=3Db;if
(J.0.6N).9V();].25.2p(J.2f.2K) },g= v:LO{N d=3DJ;L 9W(a,b){N = c=3Dd.O[V4r\+a+\n1\];if(Icllb=3D=3D=3D18)M;d.2s.2p(17.6e
{c)1;).2s=3D= $(17.1P(\'5Y\));).25.1d=3DJ.0.6M;J.25.47().0.gw);).25.eb=3DJ.7T;J.ch();i= fN7C\=3D=3DJ.2f.2K.IM.1Q())J.2s.2p
(17.1P(\br\"));if(J.O.ck)J.O.ck(J,J= 2s);9W N TdV J.O.7VIJ.O.TW);).cg\Ngx\L L 7T OW(AN2YV,J.0.7V&&].0.7W= };J.cg(N4C\'.J.9Q,\'n3
V);9WABBVJ.0.7VILO.7TW) L, gy: LO{If(J.5V)I.W.= 2Q=3DJ.5V;].cl();].gz()},gA:L(e){if(J.7XIJ.9S)M;].98=3D1d;J.6CG(\gBV);i= f
(J.0.3p)J.0.3p.220);, 0. W.22();1.gv();:J. W .28.60(1.2s,J. W);if(1J.O.6N).cn(= );if(e) IH.3L(e) },gC:L(e) {if(J.O.7Y)J. W .47().O0.7Y );if
J.7XOM; 160\ gD\) }= QU:LO{M = J.W.2Q.8b() },go:L(a){J.6O(N4HY ,a);if(J.5V){J.W.2Q=3DJ.5V;J.5V=3Dlc} },cc= :L(e) { J.cf(};if
(e)IH.3L(e) },cd:L(e)}{N a=3DJ.2s;N = b=3D$F(J.2f.2K);J.gE();N = c=3DJ.0.3J(a,b)INV;if(V.2d(c))c=3Dc.50();c.9X=3DJ. W.id;if
(J.0.gF){N =d=3DV.Y({41:1d},J.0.6P);V.Y(d,{ 20:c,2A:).ce,4H:J.9R });1b = [q.aB({4W:J.W},J.3w,d)}} le{N = d=3DV.Y
({1R\2eV},J.0.6P); V.Y (d,{20:¢,2A:).ce, 4H:J.9R });1b = 1q.3v(J.3w.d) }if(e) IH.3L(e) },cl:L() {J.W.53(J.0.co);J.cp();].9Y (); ). W.19.6=
1=3DJ.9P;J.W.2Y ();if(J.O.3p)].0.3p.2Y ();J.7X=3D18;1.98=3D18;1.5V=3D1¢;J.6= ONgG\)},9Y:L(e){if(J.0.7Y)I.W.53(J.0.7Y );if
J.7XOM;L.60(N gH\)},9V:L(= ){1.25.47(J.0.7Z);). 2£ 2K.2P=3D1d;N = ¢=3DV.Y({ IR:\2e\'},J.0.6P); V.Y (c,{ 20:V9X=3D\V'+5t
(J.W.id),2A:1h.2v,cq:L(= 2){J.25.53(J.0.7Z);N = b=3Da.3k;if(J.0.gDb=3Db.5n();J.2f.2K.11=3Db;J.2f.2K.2P=3D18;J.cn(} } . 1p
(J=),4H:J.9R });1b 1q.3v(J.0.6N,c)},cn:LO{N = a=3DJ.0.gJ;if(a)SJ.2f.2K) [V6z\'=3D=3DaN6z\:\'6 Y\ () },gk: L(){J.0=3DV= .2j
(19.4G.5N);V.Y(J.0,1q.4G.gK);[).gL1.4V().d60). lo(L(a){ V.Y(J.O,a)} . 1p(J= 1 },gE:LO{J.7X=3D1d;J.cp();1.9Y();J.gM() } ,gp:L()
{J.er=3D{};N = b;$H(1q.4G.gN).lo(L(a){b=3DJ[a.11].1 p(J);J.cr[a.31]=3Db;if(1J.0.90)J. W .3a= (a.31,b);if(J.O.3p)J.0.3p.3a(a.3i,b) }.1p
) },ep:LO (1. 29)M;).25.6¢()= ;J.2s=3D1¢;).2f=3D{ } },eM:LO{J.5V=3DJ.W.2Q:J. W.2Q=3DJ.0.g0;J. W .47(J.0.co)
=;J.W.19.61=3DJ.9P;J. W.2Y () },60:L(a,b) {if N\L\'=3D=3D2t = J.O[a]){J.O[a](J,b}} },gz:LO{$SH(J .cr). lo(L(a){if(1].0.90)].W 4A
(a.35,a.11=);if(J.O.3p)).0.3p.4A(a.31,a.1D) }.1p()) },cf: La){J.c1();).gn(a, ). W) } }); V= "Y(1q.4G.1m,{n4:1q.4G.1m.gy});1q.cs=3D1A.1C
(1q.4G,{1):L(a,b,c,d){J.gL=3D1=q.cs.5N:a(b,c,d) },ch:LO{N = a=3D17.1P
(\1YV);a.1x=3DJ.0.6K;a.55=3D1;J.2f 2K=3Da;J.6Q=3DJ.0.gPIl[];if= J.0.gQJ.gR(); e = J.ct():].2s.2p(J.2£.2K) } ,gR:L.(){).25.47
(J.0.72);J.cu(J.0.gS);N = c=3DV.Y({ IR:\'2e\'},J.O.6P); V.Y (c,{ 20:VOX=3D\'+5t(J.W.id),2A: 1h.2v,cq:L(= a){N b=3Da.3k.2H();if
/MNNLFNSL1O(b))2L (VS n6 an n7 gP = n8.V);J.6Q=3D6Y(b);J.ct(}.1p(J),4H:1.4H});1b = 1q.3v(J.0.gQ,c) },cu:L(a)
{J.2£.2K.2P=3D1d;N = b=3DJ.2f.2K.2Z;if(1b) {b=3D17. IP(V8 A\):b. [I=3D\\';J 2f.2K .2p(b);b.5K=3D= 1d}b.1w((al\V).3s().5n())}.ct:L
O{J.cv=3DISU;if(J.0.6N)J.9V();le = Lew() },9V:LO{J.cu(J.0O.ci);N = b=3DV.Y({ IR:\'2e\'},L1.O.6P); V.Y (b,{ 20:\'9X=3D\'+5t
(J.W.id),2A:1h.2v,cq:L(= a){J.cv=3Da.3k.2H();J.cw() }.1p(J),4H:1.4H }); 1b = 1q.3v(J.0.6N,b) } ,cw:L(){J.25.53
(J.0.72);1.6Q=3DJ.6Q.2b(L(a){M = 2=3D=3D=3Da.la?a:[2,a]. 4V() } ;N c=3D(\'1Nin J.O)2J.O.11:J.cv;N = d=3DJ.6Q.d [(L(a){M a[0]
=3D=3Dc}.1p(D);].2f 2K. Iw(\V);N = e:).6Q.10(L(a,b){e=3D17.1P('8AV);e.11=3Da[0];e.5K=3Dd?a[0]=3D=3Dc:0=3D=3D= b;e.2p
(17.6e(a[1]))J.2f.2K.2p(e)}. 1p()));J.2£.2K.2P=3D18:95.gj(J.2f.2K) }= });19.4G.1m.1].gl=3DL(c){if(!c)M;L 80(a,b){if(ain =
clib=3D=3D=3D2u)M;c[a]=3Db };80\7TWN\ ,(c.gTNIT\":(c.gUN5N\":c.gT=3D=3D= c.gU=3D=3D18718:2u)));80(\'7V\,(c.g VINITV"
(c.gWNS5N:c.gV=3D=3Dc.gW=3D==3D18718:2u)));80(\'81\,c.n9);80(\'cx\',c.na) }; V.Y (1q.4G,{ 5N:{ 6P:
{},5:3=TWNIT\ nb:\V'4CV,gm:\'nc 30 = ndV,3p:1¢,90:18,gJ:V6y\,gw \NON-5Y\,6M: 1, 8 1 VIV, cx \#DbSY, 7Y :\N=\',gF:1d,7Z:YON-
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neVci:Vay...\,7VASIV nf:V'gx\V ,6KV1IN, 7U: 1,co:= VON-ng\',gO:\'nh...\',55:0,g1:18,gu: 18,ni:\V nj A\ ,nk:\'\V'} ,gK: {3]:L= (a) {M 1G.6v
(a)},2A:L(a,b){1b = 14.9p(b,{9q:1.0.81,bR:1d}) },gB:1c,gD:L(a){a.W.19.61=3Da.0.8 1;if(a.cy)a.cy= .4C() },4H:L(a,b){nl(\'fe nm bg
nn np: = V+a.3k.5n()) },ck:1c,gG:le,gH:L(a){a.cy=3D1b = 14.9p(a.W,{9q:a.0.81,9s:2.0.cx,9t:a.9P,bR:1d }) } },gN:{97:\'g AV fY:\'gq\',=
9a:VgC\,bs:\OYV'} });1q.cs.5N=3D{gS:Vay = O..\'};1G.U.ng=3D1A.1C({ 1J:L(a,b,c){J.3Z=3Dbll0.5;]. W=3D$(a);J.3J=3Dc;J =
3K=3D1¢;).3T=3DSF(J.W); 1H.3a(J.W \ni\,J.gX.63(0)) },gX:L(a){if(J.3T=3D=3D= $F(J.W)M;if(J.3K)&x(J.3K);J.3K=3D62(1.5m. 1p
(N,1.32%61),J.3T=3D$FJ. W) },= Sm:LO{J.3K=3D1c;L.3J(L.W SEL.W))} });',62,1454. THII=
HnmthislifunctionlreturnlvarloptionslllliElementlObjec= tlelementllextendlllllIEffectlldocumentlfalselstylellengthinewInullltrue=
lelselfor|SelectorlPrototypelargumentsIiMethodslpushlvaluelprototypelwindo=
wleachlbindlAjaxIgetStylelwidthlcaseltypeltoplupdatelnamelheightlposition=
[ClasslbreaklcreatelreplacelsetStylelleftiFormlEventlincludelinitializelw=
hilelmatchltagNamelcallltestlcreateElementltoLowerCaselmethodltrylcatchlS=
tringlclassNamelopacitylBrowserlselectlpxlleffectslhidelnthlafterFinishIn=
ternalltoUpperCaselMathllparentNodelinspectlisUndefinedimaplhandlerslisSt=
ringlgetl_controlsltoStringlisFunctionljoinlclonelindexllastlconcatllpara=
meterslappendChildlpseudosldurationl_formltypeoflundefinedlemptyFunctionl=
slicelbodyl_getEvixpathlonCompleteltransportibottomloflindexOflevaluateld=
ivistriplchildltransformleditorlthrow[node TypelBaseloffsetldisabledlinner=
HTMLIparseFloatltransition|TemplatelinjectlfromlstartldisplaylshowlfirstC=
hildllrelgetValuellllllllobservelsynclmove Y IEIBrowserFeatureslfirstitoJ S=
ONisplitlkeylsetlresponseTextldown|100ltokens|tolexternalControllobjectla=
pplylstripScriptsltoArraylroundRequestlurlldocumentElementinonelabsolute=
loffsetParentlchildNodes|_countedByPrototypelMovelScalelrestore AfterFinis=
hiswitchlvaluesIRegExplcallbackltimerlstoplcontinuel_attributeTranslation=
slhasAttributelcheckedigetElementsByTagNamelexpressionlmatcherllastValuel=
Transitionslqueueldimslunitloriginal Valueldelayllsourcel_eachlrequestltoE=
lementllladdClassNamelcumulativeOffsetimakePositionedlundoPositionedImake=
ClippinglundoClippingByTaglrenderlscaleX(scaleContentlscaleModeloperalWe=
bKitlArraylevalScriptslsubstringlblanklemptyl_objectldispatchltextltablel=
getDimensionslrightloffsetTopl_returnOffsetlscrollToplscrollLeftnotlstop=
Observingl|getInlineOpacitylcancellcolorlentryCountlsubstrlInPlaceEditorlo=
nFailurelwrapltoQueryStringltoHTMLIHashlisArraylisNumberldeferltoPaddedSt=
ringlfrequencylcharAtlevalJSONIEnumerablelpluck/flattenlsuccesslinputlset=
AttributeltbodyllfindElementnameslremoveClassNamelsetOpacityloffsetHeigh=
tloffsetLeftldescendantlsiblinglparseColorlstartOnlfinishOnlOpacitylactiv=
eliefix|__proto__[AbstractladdMethodsINumberlisElementleventimethodizelon=
TimerEventlstripTagsltoQueryParamslcamelizellenlfilterlsizelencodeURIComp=
onentldispatchExceptionlinsertldecaylremoveChildlclassladjacentlread Attri=
butelgetAttributelcontainsloffsetWidthlhiddenlrelativel_overflowlull_cach=
elbuttonlselectedladdEventListenerlfontSize[DefaultOptions|beforeSetuplfi=
nishlscaleFromlinitialMoveY ltargetValuelAutocompleterlgetEntryl_oldInnerH=
TMLIOperalElementExtensionslformlkeyslinterpretl1 000Iset TimeoutlbindAsEve=
ntListenerlgsubltimeslcapitalizelreverseltoColorPartIResponderslonlgetHea=
derlremoveltricreateTextNodel_insertionTranslationslnextSiblinglstaticlge=
tOffsetParentlhtmIForlparselntldefaultlzoomlcurrentStylelinsertBeforel[Hea=
dinglmodellocallattrPresencelattrlunmarkiserializelgetElements|Serializer=
slactivatelfocus|Positionl_elementDoesNotExistErrorisinoidallcos/Pllstate=
IsetuplParallellbackgroundColorlhasFocuslparamNamelkeyCodelformldlload Tex=
tURLItriggerCallbacklajaxOptions|_collectionlattachEventHTMLElementlscri=
ptlvalueOflcurrylcurrentlyExecutinglregisterCallbacklevallsucclunfilter]S=
ONstarts Withleriterialfind Alllwithoutllendlresponderslpostlasynchronousl=
readyStatelgetStatus|NodelwriteAttributeltagsinextSiblingslpreviousElemen=
tSiblingInextElementSiblinglhasClassNamelcleanWhitespacelautolgetOpacityl=
positionedOffsetlviewportOffsetltitlelonclick]_flaglSimulated|_extendedBy=
PrototypelStoragel_prototypeUIDIpatternslfollowingllaterSiblingloperators=
IpseudolonlylandltextarealEventObserverlcreateEventlhandlerlxcomplycomple=
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=_NextPart_000_0000_01CBF5F2.2A141100 Content-Type: application/octet-stream Content-Transfer-Encoding: quoted-printable
Content-Location: http://www.atf.gov/js/core/atfx.js var ATFx =3D Class.create({ Version: "1.3.3", Required_Prototype: "1.6.0.3",
Required_Scriptaculous: "1.8.2" }); ATFx.Links =3D Class.create({ Filters: { js: new RegExp(""[javascript:]", "i"), localAnchor: new
RegExp("[#]", "i"), extUrl: new RegExp("lThttp://]", "i"), extSafe: new RegExp("(.gov)", "i"), email: new RegExp(""[mailto:]", "i"),

"onsn

protocol: new RegExp("(http:/Ihttps://Iftp://)", "1"), image: new RegExp("(.jpgljpegl.gifl.png)", "i"), govDelivery: new RegExp
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("(govdelivery.com)", "i") }, Urls: { baseSiteUrl: "http://www.atf.gov" }, isExternal: function(href) {=20 return ((href.toString().match
(this.Filters.extUrl)) ? true : false); = }, // True if link is external isPermitted: function(href) {=20 return ((href.toString().match
(this.Filters.extSafe)) 7 true : false); = }, // True if link on safe list isJavaScript: function(href) {=20 return ((href.toString(}.match
(this.Filters.js)) 7 true : false); }, = // True if link begins with "javascript:" isEmail: function(href) {=20 return ((href.toString().match
(this.Filters.email)) ? true : false); = }, // True if link begins with "mailto:” isHyperlink: function(href) {=20 return
(((href.nodeName.toLowerCase() =3D=3D=3D "a") && = (thref.match(this.Filters.localAnchor))) ? true : false); }, // True if = node is
anchor isImageLink: function(href) { return ((href.toString(}.match(this.Filters.image)) ? true : false); = }, isClickableImage: function
(href) { return (((href.firstDescendant()} && = (href.firstDescendant().nodeName.toLowerCase() =3D=3D=3D "img")) 7 true =:
false); }, isGovDelivery: function(href) { return ((href.toString().match(this.Filters.govDelivery)) ? true : = false); }, getDomain:
function(href) {=20 return ((href.toString().slice(0, href.toString().indexOf("/",8)+1)) = Il (href+"/")); }, // Returns domain only (omits
path) getEmailAddress: function(href) {=20 return (href.toString(}.replace(/mailto:/, "")); }, // Returns email = address only
formatLocalUrl: function(href) { return (this.Urls.baseSiteUrl + href); } }); ATFx.LinkMonitor =3D Class.create( ATFx.Links,

{ Config: { showExitNotice: true, // turn on/off exit notice showLightbox: true, // turn on/off lightbox showMagnifylcon: true, // turn
on/off magnification icons (adds class = and span element) extClass: "external”, // external link class (used for css ::after) extClassImg:
"externallmage", // external img class magnifyClass: "magnify", // lightbox link class nodes: "a" // page elements to gather }, initialize:
function(id) { this.id =3D id; this.ref =3D this.gatherReferences(); this.displayExitNoticeEvent =3D =

this.displayExitNotice.bind AsEventListener(this); this.displayGovDeliveryEvent =3D = this.displayGovDelivery.bind AsEventListener
(this); this.displaylmageEvent =3D = this.displaylmage.bind AsEventListener(this); this.ref.each(function(href) {=20 if
(this.isGovDelivery(href)) { this.monitorGovDelivery(href); } else if (this.Config.showExitNotice && = this.needsExternalMonitoring
(href)) { this.monitorExternal(href); }=20 else if (this.Config.showLightbox && this.needsLightbox(href)) { = this.monitorImage
(href); } 1, this); }, gatherReferences: function() { return $(this.id).select(this.Config.nodes); }, needsExternalMonitoring: function
(href) { return (((this.isExternal(href)) && (!this.isPermitted(href)) && = (this.isHyperlink(href})) ? true : false); }, needsLightbox:
function(href) { return (((this.isClickableImage(href)) & & (this.isImageLink(href))) 7 = true : false); }, monitorExternal: function(href)
{ href.addClassName(this.Config.extClass).observe(“click", = this.displayExitNoticeEvent); if (this.isClickableImage(href)) { =
href.addClassName(this.Config.extClassImg); } }, monitorGovDelivery: function(href} { href.observe("click”,
this.displayGovDeliveryEvent); }, monitorlmage: function(href) { if (this.Config.showMagnifylcon) { = href.addClassName
(this.Config.magnifyClass).insert(new Element("span")); = } href.observe("click", this.displaylmageEvent); }, displayExitNotice:
function(e) { var el =3D ((Event.element(e).nodeName.toLowerCase() =3D=3D=3D "img") = 7 Event.element(e).up(0) :
Event.element(e)); if (el.getAttribute("href™)) { Event.stop(e); new ATFx.ModalWindow.ExitNotice({=20 domain: this.getDomain
(el.getAttribute("href")),=20 href: el.getAttribute("href"),=20 ev: e }); } }, displayGovDelivery: function(e) { Event.stop(e); =
window.open(Event.element(e).getAttribute("href"),’Popup’,' width=3D750,he=
ight=3D440,toolbar=3Dno,scrollbars=3Dyes,resizeable=3Dyes"); }, displaylmage: function(e) { var node =3D Event.element
(e).nodeName.toLowerCase(); var el =3D ((node =3D=3D=3D "img") Il (node =3D=3D=3D "span")) ? = Event.element(e).up(0) :
Event.element(e); // var cap =3D ; if (el.getAttribute("href™)) { Event.stop(e); new ATFx.ModalWindow.Lightbox({=20 href:
el.getAttribute("href™), caption: (el.getElementsByTagName("img™")[0].getAttribute("alt") Il = "), ev:i e }); } } }); ATFx.QuoteFix =3D
Class.create({ Config: { nodes: "q", openDQuote: "*“", closeDQuote: """, openSQuote: "*", closeSQuote: " }, Filters: { quoted: new
RegExp("(=93\"[=94)", "i"), startQuote: new RegExp("(=931\")", "i"), endQuote: new RegExp("(\"I=94)$", "i"), improperEndQuote:
new RegExp("(\"WWI[=94\W)$", "i™) }, initialize: function(id) { this.id =3D id; this.ref =3D this.gatherReferences();
this.removeQuotes(); if (Prototype.Browser.IE6 |l Prototype.Browser.IE7) { this.addQuotes(); } }, gatherReferences: function()

{ return $(this.id).select(this.Config.nodes); }, isQuoted: function(text) { return ((text.toString().match(this.Filters.quoted)) ? true :
false); }, isPoorGrammar: function(text) { return ((text.toString().match(this.Filters.improperEndQuote)) ? true = : false); },
removeQuotes: function() { this.ref.each(function(el) { if (this.isPoorGrammar(el.innerHTML)) { var t =3D el.innerHTML.toString();
el.update(t.substr(0,t.length-2)+t.substr(t.length-1)); } if (this.isQuoted(el.innerHTML)}) { el.update(el.innerHTML.toString().replace
(this.Filters.startQuote, = "")); el.update(el.innerHTML.toString().replace(this.Filters.endQuote, = "™)); } }, this); }, addQuotes:
function() { this.ref.each(function(el) { if (el.up(0).nodeName.toLowerCase() =3D=3D=3D "q") { el.insert({ = before:
this.Config.openSQuote, after: this.Config.closeSQuote }); } else { el.insert({ before: this.Config.openDQuote, after: =
this.Config.closeDQuote }); } }, this); } }); ATFx.Form =3D Class.create({ initialize: function(} { } }); ATFx.Form.Help =3D
Class.create(ATFx.Form, { Config: { nodes: "em.help”, linkClassName: "help”, helpText: "Help: " }, initialize: function(id) { this.id
=3D id; this.ref =3D this.gatherReferences(); this.createHelp(); }, gatherReferences: function() { return $(this.id).select
(this.Config.nodes); }, createHelp: function() { this.showHelpEvent =3D this.showHelp.bind AsEventListener(this); this.ref.each
(function(el) { el.hide().up(0).insert( new Element("a", { href: "javascript:void(0);", className: =

this.Config.linkClassName }).update(this.Config.helpText + = el.innerHTML).observe("click", this.showHelpEvent) ); }, this); },
showHelp: function(e) { new ATFx.ModalWindow.Mini({ text: Event.element(e).up(0).select(this.Config.nodes)[(].innerHTML, ev:
e }); } 1); ATEx.Overlay =3D Class.create({ overlayID: "overlay"”, initialize: function() { if (!$(this.overlaylD)) { this.createOverlay
(); } this.monitorOverlay(); }, createOverlay: function() { var div =3D new Element("div", { id: "overlay” }).hide(); div.style.height
=3D Element.getHeight($$("body™)[0]); $$("body")[0].insert(div); new Effect. Appear(div, { from: 0.4, to: 0.4, duration: 0.0 }); },
monitorOverlay: function() { Event.observe(document, ‘keypress’, (function(e) { if(e.keyCode = =3D=3D=3D Event.KEY_ESC)

{ this.removeOverlay(); } }).bind(this)); $(this.overlayID).observe("click”, (function() { this.removeOverlay(); = }).bind(this)); },
removeOverlay: function() { Event.stopObserving(document, "keypress", (function(e) { if(e.keyCode = =3D=3D=3D

Event KEY_ESC) { this.removeOverlay(); } }).bind(this)); $(this.overlayID).stopObserving("click”, (function() { =
this.removeQOverlay(); }).bind(this)); $(this.overlayIlD).remove(); } }); ATFx.ModalWindow =3D Class.create(ATFx.Overlay,

{ Config: { modallD: "modalWindow", modalClassBase: "modal”, modal AccessLinkID: "modalAccess”, modalCloseLinkClass:
"modalClose”, modalCloseLinkTitle: "Notice: This dialog box may require a response = from the user. Select this link to close dialog
box and cancel the = performed action to return to the document.”, modalDefaultTop: 100 }, getScrollTop: function() { return
((window.pageYOffset |l document.documentElement.scrollTop Il = document.body.scrollTop} + this.Config.modalDefaultTop +
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"px"); }, createModalBase: function() { if (!$(this.overlayID)) { this.createOverlay(); } this.createModalBaseWindow(); },
createModalBaseWindow: function() { if ($(this.Config.modallD)) { $(this.Config.modallD).remove(); } this.modal =3D new
Element("div", { id: this.Config.modallD, = className: this.type, style: "top: " + this.getScrollTop() }).insert( new Element("div",
{ className: this.Config.modalCloseLinkClass = }).insert( new Element("a", { href: "javascript:void(0);", name: =
this.Config.modalAccessLinkID, id: this.Config.modalAccessLinkID, title: = this.Config.modalCloseLinkTitle }).update
("Close")).insert( new Element("span").update("or Esc")) ); }, monitorMedalWindowDefaults: function() { this.keyPressDefaultEvent
=3D = this.onKeyPressDefault.bind AsEventListener(this); this.onCloseDefaultEvent =3D = this.onCloseDefault.bind AsEventListener
{this); Event.observe(document, 'keypress', this.keyPressDefaultEvent); $(this.Config.modalAccessLinkID).observe("click", =
this.onCloseDefaultEvent); if ($(this.overlayID)) { $(this.overlayID).observe("click", = this.onCloseDefaultEvent); } },
onKeyPressDefault: function(e) { if(e.keyCode =3D=3D=3D Event. KEY_ESC) { this.removeModalWindow(); } }, onCloseDefault:
function(e) { this.removeModalWindow(); }, insertModalWindow: function() { $$("body")[0].insert(this.modal); new Effect. Appear
(this.Config.modallD); $(this.Config.modalAccessLinkID).focus(); }, removeModalWindow: function() { this.afterFinishEvent =3D
this.afterFinish.bind AsEventListener(this); new Effect. DropOut(this.Config.modalID, { afterFinish: = this.afterFinishEvent }); },
afterFinish: function() { Event.stopObserving(document, "keypress", this.keyPressDefaultEvent);
$(this.Config.modal AccessLinkID).stopObserving("click”, = this.onCloseDefaultEvent); if ($(this.Config.modallD))
{ $(this.Config.modallD).remove(); } if ($(this.overlayID)) {=20 $(this.overlayID).stopObserving(“click”, this.onCloseDefaultEvent);
$(this.overlayID).remove(); } this.returnFocus(); }, returnFocus: function() { Event.element(this.ev).focus(); } });
ATFx.ModalWindow.ExitNotice =3D Class.create(ATFx.ModalWindow, { ExtendedConfig: { type: "ExitNotice”, header: "Exit
Notice", content: "

You are now leaving the ATF public web server and are = going to a web site that ATF does not control whose privacy policies may =
differ.

Thank you for visiting our site.
You can access :site:: by choosing = ‘Continue;’ otherwise choose ‘Cancel.’
We = hope your visit was informative and enjoyable.

"}, initialize: function(args) { this.args =3D args; this.domain =3D this.args.domain; this.href =3D this.args.href; this.type =3D
((this.Config.modalClassBase + this.ExtendedConfig.type) = Il (this.Config.modalClassBase)); this.content =3D
this.ExtendedConfig.content.replace(/::site::/, "" + this.domain + ""); this.ev =3D this.args.ev; this.createModalWindow(); },
createModalWindow: function() { this.createModalBase(); this.insertModalContent(); this.insertModalWindow();

this.monitorModal WindowDefaults(); }, insertModalContent: function() { this.cancelExitEvent =3D

this.cancelExit.bind AsEventListener(this); this.allowExitEvent =3D this.allowExit.bind AsEventListener(this); this.modal.insert( new
Element("h1™).update(this.ExtendedConfig.header)).insert( new Element("div").update(this.content)).insert( new Element
("button”).update("Continue").observe(“click", = this.allowExitEvent)).insert( new Element("button™).update("Cancel™).observe
("click", = this.cancelExitEvent) ); }, cancelExit: function(e) { Event.element(e).stopObserving(“click”, this.cancelExitEvent);
this.removeModalWindow(); }, allowExit: function() { window.location =3D this.href; } }); ATFx.ModalWindow.Lightbox =3D
Class.create(ATFx.ModalWindow, { ExtendedConfig: { imgID: "enlargedImage", type: "Lightbox", paddingTop: 50, // Approximate
height of default close morphDuration: 0.8 // In seconds }, initialize: function(args) { this.args =3D args; this.type =3D
((this.Config.modalClassBase + this.ExtendedConfig.type) = Il (this.Config.modalClassBase)); this.href =3D this.args.href; this.ev
=3D this.args.ev; this.createModalWindow(); }, createModalWindow: function() { this.createModalBase(); this.insertModalWindow();
this.monitorModal WindowDefaults(); this.insertModalContent(); }, insertModalContent: function() { var img =3D new Image();
img.onload =3D (function(}{ this.imageLoaded(img); }).bind(this); img.src =3D this.href; }, imageLoaded: function(img)

{ this.showImageEvent =3D this.showImage.bind AsEventListener(this); this.modal.insert(new Element("img", { src: img.src, id: =
this. ExtendedConfig.imgID }).hide()); new Effect. Morph(this.Config.modallD, {=20 style: "height: " +

(img.height+this. ExtendedConfig.paddingTop) + = "px; " +=20 "width: " + (img.width) + "px; " + "margin-left: -" + (img.width/2) +
"px; ”, duration: this.ExtendedConfig.morphDuration, afterFinish: (this.showImageEvent) }); }, showlmage: function()

{ $(this.ExtendedConfig.imgID).show(); if (this.args.caption !=3D "") { this.modal.insert(new Element("p", { className: "caption”
= }).update(this.args.caption)); this.modal.getElementsByTagName("p")[0].style.width =3D = this.modal.getElementsByTagName
("img™")[0].width + "px" } } }); ATFx.ModalWindow.Mini =3D Class.create(ATFx.ModalWindow, { ExtendedConfig: { type: "Mini",
header: "Help", marginLeft: "20px", marginTop: "-30px" }, initialize: function(args) { this.args =3D args; this.type =3D
((this.Config.modalClassBase + this.ExtendedConfig.type) = [l (this.Config.modalClassBase)); this.ev =3D this.args.ev;
this.createModalWindow(); }, createModalWindow: function() { this.createModalBaseWindow(); this.positionModalWindow();
this.insertModalWindow(); this.monitorModalWindowDefaults(}; this.insertModalContent(); }, positionModalWindow: function(}

{ this.modal.style.left =3D Event.element(this.ev).cumulativeOffset()[0] = + "px"; this.modal.style.top =3D Event.element
(this.ev).cumulativeOffset()[1] = + "px"; this.modal.style.marginl_eft =3D this.ExtendedConfig.marginl eft;
this.modal.style.marginTop =3D this.ExtendedConfig.marginTop; }, insertModalContent: function() { this.modal.insert( new Element
("p").update(this.args.text) ); } }); ATFx.FlyoutMenu =3D Class.create({ initialize: function(id) { $(id).select("ul.subMenu").each
(function(el) { Event.observe(el.up(0), "mouseover"”, function() { = this.addClassName("hover"); }); Event.observe(el.up(0),
"mouseout”, function() { = this.removeClassName("hover"); }); }, this); var li =3D $(id).select("li"); this.showEvent =3D
this.show.bindAsEventListener(this); this.hideEvent =3D this.hide.bindAsEventListener(this); for (var i =3D 0; i < li.length; i++)

{ Event.observe(li[i].down(0), "focus", this.showEvent); Event.observe(li[i].down(0), "blur”, this.hideEvent); } $(id).select
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("ul.noScript™)[0].className =3D "script"; }, show: function(e) { el =3D Event.element(e).up(0); this.bubble(el, "add™); }, hide:
function(e) { el =3D Event.element(e).up(0); this.bubble(el, "remove™); }, bubble: function(el,c) { if (¢ =3D=3D=3D "add") { while
(el.nodeName.toLowerCase() =3D=3D=3D = "li") { el.addClassName("hover"); el =3D el.up(1); } } else { while
(el.nodeName.toLowerCase() =3D=3D=3D "1i") { = el.removeClassName("hover"); el =3D el.up(1); } } } }); ATFx.FollowLinks =3D
Class.create({ Config: { popID: "followPopup" }, initialize: function(id) { this.id =3D id; var links =3D $(this.id).select("a");
this.showEvent =3D this.show.bindAsEventListener(this); this.hideEvent =3D this.hide.bindAsEventListener(this); links.each(function
(el) { Event.observe(el, "mouseover”, this.showEvent); Event.observe(el, "mouseout”, this.hideEvent); Event.observe(el, "focus",
this.showEvent); Event.observe(el, "blur", this.hideEvent); }, this); }, show: function(e) { el =3D Event.element(e); $(this.id).up
(0).insert(new Element("div", { id: this.Config.popID = }).update(el.innerHTML)); }, hide: function(e) { $(this.Config.poplD).remove
(; 1 ); ATEx FeaturedStories =3D Class.create({ period: 5, executor: "", cName: "div.featuredStory”, navlD: "storyNumbers”,
currentStory: "currentStory”, nextStory: "nextStory”, initialize: function(id) { this.id =3D id; $(this.id).addClassName
("featuredStoriesScripted"); this.stories =3D $(this.id).getElementsBySelector(this.cName); this.stories.each(function(el) { el.hide
O; 1); if (this.stories.length > 1) { this.createNav(); } this.setCurrent($$(this.cName)[0]); this.cycleEvent =3D
this.cycle.bindAsEventListener(this); if ($$(this.cName).length > 1) {=20 this.setNext($$(this.cName)[1]); this.executor =3D new
PeriodicalExecuter(this.cycleEvent, = this.period); } }, createNav: function() { var ol =3D new Element("ol", { id: this.navID }); var i
=3D 1; this.jumpToStoryEvent =3D this.jumpToStory.bindAsLEventListener(this); this.stories.each(function(el) { ol.insert(new
Element("li").insert(new Element("a", { href: = "javascript:void(0)" }).update(i).observe("click”, = this.jumpToStoryEvent))); i++; },
this); $(this.id).insert(ol); $(this.navID).down(0).className =3D "current™; }, updateNav: function(}) { for (var 1=3D 0;i <
this.stories.length; i++) { $(this.navID).getElementsBySelector("li")[i].className =3D ""; if (this.stories[i].getAttribute("id")
=3D=3D=3D this.nextStory) { $(this.navID).getElementsBySelector("li"})[i].className =3D = "current”; } } }, jumpToStory: function
{e) { var i =3D Event.element(e).innerHTML; this.executor.stop(}; if (this.effect) { this.effect.cancel(); } $(this.nextStory).hide();
$(this.nextStory).removeAttribute("id"); this.setNext(this.stories|parselnt(i)-1]); new Effect.Opacity(this.nextStory, { to: 1 });
this.cycle(); }, setCurrent: function(el) { el.setAttribute("id",this.currentStory); el.show(); }, setNext: function(el) { el.setAttribute
("id",this.nextStory); el.show(}; }, cycle: function() { this.updateNav(); this.effect =3D new Effect.Fade(this.currentStory, { duration:
1.0, = from: 1, to: 0, afterFinish: this.afterFinish.bindAsEventListener(this) = }); }, afterFinish: function() { new Effect.Opacity
(this.currentStory, { to: 1 }); $(this.currentStory).removeAttribute("id™); this.setCurrent($(this.nextStory)); if
{($(this.currentStory).next(0)) && = ($(this.currentStory).next(0).nodeName.toLowerCase() =3D=3D=3D "div")) { = this.setNext
($(this.currentStory).next(0)); } else { this.setNext(this.stories[0]); } } }); Prototype.Browser.IE6 =3D Prototype.Browser.IE && =
parselnt(navigator.userAgent.substring(navigator.userAgent.indexOf ("MSIE"= )+5)) =3D=3D=3D 6: Prototype.Browser.IE7 =3D
Prototype.Browser.1E && = parselnt(navigator.userAgent.substring(navigator.userAgent.indexOf("MSIE"= )+5)) =3D=3D=3D 7;
Prototype.Browser.IE8 =3D Prototype.Browser.IE && !Prototype.Browser.IE6 = && !Prototype.Browser.IE7;=20 ------
=_NextPart_000_0000_01CBF5F2.2A 141100 Content-Type: application/octet-stream Content-Transfer-Encoding: 7bit Content-
Location: http://www.atf.gov/js/core/atf-press-scripts.js // Run on DOM load document.observe("dom:loaded”, function() { new
ATFx.LinkMonitor("content™); new ATFx.QuoteFix("content™); }); ------ = NextPart_000_0000_01CBF5F2.2A141100--
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Potter, Mark W.; McDermond, James E.; Hoover, William J.;

uub]ect: Fw: 0117'4 08 CEG to ATF (agent contacts)

Fyl.

*hxhh Kk

NOTLICE: “his e-malil message and any attached files are intended solely Zor the use oI the
addressee (s} named ahove In connection with officia’ business. This communication may
contain Sensitive But UnclassiZied information that may be statutorily or otherwise
prohibited frzom being released without approprlate approval. Any review, use, or

dissemination oI this e mail message and any attached file(s) in any form outside of the
Burecau of Alcohol, Tobacco, Firearms & Explosives or Lhe Deparlment of Juslice wilhoul
express authorization is striIctly prehikited.

————— Original Message —————
From: Axelrod, Mattnew (0pac) [(XEAI®)
TU:(b)(7xC) .; BuslLon, Faith (SMC); Caslon, Molly (SMO); Weich, Ron (SMO);

Agrast, Mark D. {SMO)
Sent: Fri Apr 08 13:08:12 2011
Subject: RE: 2011-04-08 CEG to ATF (agent cantacts)

OLA wi

i1l cocrdinate the respons byt ATE should have the

dpprec_alted.

————— Original Message--—-——-
ppr(b) (7)(C) (ATF
1

Sent: rFriday

:31 AM

Apri> 08, 2011
-
2

To: Burton, Faith (SMO); Gaston, Mcl_y (SMO); Weich, Ron (SMO); Agrast, Mark D. (SMO);
Axelrod, Matthew {ODAG)
Subiject: FW: 2011-04-08 CEG to ATF (agent contacts)

Fyi. Please lel us know how you would like us Lo respond.

(b) (7)(C)

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives Chief - Office oI Legislative Affairs
o ilel)

fmobile2)

(office)

.648.3708 (fax)

NSNS

Py
<
20

Original Message

From: Foster, Jason (Judiciary Rep)
[mailto:

ason_Foster@judiciary-rep.senate.gov]

SenL: Fszlday, ApriZ 08, 2011 11:04 AM

To:(b)(?)«:) ; Hoover, William J.; Melson, Kenneth E.

Cc: CEG (Judiclary-Rep); Castor, Stephen (Stephen.Castor@mal.house.gov); Virkstis, Matthew
(Judiciary)

Subject: 2011-04-08 CEG to A”F (agent contacts)

Please find attached a _etter Zrom Senator Grassley. Please ensure that all formal
correspondence on this matter is sent electronically in PDF format to
ceglijudiciary-rep.senate.gov (cc'd above). Please confirm receipt, and contact me with any

quesilions regarding Lhlis leller.
Thanks.

Cordially,
Jason A. Foster
Chief Investigative Counsel

Charles E. Grassley, Ranking Membex
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Committee on the Judiciazy
152 1Empleyeesdnate Office Bu lding 5475
United States Senate

(202) 224-5225
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Sent: Frida r1 11 1:41 PM

To;

CCM
Subject: RE: "testimonies" Document Request attached...mario will send "public documents”
Attachments: 09-03-17HooverPlacidoTestimony.pdf: William Newell2 03 24 09.pdf;
William_Newell 03 24 09 pdf; 0325090gden[1].pdf; ct032709 pdf

Testimonies Relevant To Project Gunrunner

1. “Law Enforcement Response to Mexican Drugs Cartel,” Panels I and II, Joint Hearing of the Crimes and
Drugs Subcommittee of the Senate Judiciary Committee and the Senate Caucus on Int’l Narcotics
Control, March 17, 2009

1 nn

nitp://judiciary.senate.gov/hearings/nearing.cim?1d=3

0)

2.  William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary
Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
Drug Cartels” (March 17, 2009)

hitp://adiciary senate oov/pdi702-03- | THooverPlacido Tesiimony pdf

3. U.S. House of Representatives, Committee on Appropriations Subcommittee on Commerce, Justice,
Science and Related Agencies, March 24, 2009

hitp//democrats.appropriations house goviindex php”option=coms_icalpro& Hemid=137&
extmodesviews extid= 1280

http://democrats.appropriations.house.gov/images/stories/pdf/cjs/William_Newell 03 24 09.pdf
http://democrats.appropriations.house.gov/images/stories/pdf/cjs/William_ Newell2 03 24 09 pdf

4. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels I and 11, Senate
Homeland Security and Governmental Attairs Committee, March 25, 2009

Py :‘;L_A., T S R S D LU R ST N WS, 1 SR S SR o
LD/ N5EAC . SCHA. SOV/DUDHD/INQOR CHN TP UdeACUCII MCRIINGS eafiinnegl
Hearing ID=c9083950-9167-4819-b943-332988b403b 1

DOJ witness: David Ogden attached

e

5. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Foreign Relations Committee,
March 30, 2009
hitp o/ wvww justice. sov/dea/pubs/onertest/ciB32709 pdf

6. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”

House Homeland Security, Subcommittee on Emergenc Communications Preparedness, March 31, 2009

o/

No DOJ witness: hearing link below
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Serial No. 111-13 -- Examining Preparedness and Coordination Efforts of First

7. “Department of Justice,” House Committee on Appropriations, April 23, 2009

Can find will keep looking and get back to you shortly...

ok % ok dok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

without express authorization is strictly pronibited.

Subject: FW: Document Request

the rest of them and get them t SAP.

| need this completed ASAP (seel§l (7)(C)- below). | am attaching docs 8-10. Please search and save

(b) (7)(C)

DOJ- Bureau of Aicohol, Tobacco, Firearms & Expiosives
Chief - Office of Legislative Affairs

(mobiiet)
mobile2)

202.648 (office)
202.648.9708 (fax)

ok 8 3 o e e

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

FEE(b) (7)(C)

Sent: Friday, April 08, 2011 11:26 AM
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(b) (7)(C)

Do you guys have someone who can find electronic copies of the documents listed below? All were referenced in
the OIG Reports on Gunrunner and DOJ wants to produce them to the Committee. Need heip fast piease.

Public Documents Referenced in the Office of The Inspector General’s Reports on Project Gunrunner
ATF website and ATF “Fact Sheet: Project Gunrunner” (September 2008).
Department Fact Sheet: Department of Justice Efforts to Combat Mexican Drug Cartels (April 2, 2009).

Department of Justice press release, Justice Department Announces Success in Battle Against Firearms
Trafficking and Recovery Act Funds to Buiid on Project Gunrunner {October 1, 2009).

Testimonies Relevant To Project Gunrunner
8. “Law Enforcement Response to Mexican Drugs Cartel,” Panels [ and Il, Joint Hearing of the Crimes and

Drugs Subcommittee of the Senate Judiciary Committee and the Senate Caucus on Int’l Narcotics
Control, March 172009

9.  William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary
Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
Drug Cartels” (March 17, 2009)

10. U.S. House of Representatives, Committee on Appropriations Subcommittee on Commerce, Justice,
Science and Related Agencies, March 24, 2009

11. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels I and II, Senate
Homeland Security and Governmental Affairs Committee, March 25, 2009

12. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Foreign Relations Committee,
March 30, 2009

13. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”
House Homeland Security, Subcommittee on Emergency Communications, Preparedness, March 31, 2009

14. “Department of Justice,” House Committee on Appropriations, April 23, 2009

._.
N

. “Escalating Violence in Mexico and the Southwest border as a Resuit of Mexican Drug Trade,” House
Judiciary, Subcommittee on Crime, May 6, 2009

16. “Southern Border Violence: State and Local Perspectives,” Senate Committee on Homeland Security,
April 20, 2009; “Rise of Mexican Drug Cartels and US National Security,” House Committee on

Tl nvmmhating Dacrdas Wialanan: Tha DAla Af Ta+a
/. LuULvaug DULUCT YIUICHUO, 10T NUIC Ul uno

[u—

Security, Subcommittee on Border, July 16, 2009

18. William McMahon, Deputy Assistant Director for Field Operations, ATF, before the Committee on
Homeland Security Subcommittee on Border, Maritime, and Global Counterterrorism, U.S. House of
Representatives, concerning “Combating Border Violence: The Role of Interagency Coordination in
Investigations” (July 16, 2009), homeland house.gov/Hearings/index.asp?ID=205
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(b) (7)(C)
Acting Chief of Staff
Office of the Director
0: 202-643 {IUIG
&(b) (7)(C)

HQ Room 5 S 100

EE R RS SN

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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Deparbment of Justice

STATEMENT OF
DAVID OGDEN

DEPUTY ATTORNEY GENERAL
UNITED STATES DEPARTMENT OF JUSTICE

BEFORE THE
UNITED STATES SENATE

COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS

HEARING ENTITLED

“SOUTHERN BORDER VIOLENCE: HOMELAND SECURITY
THREATS, VULNERABILITIES, AND RESPONSIBILITIES”

PRESENTED

MARCH 25, 2009
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Chairman Lieberman, Senator Collins and Members of the Committee, I
appreciate the opportunity to appear before you today to discuss the Department of
Justice’s (the Department) role in addressing the alarming rise of violence perpetrated by
warring Mexican drug trafficking organizations in Mexico and the effects of that violence
on the United States, particularly along our Southwest Border. I want to share with you
the Department’s strategy systematically to dismantle the Mexican drug cartels, which
currently threaten the national security of our Mexican neighbors, pose an organized
crime threat to the United States, and are responsible for the scourge of illicit drugs and

accompanying violence in both countries.

Overview of Department of Justice’s Mexico and Border Strategy

The explosion of violence along the Southwest border is being caused by a
limited number of large, sophisticated and vicious criminal organizations, not by
individual drug traffickers acting in isolation. Indeed, the Department’s National Drug
Intelligence Center has identified the Mexican drug trafficking organizations (DTOs) as
the greatest organized crime threat facing the United States today. That insight drives our
response. There is much to do and much to improve upon. But the Department’s
strategy — built on its proven track record in dismantling transnational organized criminal
groups, such as the mafia in the 1980s and 1990s — confronts the Mexican cartels as
criminal organizations, rather than simply responding to individual acts of criminal
violence. Pursued vigorously, and in coordination with the efforts of other U.S.

government agencies like the Departments of State and Homeland Security and with the

ATF8-001-001-00017300
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full cooperation of the Government of Mexico, this strategy can and will neutralize the
organizations causing the violence.

The Department’s strategy to identify, disrupt, and dismantle the Mexican drug
cartels has five key elements. First, the strategy employs extensive and coordinated
intelligence capabilities. The Department pools information generated by our law
enforcement agencies and federal, state and local government partners, and then uses the
product systematically to direct operations in the United States and assist the efforts of
the Mexican authorities to attack the cartels and the corruption that facilitates their
operations. Second, led by experienced prosecutors, the Department focuses its efforts on
investigation, extradition, prosecution, and punishment of key cartel leaders. As the
Department has demonstrated in attacking other major criminal enterprises, destroying
the leadership and financial assets of the cartels will undermine the entire organizations.
Third, the Department pursues investigations and prosecutions related to the smuggling
of guns, cash, and contraband for drug-making facilities from the United States into
Mexico. The violence and corruption in Mexico are fueled by these resources that come
from our side of the border. Fourth, the Department uses traditional law enforcement
approaches to address spillover effects of cartel violence in the United States. These
effects include the widespread distribution of drugs on our streets and in our
neighborhoods, battles between members of rival cartels on American soil, and violence
directed against U.S. citizens and government interests. Fifth, the Department prosecutes
criminals responsible for the smuggling, kidnapping and violence in federal court. The
ultimate goals of these operations are to neutralize the cartels and bring the criminals to

justice.
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Attorney General Holder and I are committed to taking advantage of all available
Department resources to target, disrupt, and dismantle the Mexican cartels. Last month,
the Attorney General announced the arrest of more than 750 individuals on narcotics-
related charges under Operation Xcellerator, a multi-agency, multi-national effort that
began in May 2007 and targeted the Mexican drug trafficking organization known as the
Sinaloa Cartel. This Cartel is responsible for bringing tons of cocaine into the United
States through an extensive network of distribution cells in the United States and Canada.
Through Operation Xcellerator, federal law enforcement agencies--along with law
enforcement officials from the governments of Mexico and Canada and state and local
authorities in the United States--delivered a significant blow to the Sinaloa Cartel. In
addition to the arrests, authorities seized over $59 million in U.S. Currency, more than
12,000 kilograms of cocaine, more than 1,200 pounds of methamphetamine,
approximately 1.3 million Ecstasy pills, and other illegal drugs. Also significant was the
seizure of 169 weapons, 3 aircraft, and 3 maritime vessels.

Similarly, the Department’s Project Reckoning, announced in September 2008,
was a 15-month operation that severely damaged the Gulf Cartel. It was one of the
largest and most successful joint law enforcement efforts between the United States and
Mexico. Project Reckoning resulted in over 600 arrests in the U.S. and Mexico, plus the
seizure of nearly 20,000 kilos of cocaine, tens of thousands of pounds of marijuana,
thousands of pounds of methamphetamine, hundreds of weapons and $71 million in
currency. Perhaps most importantly, Project Reckoning led to the indictment against a

triumvirate of Gulf Cartel leaders.
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Operation Xcellerator and Project Reckoning were tremendous successes in the
U.S. government’s battle against the Mexican cartels and illustrate the strengths of the
Department’s strategy. These operations applied the classic law enforcement tools that
the Department has successfully wielded against other large and sophisticated criminal
enterprises to target the largest threats from the cartels. Neither would have been
possible without the development and effective sharing of tactical and strategic
intelligence between and among federal agency partners and the Government of Mexico
and its law enforcement and special military components. They reflected multi-agency,
multi-national. They reflected multi-agency efforts. Although both were led by the Drug
Enforcement Administration (DEA), the Department worked closely with the Department
of Homeland Security and included the active participation of the Federal Bureau of
Investigation (FBI), the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), the
U.S. Marshals Service (USMS), Immigration and Customs Enforcement (ICE), U.S.
Customs and Border Protection (CBP), and the Internal Revenue Service (IRS). In all,
more than 200 Federal, state, local, and foreign law enforcement agencies contributed to
the success of Operation Xcellerator and Project Reckoning. And these multi-year
investigations will result in federal prosecutions in numerous states by various U.S.
Attorneys’ Offices and the Criminal Division’s Narcotics and Dangerous Drug Section.

We believe that we have the right strategy for stopping the violence spawned by
the cartels. But despite recent successes, we also recognize that we have much more
work to do to implement it effectively. The cartels remain too powerful and able to move
too many drugs into the United States. Too many guns and too much cash are moving

south across the border into Mexico, where they fuel the cycle of violence. As a result,
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the Attorney General and I are working to allocate additional resources to address this

threat.

The Dimensions of the Current Threat

The Mexican drug cartels pose a national security threat to Mexico and an
organized crime threat to the United States. Drug-related violence, including
kidnappings and increasingly gruesome murders, has skyrocketed in recent years in
Mexico, particularly along the border with the United States. Drug-related murders in
Mexico doubled from 2006 to 2007, and more than doubled again in 2008 to 6,200
murders. Almost 10 percent of the murders in 2008 involved law enforcement officers or
military personnel. Mexican drug traffickers and their enforcers are also engaging in
other violent crimes, including kidnappings and home invasion robberies -- primarily in
Mexico but increasingly in U.S. communities as well. Although violence in Mexico has
existed over the years, the bloodshed has escalated in recent months to unprecedented
levels as the cartels use violence as a tool to undermine public support for the
government’s vigorous counter-drug efforts. Traffickers have made a concerted effort to
send a public message through their bloody campaign of violence by leaving the bodies
of their tortured victims out for public display to intimidate government officials and the
public alike.

A significant portion of this increase in violence actually reflects progress by the
governments of Mexico and the United States in disrupting the activities of the drug
cartels. After President Felipe Calderon and Attorney General Eduardo Medina-Mora

took office in 2006, and with support from the United States, the Government of Mexico
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undertook a comprehensive program to break the power of the narco-traffickers, making
record seizures of drugs, clandestine laboratories, and cash. Mexican law enforcement
agencies have arrested many high level drug cartel members who are then being
extradited to face prosecution in the United States in record numbers. This
unprecedented pressure from the Government of Mexico has led to the increased violence
directed at Mexican law enforcement and the Mexican government as a whole. As the
Department and our federal agency partners have worked with Mexican authorities to
disrupt and dismantle successive iterations of the most powerful cartels, their successors
have escalated the fighting among themselves for control of the lucrative smuggling
corridors along the Southwest border.

The violence in Mexico has direct and serious effects in the United States.
According to the 2009 National Drug Threat Assessment (NDTA) by the Department’s
National Drug Intelligence Center, Mexican drug trafficking organizations represent the
“greatest organized crime threat to the United States,” with cocaine being the leading
drug threat. Mexican and Colombian drug trafficking organizations generate and launder
between $18 billion and $39 billion in wholesale drug proceeds in the United States
annually, a large portion of which is believed to be smuggled in bulk across the border
back into Mexico; this cash further fuels the drug trade and its attendant violence.
Similarly, firearms trafficking from the United States to Mexico contributes to escalating
levels of violence on both sides of the border, as groups armed with military weapons and
U.S.-based gangs serve as enforcement arms of the Mexican drug cartels. According to
ATF’s Tracing Center, 90 percent of the firearms about which ATF receives information

are traceable to the United States.
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Intellicence-Based Targeting Is the Foundation for a Successful Response

For more than a quarter-century, the principal law enforcement agencies in the
United States have recognized that the best way to fight the most sophisticated and
powerful criminal organizations is through intelligence-based, prosecutor-led task forces
that leverage the strength, resources, and expertise of the complete spectrum of federal,
state, local, and international investigative and prosecutorial agencies. It was this
approach, for example, that fueled the ground-breaking Mafia prosecutions in the United
States and Italy in the late 1980s and 1990s. The Department is applying these same
intelligence-driven tactics that broke the back of the Mob to fighting the Mexican drug
cartels.

The Department works through several programs to develop a full range of
strategic, operational, and tactical intelligence against the Mexican cartels.

First, since 2003, the Department has worked with the drug enforcement
community to develop the Attorney General’s Consolidated Priority Organization Target
(CPOT) list of international “Most Wanted” drug kingpins. Of the approximately 50
worldwide cartels currently on the list, 19 of them are Mexican enterprises. This list
helps the Department and our federal agency partners focus critical resources on the
greatest threats.

Second, the Department leads two multi-agency intelligence centers and an
operational center that provide tactical and operational support in targeting the largest and
most dangerous Mexican cartels and focusing law enforcement resources. The El Paso
Intelligence Center (EPIC) is led by the DEA with participation of more than 20

agencies. It provides critical, case-specific tactical intelligence. For example, if a
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highway patrol officer stops a vehicle in the middle of the night, EPIC may have
information about the vehicle, driver or passengers that can be provided in real time.
EPIC focuses specifically on the Southwest border but tracks broader tactical data. The
ATF’s “Gun Desk” at EPIC serves as a central repository for all intelligence related to
firearms along the Southwest border. The FBI will shortly join the facility through a
Southwest Intelligence Group (SWIG), which will be used to coordinate information and
intelligence relating to the Southwest Border and to better disrupt and dismantle the
ongoing violent criminal activity.

The Special Operations Division (SOD) is a DEA-led multi-agency operational
center, but its functions go beyond the gathering and processing of intelligence. The
SOD provides strategic support and coordination for long-term, multi-agency
investigations. It passes leads that have been developed from intelligence sources to field
investigators and coordinates the resulting investigations. It targets the command and
control communications of major drug trafficking and narco-terrorism organizations.
Special emphasis is placed on those major drug trafficking and narco-terrorism
organizations that operate across jurisdictional boundaries on a regional, national, and
international level. Operation Xcellerator was initiated as a SOD investigation. The
transnational nature of narcotics trafficking results in numerous agencies from Federal,
State and Local departments involved in the fight to stop the flow of narcotics into our
communities. Working through the Organized Crime Drug Enforcement Task Force
Fusion Center, SOD serves a critical role in the de-confliction of investigative efforts to

prevent the occurrence of law enforcement from targeting one another.
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The Organized Crime Drug Enforcement Task Force (OCDETF) Fusion Center,
an intelligence center co-located with SOD, is a comprehensive data center containing
drug and related financial data from DEA, ATF, FBI, IRS, the USMS, the U.S. Coast
Guard, National Drug Intelligence Center (NDIC), EPIC, the Financial Crimes
Enforcement Network (FinCEN), the Department of State’s Bureau of Consular Affairs,
and other key players in the international drug enforcement world. Like the SOD, it
provides critical support for long-term and large-scale investigations. It conducts cross-
agency and cross-jurisdictional integration and analysis of drug related data to create
comprehensive pictures of targeted organizations. The Fusion Center passes actionable

leads to field investigative units.

Focused Law Enforcement Initiatives

The Department’s efforts are focused on three underlying aspects of the problem:
drugs, guns, and cash; and are part of an integrated and coordinated operational response
from Department law enforcement components in coordination with one another and
federal agency counterparts.

1. Movement of Drugs

DEA has the largest U.S. drug enforcement presence in Mexico with 11 offices in
that country. DEA Mexico primarily focuses its resources at the command and control
infrastructure of the Mexican cartel leaders with the goal of removing the top layers of
cartel leadership, who are essential to the operation of these criminal enterprises. To
achieve this goal, DEA Mexico supports and/or facilitates operations by both the

Mexican Federal Police and Military Special Forces to locate and capture cartel leaders
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and their associates. Project Reckoning and Operation Xcellerator are recent examples of
this successful partnership. DEA also sponsors the Sensitive Investigative Units (SIU),
elite vetted units of Mexican law enforcement and military which undergo robust
background investigations and polygraph examinations, resulting in trusted counterparts
throughout Mexico.

DEA also targets the cartels through its “Drug Flow Attack Strategy” (DFAS), an
innovative, multi-agency strategy, designed to significantly disrupt the flow of drugs,
money and chemicals between the source zones and the United States by attacking
vulnerabilities in the supply chains, transportation systems, and financial infrastructure of
major drug trafficking organizations. DFAS calls for aggressive, well-planned and
coordinated enforcement operations in cooperation with host-nation counterparts in
global source and transit zones around the world.

Department law enforcement components cooperate with the Department of
Homeland Security and other federal agencies on EPIC’s “Gatekeeper Initiative.” A
“Gatekeeper” is a person or group whose role is “to facilitate the taxation and protection
of contraband loads (including illegal aliens) and to enforce the will of the cartel through
bribery, intimidation, extortion, beatings, and murder.” These Gatekeepers control
territory along the border and are key to cartel smuggling operations in both directions.
The Gatekeeper Initiative, combines the statutory expertise and authorities of its multi-
agency members — DEA, FBI, the U.S. Marshals, IRS, ICE, ATF, and CBP to: (1)
establish multi-district investigations of the Gatekeepers and their organizations operating
along the Southwest Border, including the identification and investigation of corrupt law

enforcement officials on both sides of the border; (2) identify additional activities of the
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Gatekeepers in other regions and pass investigative leads to those jurisdictions; (3)
disrupt drug trafficking patterns along the Southwest Border by attacking the smuggling
of major cartels; and (4) target the illegal purchase and distribution of firearms by
Gatekeepers.

Within the United States, DEA has worked with the Department of Homeland
Security to implement its “License Plate Reader Initiative” in the Southwest border
region to gather intelligence, particularly on movements of weapons and cash into
Mexico. The system uses optical character recognition technology to read license plates
on vehicles in the United States traveling southbound towards the border. The system
also takes photographs of drivers and records statistical information such as the date,
time, and traffic lane of the record. This information is then compared with DEA and
CBP databases to help identify and interdict vehicles that are carrying large quantities of
cash, weapons, and other illegal contraband toward Mexico.

2, Trafficking of Guns

Given its statutory mission and authority, ATF is principally responsible for
stopping the flow of weapons from the United States south to the cartels. Merely seizing
firearms through interdiction will not, by itself, stop firearms trafficking to Mexico.
ATEF, in collaboration with other law enforcement entities, seeks to identify, investigate,
and eliminate the sources of illegally trafficked firearms and the networks for
transporting them.

Since 2006, Project Gunrunner has been ATF’s comprehensive strategy to combat
firearms-related violence by the cartels along the Southwest border. It includes special

agents dedicated to investigating firearms trafficking on a full-time basis and industry
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operations investigators (IOIs) responsible for conducting regulatory inspections of
Federal Firearms Licensees (FFLs) along the Southwest Border. Since 2007, ATF has
inspected approximately 95 percent of the FFLs in the region.

Congress has recently allocated an additional $15 million in support of Project
Gunrunner. These funds will allow ATF to open five new field offices staffed with
Special Agents and IOIs. With these additional resources, ATF can identify and
prioritize for inspection those FFLs with a history of noncompliance that represents a risk
to public safety, as well as focus on primary retailers and pawnbrokers who sell the
weapons of choice for drug cartels. In addition, the funds will be used to send additional
Special Agents to consulates in Mexico.

The tracing of firearms seized in Mexico and the United States is an essential
component of the strategy to curtail firearms trafficking along the Southwest border.
When a firearm is traced, specific identifying information — including the make, model,
and serial number — is entered in the ATF Firearms Tracing System (e-Trace), which is
the only federal firearms tracing system. Using this information, ATF can establish the
identity of the first retail purchaser of the firearm and then investigate how the gun came
to be used in a crime or how it came to be located in Mexico. Furthermore, analyses of
aggregate trace data can reveal trafficking trends and networks, showing where the guns
are being purchased, who is purchasing them, and how they flow across the border.
Without tracing data, federal officials would be forced to rely solely on interdiction
efforts to gain investigative leads, an often ineffective use of federal resources. As part
of the Mérida Initiative, discussed below, ATF received $4.5 million to initiate a Spanish

version of ATF’s e-trace to Mexico. ATF is working with Mexican officials to increase
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their current usage of the gun tracing system, with deployment to nine U.S. consulates in
Mexico set for December of this year.

3. Bulk Currency Shipments and Money Laundering

The spike in violence in Mexico among the cartels stems from fights over market
share and profits as the Mexican and U.S. governments have, by working together,
succeeded in applying greater pressure against them. In addition to removing the
leadership ranks of the cartels, the Department is waging a war to take their assets too.
Again, as with any other criminal enterprise, the Department places a high priority on
attacking and dismantling the financial infrastructure of the Mexican drug trafficking
organizations.

For example, the Department has established a “Bulk Currency Money
Laundering Initiative,” which investigates bulk currency movement along transportation
routes in the Southwest. Although we do not know the exact amount of bulk cash
flowing back across the U.S. border to the Mexican DTOs, the National Drug Intelligence
Center estimates that Mexican DTOs generate approximately $17-$38 billion annually in
gross wholesale proceeds from their distribution of illicit drugs in the United States.
State and local agencies, which encounter the vast majority of currency seizures on the
highways, often lack the resources necessary to conduct follow-up investigations that will
lead to the identification and prosecution of the major drug organizations that own the
smuggled cash. Again we have worked in partnership with the Department of Homeland
Security, the component agencies of which have primary responsibility for securing the
U.S. border. This Strategic Initiative 1s designed to enhance all the federal, state, and

local agencies’ efforts through coordination and cooperative investigation. Federal
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agencies currently participating in this initiative include ATF, DEA, FBI, ICE, IRS, the
USMS, and the U.S. Attorney’s Offices.

Between 2007 and 2008, $2.9 billion were forfeited under the Department of
Justice Asset forfeiture program. Under the National Asset Forfeiture Strategic Plan,
asset forfeiture is integrated into every appropriate investigation and prosecution,
recognizing that asset forfeiture is a powerful law enforcement tool that strips criminals
of their illicit wealth.

Finally, under the Mérida Initiative, discussed below, the Department is sharing
its expertise with Mexican investigators and prosecutors to strengthen Mexico’s own

asset forfeiture laws and authority.

Federal Prosecution Along The Border

The United States Attorneys have over 540 prosecutors in the five Southwest
Border districts, handling national and district-level priorities involving narcotics
trafficking, gun-smuggling, violent crimes, and immigration offenses. Each of the
Southwest Border United States Attorneys’ offices works closely with federal, state, and
local investigative agencies on the initiatives described above. The United States
Attorneys’ offices are on the front lines of the national effort to prosecute both large-scale
criminal enterprise cases involving significant trafficking organizations as well as other
criminal offenses arising at the border with Mexico. The United States Attorneys also
coordinate with Mexican prosecutors to share evidence in appropriate cases to ensure that

Justice is achieved either in U.S. or Mexican courts.
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During the past three years, U.S. Attorney’s Offices and the Department’s
Criminal Division have seen a significant increase in the number of international
fugitives returned to face justice in the United States through international extradition.
Colombia and Mexico have extradited fugitives to the United States during this time in
unprecedented numbers. Some of those extradited were significant cartel leaders,
including major figures of the Tijuana and Gulf Cartels. For example, Osiel Cardenas
Guillen, leader of the Gulf Cartel, was extradited in January 2007. Last December,
Mexico extradited Juan Diego Espinosa Ramirez, “El Tigre,” a Colombian associate of
the Sinaloa Cartel wanted by the DEA. Last month Mexico extradited Miguel Caro-
Quintero to the United States to face federal narcotics trafficking and racketeering
charges brought by the Department; Caro-Quintero is the former head of the now-defunct
Sonora Cartel and was responsible for trafficking thousands of metric tons of cocaine and
marijuana to the U.S. in the 1980s and 1990s. (Caro-Quintero is also the younger brother
of Rafael Caro-Quintero who was the mastermind behind the kidnapping, torture, and
murder of DEA Special Agent Enrique “Kiki” Camarena in 1985.) Just last week, the
Mexican government announced the arrest of Vincente Zambada, a top Sinaloa cartel
leader, who has been indicted on federal narcotics charges in the U.S.

To build on these successes, and to handle the growing number of cases involving
international extraditions and foreign evidence more effectively, the Department is in the
process of establishing an OCDETF International Unit within the Criminal Divisions
Office of International Affairs (OIA), which will focus on mutual legal assistance to other

countries. The Unit will expand the current level of cooperation with our foreign
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counterparts in the arrest, extradition, and successful prosecution of cartel leaders and

their subordinates.

Responding to the Threat with Additional Resources

Although the elements of the Department’s proven prosecutor-led, intelligence-
based strategy are in place, we have much work to do to implement it effectively to
combat the Mexican cartels. The Department has taken the following steps to buttress
our law enforcement resources along the Southwest border.

¢ Increased DEA presence on the border. DEA is forming four additional
Mobile Enforcement Teams (METs) to specifically target Mexican
methamphetamine trafficking operations and associated violence, and anticipates
placing 16 new positions in its Southwest border field divisions. 29 percent
(1,171) of the DEA’s domestic agent positions are now allocated to the DEA’s
Southwest border field divisions.

o Re-allocation of 100 ATF personnel to Southwest border within the next 45
days. ATF is redeploying 100 employees, including 72 agents, under Project
Gunrunner, primarily to Houston and South Texas based on ATF intelligence on
drug trafficking patterns. The FY 2009 budget and Recovery Act include
additional new funding for Project Gunrunner as well. In particular, $10 million
in American Recovery and Reinvestment Act funding is being used to hire 37
ATF employees to open, staff, equip, and operate new Project Gunrunner criminal
enforcement teams (in McAllen, TX; El Centro, CA; and Las Cruces, NM), and to

assign two special agents to each of the U.S. consulates in Juarez and Tijuana to
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provide direct support to Mexican officials on firearms-trafficking-related issues.
ATF will also open new Gunrunner field offices in Phoenix, AZ and Houston, TX
under the FY2009 Budget and will add 30 additional ATF personnel in those
areas.

e OCDETEF is adding to its Strike Force capacity along the Southwest border:
OCDETF is expanding the staffing of its joint interagency Strike Forces along the
Southwest Border (in San Diego and Houston); within the last year, OCDETF has
also established two new Strike Forces, one in Phoenix and one in El Paso. In
addition, OCDETF is adding one full-time financial analyst contractor for each of
the Strike Forces and placing an intelligence analyst team from the National Drug
Intelligence Center with each Strike Force, following a model currently in place
with the Houston Strike Force. The Department intends to roll out additional
teams across the Southwest Border.

¢ Increased FBI focus. The FBI is enhancing its efforts to disrupt drug activity
and to dismantle gangs that may have connections to the violent Mexican drug
cartels by participating on Organized Crime and Drug Enforcement Task Forces.
In addition, to address the surge in kidnappings, the FBI is working closely with
Mexican police officials on a Bilateral Kidnapping Task Force. This task force
investigates cases along the border towns of Laredo, Texas, and Nuevo Laredo,
Mexico. Aside from operational task forces, each of our border offices has
Border Liaison Officers who travel to Mexico on a weekly basis to liaison and
coordinate with law enforcement partners. These tools provide local law

enforcement on both sides of the border with a rapid response force to
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immediately pursue, locate and apprehend violent crime fugitives who commit
their crimes and flee across the international border to elude capture.

o Increased funding to combat criminal narcotics activity stemming from the
Southern border. The American Recovery and Reinvestment Act includes $30
million, to be administered by the Department’s Office of Justice Programs, to
assist with state and local law enforcement to combat narcotics activity along the
Southern border and in High Intensity Drug Trafficking Areas, including the $10
million that is required by statute to be allocated to Project Gunrunner.

¢ Public relations campaign. ATF is doing a public education campaign in
Houston and San Antonio, TX this summer on illegal straw purchasing. This will
include press conferences, radio, TV, billboards, and seminars with people who

have federal licenses to sell firearms.

The Mérida Initiative

Let me conclude with a brief mention of the Mérida Initiative. The Department
strongly supports the Mérida Initiative, which provides an unprecedented opportunity for
a highly coordinated, effective bilateral response to criminal activity on our Southwest
border. The Department has been and continues to be actively involved in the Mérida
Initiative planning and implementation both on an interagency and bilateral basis. One of
the first Mérida Initiative programs in Mexico is a ministerial level Strategy Session on
Arms Trafficking, funded by the government of Mexico and the U.S. State Department,
and developed and designed by the Department in conjunction with DHS and the U.S.

Embassy in Mexico City, to be held in Mexico on April 1 and 2. Attorney General Holder
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and Secretary Napolitano are scheduled to attend, joining their Mexican counterparts for
the second day of the conference.

The Department’s Criminal Division and law enforcement agencies already are
working with our Mexican counterparts to enhance and strengthen Mexico’s operational
capacities to effectively combat narco-trafficking, firearms trafficking and other
organized criminal enterprises, including trafficking in persons. The Mérida Initiative
provides increased support for our joint efforts with Mexico in these and other areas of
mutual concern. These efforts have focused on the development of intelligence-based
targeting and prosecutor-led multi-agency task forces, collection of evidence, and
extradition. The Department has been and continues to be an active participant and
partner in the Mérida Initiative interagency planning and implementation both in

Washington DC and as an integral member of the country team at Embassy Mexico City.

Conclusion

Thank you for your interest in the Department’s efforts to combat the alarming
rise of violence in Mexico along the Southwest border, as well as our views about the
most effective ways to address the current threat. In order to attack the full spectrum of
the drug cartels’ operations — drug trafficking, kidnapping, bribery, extortion, money
laundering and smuggling of profits, and trafficking and use of dangerous weapons — we
must employ the full spectrum of our law enforcement agencies’ resources, expertise, and
statutory authorities. By continuing to work together, building on what we have done
well so far and developing new ideas to refresh our strategies, we can rise to the current
challenge. Again, thank you for your recognition of this important issue and the

opportunity to testify here today. I will be happy to answer any questions you may have.
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Chairman Durbin, Senator Graham and distinguished Members of the
Subcommittee, the Department of Justice (the Department) is honored to appear before
you today to discuss the Department’s ongoing role in breaking the power and impunity
of the Mexico-based criminal organizations that supply illicit drugs to the U.S., smuggle
firearms from the U.S. into Mexico, and carry out unprecedented violence in Mexico and

along the border.

No other country in the world has a greater impact on the drug situation in the
United States than does Mexico: the result of a shared border, Mexico’s strategic location
between drug producing and consuming countries, and a long history of criminal
enterprises with diversified poly-drug profit-minded approaches that specialize in cross-
border smuggling. All four major drugs of abuse, cocaine, heroin, cannabis, and
methamphetamine, are either produced in, or are transshipped through Mexico before
reaching the United States. Mexico is an opium poppy-cultivating/heroin-producing
country and nearly all of the heroin produced in Mexico is destined for the U.S. It is
believed to be the number one foreign supplier of marijuana abused in the United States
and marijuana is the top revenue generator for Mexican drug trafficking organizations;
these proceeds are used to purchase weapons and corrupt public officials. Most foreign-
produced methamphetamine enters the United States through Mexico. Although the
Mexican government has made enormous strides in controlling the importation of the
methamphetamine precursor chemicals, Mexican methamphetamine trafficking
organizations are proving to be extremely resourceful in circumventing the strict

regulatory measures put in place by the Calderon Administration. Moreover, upwards of
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90 percent of the cocaine abused in the U.S. transits Mexico. Mexican traffickers
dominate the retail distribution markets for all of the aforementioned drugs within the
U.S. It is important to point out that they exploit the very same routes, methods and
procedures that they use to smuggle drugs into the U.S. to move the bulk cash proceeds

from the sale of drugs, as well as weapons and ammunition, back into Mexico.

That violence, which is fueled by Mexico’s drug cartels, poses a serious challenge
for U.S. and Mexican law enforcement and threatens the safety of innocent citizens on
both sides of the border. Reports indicate that the drug war has left more than 6,000 dead
last year and more than 1,000 dead so far this year. By far, most of the killings are
trafficker on trafficker murders; however, some innocents have been caught in the
crossfire. The violence also has been directed against law enforcement personnel,
political leaders, and the press. The U.S Department of State has cautioned U.S. citizens
who work and travel in Mexico to be wary of the ongoing danger in particular areas.
Mexican President Felipe Calderon and Mexican Attorney General Eduardo Medina
Mora have identified cartel-related violence as a top security priority and proclaimed the
illegal trafficking of U.S.-source firearms to be the “number one” crime problem
affecting the security of Mexico. Almost immediately following his inauguration as
President of Mexico in December 2006, President Calderon, of his own volition, initiated
a comprehensive program to break the power and impunity of the drug cartels. As a
direct consequence of this effort, there has been a sharp spike in murders and violent

crimes in Mexico, generating significant concern that cartel violence has escalated to the
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level of an attack on the Mexican government itself and that this violence would spill

over our Southwest border with adverse consequences to U.S. interests.

The increased level of violence that currently plagues Mexico represents, in large
measure, a desperate attempt by drug traffickers to resist the sustained efforts of a very
determined Mexican Administration. Since the Calderon Administration assumed power,
the Government of Mexico has made record closures of clandestine laboratories and
made record seizures of drugs, weapons and cash. They have arrested large numbers of
defendants, including high level representatives of all of the major Mexican Cartels and,
in unprecedented fashion, extradited more than 178 of these defendants to face
prosecution in the U.S. Beginning in January 2007, immediately after the Calderon
government was installed, the price per gram of cocaine in the United States began to
rise, with a correlative drop in cocaine purity. We are now in a 24-month sustained
period of declining purity and increasing price in nearly every major cocaine market in
the United States and have seen that price more than double and purity fall by almost 35

percent.

The Department believes the Government of Mexico has demonstrated
remarkable commitment and resolve. As a result of Mexico’s efforts together with
efforts undertaken by the various Department components and the interagency
domestically and by our partners throughout the region, Mexican drug trafficking
organizations have been placed under unprecedented stress. We are mindful, however,

that success against these powerful criminal adversaries is far from assured and the
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consequences of transnational criminals prevailing in their bloody conflict with the
Calderon Administration would pose serious consequences for the safety and security of
citizens on both sides of our Southwest border. As we sit before you today, the U.S. has
seized this historic opportunity to collaborate with Mexico. Through the Merida
Initiative and the funding provided by the U.S. Congress our Mexican counterparts have
additional resources to protect the safety and security its citizens and to mount aggressive

enforcement actions against the drug cartels.

An Associated Press article appearing in the Washington Post on March 5, 2009,
reported that American professionals living along the border, including doctors, lawyers
and factory owners, who routinely travel across the border, feel so threatened by the
murders and kidnappings that they are having armor plating and bullet-proof glass
installed in their cars and pickup trucks. According to the Washington Post, one San
Antonio company specializing in bulletproofing cars says that it expects a 50 percent
increase in business this year. Clearly we need to take action now to protect our citizens
and their property from harm. While it may seem counterintuitive, the extraordinary
level of violence in Mexico is another signpost of successful law-and-order campaigns by

military and law enforcement officials in Mexico.

Because of the enormous profit potential, violence has always been associated
with the Mexican drug trade as criminal syndicates seek to control this lucrative
endeavor. The violence in Mexico can be organized into three broad categories: intra-

cartel violence that occurs among and between members of the same criminal syndicate,
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inter-cartel violence among and between rival cartels, and cartel versus government
violence. Itis significant to note that intra- and inter-cartel violence have always been
associated with the Mexican drug trade. The Department assesses that the current surge
in violence is driven in large measure by the Government of Mexico’s offensive actions
against the traffickers, who in turn perceive they are fighting one another for an increased

share of a shrinking market.

ATF EXPERTISE

For over 30 years the Bureau of Alcohol, Tobacco, Firearms and Explosives
(ATF) has been protecting our citizens and communities from violent criminals and
criminal organizations by safeguarding them from the illegal use of firearms and
explosives. ATF is responsible for both regulating the firearms and explosives industries
and enforcing criminal laws relating to those commodities and has the experience,
expertise, tools, and commitment to investigate and disrupt groups and individuals who
obtain guns in the U.S. and illegally traffic them into Mexico in facilitation of the drug

trade.

The synergy of ATF’s crime-fighting expertise, regulatory authority, analytical
capability, and strategic partnerships is used to combat firearms trafficking both along the
U.S. borders and throughout the nation. For instance, from Fiscal Year 2004 through
February 17th of this year, Project Gunrunner — ATF’s strategy for disrupting the flow of

firearms to Mexico — has referred for prosecution 795 cases involving 1,658 defendants;
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those cases include 382 firearms trafficking cases involving 1,035 defendants and more

than 12,800 guns.

Project Gunrunner includes approximately 148 special agents dedicated to
investigating firearms trafficking on a full-time basis and 59 industry operations
investigators (IOIs) responsible for conducting regulatory inspections of federally
licensed gun dealers, known as Federal Firearms Licensees (FFLs), along the Southwest

border.

As the sole agency that regulates FFLs—roughly 6,700 of which are along the
Southwest border—ATF has the statutory authority to inspect the records of licensees,
examine those records for firearms trafficking trends and patterns, and revoke the
licenses of those who are complicit in firearm trafficking. As part of Project Gunrunner,
I0Is work to identify and prioritize for inspection those FFLs with a history of
noncompliance that represents a risk to public safety. They also focus on those primary
retailers and pawnbrokers who sell the weapons of choice that are the preferred firearms
being trafficked in this region. Moreover, utilizing ATF trace data analyses, IOIs
prioritize for inspection those FFLs with numerous unsuccessful traces and a large
volume of firearms recoveries in the targeted high-crime areas. This focused inspection
effort assists in the identification and investigation of straw purchasers and the traffickers
who employ them. In FY 2007, ATF inspected 1,775 of FFLs along the border and, in
FY 2008, inspected 1,884. In addition to inspections, the IOIs work to improve relations

with firearms industry members, enhance voluntary compliance, and promote licensees’
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assistance in preventing firearms diversion by conducting training and outreach activities

with FFLs in the targeted areas.

Admittedly, more can and should be done to stop the flow of weapons from the
United States into Mexico. It is an undisputable fact that the weapons and firearms used
to fuel the drug-related violence in Mexico can be traced back to guns procured legally or
illegally here. ATF is aggressively working to keep weapons out of the hands of the
cartels and other dangerous criminals in Mexico by adding additional Special Agents and
other personnel to disrupt firearms trafficking networks, increasing our oversight of the
federal firearms licensees along the border, and improving the coordination of firearms
trafficking information amongst federal, state, and local law enforcement agencies

stationed along the border.

DEA EXPERTISE

The Drug Enforcement Administration (DEA) has a large international presence.
With eleven offices in Mexico, and a decades-long history of working with the Mexican
government, DEA has an excellent vantage point from which to assess the drug
trafficking situation in Mexico, the related violence, its causes, and its historical context.
In collaboration with Mexican law enforcement, DEA is actively working to
systematically dismantle the cartels. Shortly after Congress approved the Sensitive
Investigative Unit (SIU) program in 1996, the Mexico City SIU was established, and
DEA now works closely with a number of trusted counterparts throughout the country.

Our SIU counterparts have undergone a rigorous vetting process, to include robust
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background investigations and polygraph examinations. DEA works closely with these
vetted units to collect and analyze sensitive law enforcement information and to further
the case development against, and the prosecution of, major drug trafficking
organizations. Working with our Mexican counterparts, DEA and U.S. interagency
partnerships have taken the offensive against Mexico-based cartels on their own turf and
sought to systematically identify and dismantle U.S. based cells of these Mexican cartels.
Project Reckoning and Operation Xcelerator are recent examples of this U.S.-Mexico
collaboration. Both Projects were investigated and prosecuted in multiple Organized
Crime Drug Enforcement Task Forces (OCDETF) cases, involving DEA and other
OCDETF investigative agencies, numerous United States Attorney’s Offices, and the

Department’s Criminal Division.

Project Reckoning was a 15-month operation targeting the Gulf Cartel and
remains one of the largest, most successful joint law enforcement efforts ever undertaken
between the U.S. and Mexico. Because of intelligence and evidence derived from Project
Reckoning, during 2008 the U.S. was able to secure indictments against the Gulf Cartel
“triumvirate” of Ezekiel Antonio Cardenas-Guillen (brother of extradited Kingpin Osiel
Cardenas-Guillen), Eduardo Costilla-Sanchez, and Heriberto Lazcano-Lazcano, head of
Los Zetas. Project Reckoning resulted in over 600 arrests in the U.S. and Mexico,
including 175 active Gulf Cartel/Los Zetas members, thousands of pounds of
methamphetamine, tens of thousands of pounds of marijuana, nearly 20,000 kilograms of
cocaine, hundreds of weapons, and $71 million. Operation Xcellerator began in May

2007 from an investigation in Imperial County, California and targeted the Sinaloa
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Cartel. Operation Xcellerator was recently concluded and resulted in over 750 arrests,
multi-drug seizures running to the tens of thousands of pounds, aircraft and maritime
vessel seizures, and over $59 million in seized currency. While these operations are
intended to break the power and impunity of the cartels, in the short term they also
exacerbate the violence in Mexico. The aforementioned Operations and Projects are by
no means complete. These examples represent ongoing efforts that will continue, with as

many iterations as are necessary, to cripple and destroy the Mexico-based drug cartels.

Defining the Problem

The southwest border is the principal arrival zone for most illicit drugs trafficked
into the U.S., as well as the predominant staging area for the subsequent distribution of
these drugs throughout the U.S. Guns are an integral part of these criminal enterprises;
they are the “tools of the trade.” Drug traffickers routinely use firearms against each
other and have used these weapons against the Mexican military, law enforcement
officials, and Mexican civilians. Because firearms are not readily available in Mexico,
drug traffickers have aggressively turned to the U.S. as their primary source. Firearms
are routinely being transported from the U.S. into Mexico in violation of both U.S. and
Mexican law. In fact, according to ATF’s National Tracing Center, 90 percent of the
weapons that could be traced were determined to have originated from various sources
within the U.S. One thing must remain clear in any discussion of violence in Mexico, or
violence practiced by Mexican traffickers operating in the U.S.: drug gangs are

inherently violent, and nowhere is this more true than in Mexico, where “Wild West”-
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style shootouts between the criminals and the cops, and elements of opposing trafficking

groups are unfortunately considered normal.

To elaborate, the rising incidences of trafficking U.S.-sourced firearms into
Mexico is influenced by a number of factors, including increased demand for firearms by
drug trafficking organizations, and the strictly regulated and generally prohibited
possession and manufacturing of firearms in Mexico. Remarkable amounts of cash are
accumulated on the U.S. side of the border and it is believed that, in certain cases, it is
used to procure firearms and ammunition that eventually makes their way south to
Mexico. Weapons sources typically include secondary markets, such as gun shows and
flea markets since—depending on State law—the private sale of firearms at those venues

often does not require background checks prior to the sale or record keeping.

A comprehensive analysis of firearms trace data over the past three years
indicates that Texas, Arizona and California are the three largest source States,
respectively, for firearms illegally trafficked to Mexico. In FY 2007 alone, Mexico
submitted approximately 1,112 guns for tracing that originated in Texas, Arizona and

California. The remaining 47 States accounted for 435 traces in FY 2007.

It should be noted, though, that while the greatest proportion of firearms
trafficked to Mexico originate out of the U.S. along the southwest border, based on
successful traces, ATF trace data has established that drug traffickers are also acquiring
firearms from other States as far east as Florida and as far north and west as Washington

State. A case from April 2008 involving the Arellano Felix Drug Trafficking
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Organization illustrates this point. A violent dispute between elements of this drug
trafficking organization left 13 members dead and 5 wounded. ATF assisted Mexican
authorities in tracing 60 firearms recovered at the crime scene in Tijuana. As a result,
leads have been forward to ATF field divisions in Denver, Houston, Los Angeles,

Philadelphia, Phoenix, San Francisco and Seattle.

In addition, drug traffickers frequently resort to using “straw purchasers” to gain
firearms from federally licensed gun dealers in the U.S., dealers who often are unwitting
participants in these schemes. Straw purchases refer to instances wherein an individual
purchases a firearm for someone who is either prohibited by law from possessing one,
such as a convicted felon, or who does not want his or her name associated with the
transaction. In other words, a straw purchase when someone poses as the buyer of a
firearm although that person is not the true purchaser and is doing so for someone else

who wishes or needs to the law and the creation of a paper trail.

Until recently drug traffickers’ “weapon of choice” had been .38 caliber
handguns. However, they now have developed a preference for higher quality, more
powerful weapons, such as .223 and 7.62x39mm caliber rifles, 5.7x28 caliber rifles and
pistols, and .50 caliber rifles; each of these types of weapons has been seized by ATF in
route to Mexico. ATF also has seized large quantities of ammunition for use in these
firearms. Drug trafficker’s taste for high-power weaponry is evidenced by a joint ATF,
FBI and Tucson Police Department investigation in April 2006. That effort led to the
arrest of three members of the aforementioned Arellano Felix Organization for

attempting to purchase machineguns and hand grenades from undercover agents. One
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individual, a Mexican citizen, was sentenced to 70 months in Federal prison while the
other two, both U.S. citizens, were sentenced to 87 months. This case demonstrates that
drug traffickers are known to supplement their firearms cache with explosives. ATF’s
expertise with explosives has proven to be another valuable asset to use in the fight
against drug cartels. For the past 18 months ATF has been working closely with Mexican
law enforcement and military personnel by quickly responding to grenade seizures in
Mexico in order to positively identify and trace these explosives. Unfortunately, in the
past six months we have noted a troubling increase in the number of grenades, which are
illegal to possess and sell, seized from or used by drug traffickers, and we are concerned

about the possibility of explosives-related violence spilling into U.S. border towns.

The brutality and ruthlessness of the violence is appalling—we cringe at news
stories detailing the arrest of the “pozolero” (stew-maker), a killer who disposes of his
victims’ body parts in barrels of acid, or the discovery of a mass grave containing the
remains of countless victims decomposing under a layer of lime. But these and other
gruesome tactics are not new. Both new and disturbing however, are the sustained efforts
of Mexican drug trafficking organizations to use violence as a tool to undermine public
support for the government’s counter-drug efforts, intentionally displaying the beheaded

and mutilated bodies of their victims with messages that threaten even greater violence.

In 2007, the number of drug-related killings in Mexico doubled from the previous
year. Of the 2,471 (source: PGR) drug-related homicides committed in that year, law

enforcement and intelligence sources estimate that around 10 percent were killings of law
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enforcement or military personnel. Just over 8 percent of the 6,263 drug-related killings
in 2008 were of law enforcement or military officials. Since January 2009,
approximately 1,000 people have been murdered in Mexico, about 10 percent of whom

have been security officers or public officials.

Particularly worrisome are those tactics intended to intimidate police and public
officials creating in some cases defections from police organizations — at times with
former police officials seeking asylum and protection in the U.S. As disturbing as these
tactics are, they do not appear to be having any impact on staffing of the federal police or
military that are the primary tools in the Calderon Administration’s offensive. Although
Calderon currently enjoys a high level of public support, as does his crack down against
the traffickers, DEA assesses that the Calderon Administration is not only fighting a
formidable adversary in the traffickers, it is also fighting to maintain the public’s support
and its resolve against the horrific intimidation tactics of the traffickers. In the case of
President Calderon’s government, the evidence shows that they will not waver even in

the face of the most horrific acts of violence.

The Way Forward
Through its experience with combating violent crime along the southwest border
and around the world, the Department has learned that interagency and international
collaboration and coordination is fundamental to our success. We must sustain the
positive momentum achieved to date by supporting President Calderon’s heroic efforts

against organized crime. We must also manage expectations, as we anticipate that the
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gruesome violence in Mexico may get worse as the Mexican Government increases its
efforts against the cartels. We must recognize that we are witnessing acts of desperation:
the actions of wounded, vulnerable and dangerous criminal organizations. We remain
committed to working with our U.S. law enforcement and intelligence partners as well, to
stem the flow of bulk cash and weapons south, while also working to sustain the

disruption of drug transportation routes northward.

Bringing to the criminal and civil justice system of the U.S., or any other
competent jurisdiction, those organizations and principal members of organizations
involved in the cultivation, manufacture, and distribution of controlled substances
appearing in or destined for trafficking in the U.S. is of foremost importance. Continuing
to identify, investigate and eliminate the sources of and networks for transporting illicitly

trafficked firearms also remains an important focus.

The El Paso Intelligence Center, the central repository and clearinghouse for all
weapons-related intelligence collected and developed by all federal, State and local law
enforcement entities involved in narcotics interdiction and investigation along the U.S.-
Mexico border is an important tool in the Department’s work to cease border violence.
Another important tool is the OCDETF Fusion Center (OFC), a comprehensive data
center containing all drug intelligence information from six OCDETF federal member
investigative agencies, the National Drug Intelligence Center (NDIC), EPIC, and other
agencies with relevant information. The OFC conducts cross-agency integration and

analysis of drug and related data to create comprehensive intelligence pictures of
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targeted organizations, including those identified on the Attorney General’s Consolidated
Priority Organization Target (CPOT) List, which identifies the most significant drug
trafficking organizations in the world that impact the U.S. drug supply. These fused-
intelligence analytical products result in the development of actionable leads, which are
passed to OCDETF participants in the field through the multi-agency Special Operations
Division (SOD), ultimately resulting in the development of coordinated,
multijurisdictional OCDETF investigations of the most significant drug trafficking
networks. Using these tools, the Department swiftly relays intelligence about potential

threats to the agencies that are responsible for serving as first-line defenders.

Internationally, the Department enjoys a strong collaborative relationship with
law enforcement and other government agencies within Mexico and throughout the
world. The Department would not have achieved the success it has without the
remarkable support and courageous actions of the Mexican government. The daily
challenges posed by drug trafficking organizations in the U.S. and Mexico are significant,
but are overshadowed of late by a very specific set of challenges: ensuring that the
violence in Mexico does not spill over our border; closely monitoring the security
situation in Mexico; and, perhaps most importantly, lending our assistance and support to
the Calderon Administration to ensure its continued success against the ruthless and

powerful cartels.

Conclusion
Chairman Durbin, Senator Graham, distinguish Members of the Subcommittee,

on behalf of the men and women of the Department, I thank you and your staffs for your
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support of our crucial work. We recognize and are grateful for your commitment and
contributions to the law enforcement community. With the backing of this
Subcommittee, the Department can continue to build on our accomplishments, making
our nation even more secure. We look forward to working with you in pursuit of our

shared goals and will be happy to answer any questions that you may have.
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Chairman Kerry, Senator Lugar and Members of the Committee, we appreciate
the opportunity to appear before you today to discuss the Department of Justice’s (the
Department) role in addressing the alarming rise of violence perpetrated by warring
Mexican drug trafficking organizations in Mexico and the effects of that violence on the
United States, particularly along our Southwest Border. We want to share with you the
Department’s strategy systematically to dismantle the Mexican drug cartels, which
currently threaten the national security of our Mexican neighbors, pose an organized
crime threat to the United States, and are responsible for the scourge of illicit drugs and

accompanying violence in both countries.

Overview of Department of Justice’s Mexico and Border Strategy

The explosion of violence along the Southwest border is being caused by a
limited number of large, sophisticated and vicious criminal organizations, not by
individual drug traffickers acting in isolation. Indeed, the Department’s National Drug
Intelligence Center has identified the Mexican drug trafficking organizations (DTOs) as
the greatest organized crime threat facing the United States today. That insight drives our
response. There is much to do and much to improve upon. But the Department’s
strategy — built on its proven track record in dismantling transnational organized criminal
groups, such as the mafia in the 1980s and 1990s — confronts the Mexican cartels as
criminal organizations, rather than simply responding to individual acts of criminal
violence. Pursued vigorously, and in coordination with the efforts of other U.S.

government agencies like the Departments of State and Homeland Security and with the
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full cooperation of the Government of Mexico, this strategy can and will neutralize the
organizations causing the violence.

The Department’s strategy to identify, disrupt, and dismantle the Mexican drug
cartels has five key elements. First, the strategy employs extensive and coordinated
intelligence capabilities. The Department pools information generated by our law
enforcement agencies and federal, state and local government partners, and then uses the
product systematically to direct operations in the United States and assist the efforts of
the Mexican authorities to attack the cartels and the corruption that facilitates their
operations. Second, led by experienced prosecutors, the Department focuses its efforts on
investigation, extradition, prosecution, and punishment of key cartel leaders. As the
Department has demonstrated in attacking other major criminal enterprises, destroying
the leadership and financial assets of the cartels will undermine the entire organizations.
Third, the Department pursues investigations and prosecutions related to the smuggling
of guns, cash, and contraband for drug-making facilities from the United States into
Mexico. The violence and corruption in Mexico are fueled by these resources that come
from our side of the border. Fourth, the Department uses traditional law enforcement
approaches to address spillover effects of cartel violence in the United States. These
effects include the widespread distribution of drugs on our streets and in our
neighborhoods, battles between members of rival cartels on American soil, and violence
directed against U.S. citizens and government interests. Fifth, the Department prosecutes
criminals responsible for the smuggling, kidnapping and violence in federal court. The
ultimate goals of these operations are to neutralize the cartels and bring the criminals to

justice.
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Attorney General Holder is committed to taking advantage of all available
Department resources to target, disrupt, and dismantle the Mexican cartels. Last month,
the Attorney General announced the arrest of more than 750 individuals on narcotics-
related charges under Operation Xcellerator, a multi-agency, multi-national effort that
began in May 2007 and targeted the Mexican drug trafficking organization known as the
Sinaloa Cartel. This Cartel is responsible for bringing tons of cocaine into the United
States through an extensive network of distribution cells in the United States and Canada.
Through Operation Xcellerator, federal law enforcement agencies--along with law
enforcement officials from the governments of Mexico and Canada and state and local
authorities in the United States--delivered a significant blow to the Sinaloa Cartel. In
addition to the arrests, authorities seized over $59 million in U.S. Currency, more than
12,000 kilograms of cocaine, more than 1,200 pounds of methamphetamine,
approximately 1.3 million Ecstasy pills, and other illegal drugs. Also significant was the
seizure of 169 weapons, 3 aircraft, and 3 maritime vessels.

Similarly, the Department’s Project Reckoning, announced in September 2008,
was a 15-month operation that severely damaged the Gulf Cartel. It was one of the
largest and most successful joint law enforcement efforts between the United States and
Mexico. Project Reckoning resulted in over 600 arrests in the U.S. and Mexico, plus the
seizure of nearly 20,000 kilos of cocaine, tens of thousands of pounds of marijuana,
thousands of pounds of methamphetamine, hundreds of weapons and $71 million in
currency. Perhaps most importantly, Project Reckoning led to the indictment against a

triumvirate of Gulf Cartel leaders.
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Operation Xcellerator and Project Reckoning were tremendous successes in the
U.S. government’s battle against the Mexican cartels and illustrate the strengths of the
Department’s strategy. These operations applied the classic law enforcement tools that
the Department has successfully wielded against other large and sophisticated criminal
enterprises to target the largest threats from the cartels. Neither would have been
possible without the development and effective sharing of tactical and strategic
intelligence between and among federal agency partners and the Government of Mexico
and its law enforcement and special military components. They reflected multi-agency,
multi-national. They reflected multi-agency efforts. Although both were led by the Drug
Enforcement Administration (DEA), the Department worked closely with the Department
of Homeland Security and included the active participation of the Federal Bureau of
Investigation (FBI), the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), the
U.S. Marshals Service (USMS), Immigration and Customs Enforcement (ICE), U.S.
Customs and Border Protection (CBP), and the Internal Revenue Service (IRS). In all,
more than 200 Federal, state, local, and foreign law enforcement agencies contributed to
the success of Operation Xcellerator and Project Reckoning. And these multi-year
investigations will result in federal prosecutions in numerous states by various U.S.
Attorneys’ Offices and the Criminal Division’s Narcotics and Dangerous Drug Section.

We believe that we have the right strategy for stopping the violence spawned by
the cartels. But despite recent successes, we also recognize that we have much more
work to do to implement it effectively. The cartels remain too powerful and able to move

too many drugs into the United States. Too many guns and too much cash are moving
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south across the border into Mexico, where they fuel the cycle of violence. As a result,

the Attorney General 1s working to allocate additional resources to address this threat.

The Dimensions of the Current Threat

The Mexican drug cartels pose a national security threat to Mexico and an
organized crime threat to the United States. Drug-related violence, including
kidnappings and increasingly gruesome murders, has skyrocketed in recent years in
Mexico, particularly along the border with the United States. Drug-related murders in
Mexico doubled from 2006 to 2007, and more than doubled again in 2008 to 6,200
murders. Almost 10 percent of the murders in 2008 involved law enforcement officers or
military personnel. Mexican drug traffickers and their enforcers are also engaging in
other violent crimes, including kidnappings and home invasion robberies -- primarily in
Mexico but increasingly in U.S. communities as well. Although violence in Mexico has
existed over the years, the bloodshed has escalated in recent months to unprecedented
levels as the cartels use violence as a tool to undermine public support for the
government’s vigorous counter-drug efforts. Traffickers have made a concerted effort to
send a public message through their bloody campaign of violence by leaving the bodies
of their tortured victims out for public display to intimidate government officials and the
public alike.

A significant portion of this increase in violence actually reflects progress by the
governments of Mexico and the United States in disrupting the activities of the drug
cartels. After President Felipe Calderon and Attorney General Eduardo Medina-Mora

took office in 2006, and with support from the United States, the Government of Mexico
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undertook a comprehensive program to break the power of the narco-traffickers, making
record seizures of drugs, clandestine laboratories, and cash. Mexican law enforcement
agencies have arrested many high level drug cartel members who are then being
extradited to face prosecution in the United States in record numbers. This
unprecedented pressure from the Government of Mexico has led to the increased violence
directed at Mexican law enforcement and the Mexican government as a whole. As the
Department and our federal agency partners have worked with Mexican authorities to
disrupt and dismantle successive iterations of the most powerful cartels, their successors
have escalated the fighting among themselves for control of the lucrative smuggling
corridors along the Southwest border.

The violence in Mexico has direct and serious effects in the United States.
According to the 2009 National Drug Threat Assessment (NDTA) by the Department’s
National Drug Intelligence Center, Mexican drug trafficking organizations represent the
“greatest organized crime threat to the United States,” with cocaine being the leading
drug threat. Mexican and Colombian drug trafficking organizations generate and launder
between $18 billion and $39 billion in wholesale drug proceeds in the United States
annually, a large portion of which is believed to be smuggled in bulk across the border
back into Mexico; this cash further fuels the drug trade and its attendant violence.
Similarly, firearms trafficking from the United States to Mexico contributes to escalating
levels of violence on both sides of the border, as groups armed with military weapons and
U.S.-based gangs serve as enforcement arms of the Mexican drug cartels. According to
ATF’s Tracing Center, 90 percent of the firearms about which ATF receives information

are traceable to the United States.
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Intellicence-Based Targeting Is the Foundation for a Successful Response

For more than a quarter-century, the principal law enforcement agencies in the
United States have recognized that the best way to fight the most sophisticated and
powerful criminal organizations is through intelligence-based, prosecutor-led task forces
that leverage the strength, resources, and expertise of the complete spectrum of federal,
state, local, and international investigative and prosecutorial agencies. It was this
approach, for example, that fueled the ground-breaking Mafia prosecutions in the United
States and Italy in the late 1980s and 1990s. The Department is applying these same
intelligence-driven tactics that broke the back of the Mob to fighting the Mexican drug
cartels.

The Department works through several programs to develop a full range of
strategic, operational, and tactical intelligence against the Mexican cartels.

First, since 2003, the Department has worked with the drug enforcement
community to develop the Attorney General’s Consolidated Priority Organization Target
(CPOT) list of international “Most Wanted” drug kingpins. Of the approximately 50
worldwide cartels currently on the list, 19 of them are Mexican enterprises. This list
helps the Department and our federal agency partners focus critical resources on the
greatest threats.

Second, the Department leads two multi-agency intelligence centers and an
operational center that provide tactical and operational support in targeting the largest and
most dangerous Mexican cartels and focusing law enforcement resources. The El Paso
Intelligence Center (EPIC) is led by the DEA with participation of more than 20

agencies. It provides critical, case-specific tactical intelligence. For example, if a
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highway patrol officer stops a vehicle in the middle of the night, EPIC may have
information about the vehicle, driver or passengers that can be provided in real time.
EPIC focuses specifically on the Southwest border but tracks broader tactical data. The
ATF’s “Gun Desk” at EPIC serves as a central repository for all intelligence related to
firearms along the Southwest border. The FBI will shortly join the facility through a
Southwest Intelligence Group (SWIG), which will be used to coordinate information and
intelligence relating to the Southwest Border and to better disrupt and dismantle the
ongoing violent criminal activity.

The Special Operations Division (SOD) is a DEA-led multi-agency operational
center, but its functions go beyond the gathering and processing of intelligence. The
SOD provides strategic support and coordination for long-term, multi-agency
investigations. It passes leads that have been developed from intelligence sources to field
investigators and coordinates the resulting investigations. It targets the command and
control communications of major drug trafficking and narco-terrorism organizations.
Special emphasis is placed on those major drug trafficking and narco-terrorism
organizations that operate across jurisdictional boundaries on a regional, national, and
international level. Operation Xcellerator was initiated as a SOD investigation. The
transnational nature of narcotics trafficking results in numerous agencies from Federal,
State and Local departments involved in the fight to stop the flow of narcotics into our
communities. Working through the Organized Crime Drug Enforcement Task Force
Fusion Center, SOD serves a critical role in the de-confliction of investigative efforts to

prevent the occurrence of law enforcement from targeting one another.
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The Organized Crime Drug Enforcement Task Force (OCDETF) Fusion Center,
an intelligence center co-located with SOD, is a comprehensive data center containing
drug and related financial data from DEA, ATF, FBI, IRS, the USMS, the U.S. Coast
Guard, National Drug Intelligence Center (NDIC), EPIC, the Financial Crimes
Enforcement Network (FinCEN), the Department of State’s Bureau of Consular Affairs,
and other key players in the international drug enforcement world. Like the SOD, it
provides critical support for long-term and large-scale investigations. It conducts cross-
agency and cross-jurisdictional integration and analysis of drug related data to create
comprehensive pictures of targeted organizations. The Fusion Center passes actionable

leads to field investigative units.

Focused Law Enforcement Initiatives

The Department’s efforts are focused on three underlying aspects of the problem:
drugs, guns, and cash; and are part of an integrated and coordinated operational response
from Department law enforcement components in coordination with one another and
federal agency counterparts.

1. Movement of Drugs

DEA has the largest U.S. drug enforcement presence in Mexico with 11 offices in
that country. DEA Mexico primarily focuses its resources at the command and control
infrastructure of the Mexican cartel leaders with the goal of removing the top layers of
cartel leadership, who are essential to the operation of these criminal enterprises. To
achieve this goal, DEA Mexico supports and/or facilitates operations by both the

Mexican Federal Police and Military Special Forces to locate and capture cartel leaders
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and their associates. Project Reckoning and Operation Xcellerator are recent examples of
this successful partnership. DEA also sponsors the Sensitive Investigative Units (SIU),
elite vetted units of Mexican law enforcement and military which undergo robust
background investigations and polygraph examinations, resulting in trusted counterparts
throughout Mexico.

DEA also targets the cartels through its “Drug Flow Attack Strategy” (DFAS), an
innovative, multi-agency strategy, designed to significantly disrupt the flow of drugs,
money and chemicals between the source zones and the United States by attacking
vulnerabilities in the supply chains, transportation systems, and financial infrastructure of
major drug trafficking organizations. DFAS calls for aggressive, well-planned and
coordinated enforcement operations in cooperation with host-nation counterparts in
global source and transit zones around the world.

Department law enforcement components cooperate with the Department of
Homeland Security and other federal agencies on EPIC’s “Gatekeeper Initiative.” A
“Gatekeeper” is a person or group whose role is “to facilitate the taxation and protection
of contraband loads (including illegal aliens) and to enforce the will of the cartel through
bribery, intimidation, extortion, beatings, and murder.” These Gatekeepers control
territory along the border and are key to cartel smuggling operations in both directions.
The Gatekeeper Initiative, combines the statutory expertise and authorities of its multi-
agency members — DEA, FBI, the U.S. Marshals, IRS, ICE, ATF, and CBP to: (1)
establish multi-district investigations of the Gatekeepers and their organizations operating
along the Southwest Border, including the identification and investigation of corrupt law

enforcement officials on both sides of the border; (2) identify additional activities of the
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Gatekeepers in other regions and pass investigative leads to those jurisdictions; (3)
disrupt drug trafficking patterns along the Southwest Border by attacking the smuggling
of major cartels; and (4) target the illegal purchase and distribution of firearms by
Gatekeepers.

Within the United States, DEA has worked with the Department of Homeland
Security to implement its “License Plate Reader Initiative” in the Southwest border
region to gather intelligence, particularly on movements of weapons and cash into
Mexico. The system uses optical character recognition technology to read license plates
on vehicles in the United States traveling southbound towards the border. The system
also takes photographs of drivers and records statistical information such as the date,
time, and traffic lane of the record. This information is then compared with DEA and
CBP databases to help identify and interdict vehicles that are carrying large quantities of
cash, weapons, and other illegal contraband toward Mexico.

2, Trafficking of Guns

Given its statutory mission and authority, ATF is principally responsible for
stopping the flow of weapons from the United States south to the cartels. Merely seizing
firearms through interdiction will not, by itself, stop firearms trafficking to Mexico.
ATEF, in collaboration with other law enforcement entities, seeks to identify, investigate,
and eliminate the sources of illegally trafficked firearms and the networks for
transporting them.

Since 2006, Project Gunrunner has been ATF’s comprehensive strategy to combat
firearms-related violence by the cartels along the Southwest border. It includes special

agents dedicated to investigating firearms trafficking on a full-time basis and industry
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operations investigators (IOIs) responsible for conducting regulatory inspections of
Federal Firearms Licensees (FFLs) along the Southwest Border. Since 2007, ATF has
inspected approximately 95 percent of the FFLs in the region.

Congress has recently allocated an additional $15 million in support of Project
Gunrunner. These funds will allow ATF to open five new field offices staffed with
Special Agents and IOIs. With these additional resources, ATF can identify and
prioritize for inspection those FFLs with a history of noncompliance that represents a risk
to public safety, as well as focus on primary retailers and pawnbrokers who sell the
weapons of choice for drug cartels. In addition, the funds will be used to send additional
Special Agents to consulates in Mexico.

The tracing of firearms seized in Mexico and the United States is an essential
component of the strategy to curtail firearms trafficking along the Southwest border.
When a firearm is traced, specific identifying information — including the make, model,
and serial number — is entered in the ATF Firearms Tracing System (e-Trace), which is
the only federal firearms tracing system. Using this information, ATF can establish the
identity of the first retail purchaser of the firearm and then investigate how the gun came
to be used in a crime or how it came to be located in Mexico. Furthermore, analyses of
aggregate trace data can reveal trafficking trends and networks, showing where the guns
are being purchased, who is purchasing them, and how they flow across the border.
Without tracing data, federal officials would be forced to rely solely on interdiction
efforts to gain investigative leads, an often ineffective use of federal resources. As part
of the Mérida Initiative, discussed below, ATF received $4.5 million to initiate a Spanish

version of ATF’s e-trace to Mexico. ATF is working with Mexican officials to increase

12

ATF8-001-001-00017348



Employee 3 5530

their current usage of the gun tracing system, with deployment to nine U.S. consulates in
Mexico set for December of this year.

3. Bulk Currency Shipments and Money Laundering

The spike in violence in Mexico among the cartels stems from fights over market
share and profits as the Mexican and U.S. governments have, by working together,
succeeded in applying greater pressure against them. In addition to removing the
leadership ranks of the cartels, the Department is waging a war to take their assets too.
Again, as with any other criminal enterprise, the Department places a high priority on
attacking and dismantling the financial infrastructure of the Mexican drug trafficking
organizations.

For example, the Department has established a “Bulk Currency Money
Laundering Initiative,” which investigates bulk currency movement along transportation
routes in the Southwest. Although we do not know the exact amount of bulk cash
flowing back across the U.S. border to the Mexican DTOs, the National Drug Intelligence
Center estimates that Mexican DTOs generate approximately $17-$38 billion annually in
gross wholesale proceeds from their distribution of illicit drugs in the United States.
State and local agencies, which encounter the vast majority of currency seizures on the
highways, often lack the resources necessary to conduct follow-up investigations that will
lead to the identification and prosecution of the major drug organizations that own the
smuggled cash. Again we have worked in partnership with the Department of Homeland
Security, the component agencies of which have primary responsibility for securing the
U.S. border. This Strategic Initiative 1s designed to enhance all the federal, state, and

local agencies’ efforts through coordination and cooperative investigation. Federal
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agencies currently participating in this initiative include ATF, DEA, FBI, ICE, IRS, the
USMS, and the U.S. Attorney’s Offices.

Between 2007 and 2008, $2.9 billion were forfeited under the Department of
Justice Asset forfeiture program. Under the National Asset Forfeiture Strategic Plan,
asset forfeiture is integrated into every appropriate investigation and prosecution,
recognizing that asset forfeiture is a powerful law enforcement tool that strips criminals
of their illicit wealth.

Finally, under the Mérida Initiative, discussed below, the Department is sharing
its expertise with Mexican investigators and prosecutors to strengthen Mexico’s own

asset forfeiture laws and authority.

Federal Prosecution Along The Border

The United States Attorneys have over 540 prosecutors in the five Southwest
Border districts, handling national and district-level priorities involving narcotics
trafficking, gun-smuggling, violent crimes, and immigration offenses. Each of the
Southwest Border United States Attorneys’ offices works closely with federal, state, and
local investigative agencies on the initiatives described above. The United States
Attorneys’ offices are on the front lines of the national effort to prosecute both large-scale
criminal enterprise cases involving significant trafficking organizations as well as other
criminal offenses arising at the border with Mexico. The United States Attorneys also
coordinate with Mexican prosecutors to share evidence in appropriate cases to ensure that
justice is achieved either in U.S. or Mexican courts.

During the past three years, U.S. Attorney’s Offices and the Department’s

Criminal Division have seen a significant increase in the number of international
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fugitives returned to face justice in the United States through international extradition.
Colombia and Mexico have extradited fugitives to the United States during this time in
unprecedented numbers. Some of those extradited were significant cartel leaders,
including major figures of the Tijuana and Gulf Cartels. For example, Osiel Cardenas
Guillen, leader of the Gulf Cartel, was extradited in January 2007. Last December,
Mexico extradited Juan Diego Espinosa Ramirez, “El Tigre,” a Colombian associate of
the Sinaloa Cartel wanted by the DEA. Last month Mexico extradited Miguel Caro-
Quintero to the United States to face federal narcotics trafficking and racketeering
charges brought by the Department; Caro-Quintero is the former head of the now-defunct
Sonora Cartel and was responsible for trafficking thousands of metric tons of cocaine and
marijuana to the U.S. in the 1980s and 1990s. (Caro-Quintero is also the younger brother
of Rafael Caro-Quintero who was the mastermind behind the kidnapping, torture, and
murder of DEA Special Agent Enrique “Kiki” Camarena in 1985.) Just last week, the
Mexican government announced the arrest of Vincente Zambada, a top Sinaloa cartel
leader, who has been indicted on federal narcotics charges in the U.S.

To build on these successes, and to handle the growing number of cases involving
international extraditions and foreign evidence more effectively, the Department is in the
process of establishing an OCDETF International Unit within the Criminal Divisions
Office of International Affairs (OIA), which will focus on mutual legal assistance to other
countries. The Unit will expand the current level of cooperation with our foreign
counterparts in the arrest, extradition, and successful prosecution of cartel leaders and

their subordinates.
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Responding to the Threat with Additional Resources

Although the elements of the Department’s proven prosecutor-led, intelligence-
based strategy are in place, we have much work to do to implement it effectively to
combat the Mexican cartels. The Department has taken the following steps to buttress
our law enforcement resources along the Southwest border.

e Increased DEA presence on the border. DEA is forming four additional
Mobile Enforcement Teams (METSs) to specifically target Mexican
methamphetamine trafficking operations and associated violence, and anticipates
placing 16 new positions in its Southwest border field divisions. 29 percent
(1,171) of the DEA’s domestic agent positions are now allocated to the DEA’s
Southwest border field divisions.

o Re-allocation of 100 ATF personnel to Southwest border within the next 45
days. ATF is redeploying 100 employees, including 72 agents, under Project
Gunrunner, primarily to Houston and South Texas based on ATF intelligence on
drug trafficking patterns. The FY 2009 budget and Recovery Act include
additional new funding for Project Gunrunner as well. In particular, $10 million
in American Recovery and Reinvestment Act funding is being used to hire 37
ATF employees to open, staff, equip, and operate new Project Gunrunner criminal
enforcement teams (in McAllen, TX; El Centro, CA; and Las Cruces, NM), and to
assign two special agents to each of the U.S. consulates in Juarez and Tijuana to
provide direct support to Mexican officials on firearms-trafficking-related issues.

ATF will also open new Gunrunner field offices in Phoenix, AZ and Houston, TX
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under the FY2009 Budget and will add 30 additional ATF personnel in those
areas.

o OCDETEF is adding to its Strike Force capacity along the Southwest border:
OCDETF is expanding the staffing of its joint interagency Strike Forces along the
Southwest Border (in San Diego and Houston); within the last year, OCDETF has
also established two new Strike Forces, one in Phoenix and one in El Paso. In
addition, OCDETF is adding one full-time financial analyst contractor for each of
the Strike Forces and placing an intelligence analyst team from the National Drug
Intelligence Center with each Strike Force, following a model currently in place
with the Houston Strike Force. The Department intends to roll out additional
teams across the Southwest Border.

e Increased FBI focus. The FBI is enhancing its efforts to disrupt drug activity
and to dismantle gangs that may have connections to the violent Mexican drug
cartels by participating on Organized Crime and Drug Enforcement Task Forces.
In addition, to address the surge in kidnappings, the FBI is working closely with
Mexican police officials on a Bilateral Kidnapping Task Force. This task force
investigates cases along the border towns of Laredo, Texas, and Nuevo Laredo,
Mexico. Aside from operational task forces, each of our border offices has
Border Liaison Officers who travel to Mexico on a weekly basis to liaison and
coordinate with law enforcement partners. These tools provide local law
enforcement on both sides of the border with a rapid response force to
immediately pursue, locate and apprehend violent crime fugitives who commit

their crimes and flee across the international border to elude capture.
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o Increased funding to combat criminal narcotics activity stemming from the
Southern border. The American Recovery and Reinvestment Act includes $30
million, to be administered by the Department’s Office of Justice Programs, to
assist with state and local law enforcement to combat narcotics activity along the
Southern border and in High Intensity Drug Trafficking Areas, including the $10
million that is required by statute to be allocated to Project Gunrunner.

e Public relations campaign. ATF is doing a public education campaign in
Houston and San Antonio, TX this summer on illegal straw purchasing. This will
include press conferences, radio, TV, billboards, and seminars with people who

have federal licenses to sell firearms.

The Mérida Initiative

Let me conclude with a brief mention of the Mérida Initiative. The Department
strongly supports the Mérida Initiative, which provides an unprecedented opportunity for
a highly coordinated, effective bilateral response to criminal activity on our Southwest
border. The Department has been and continues to be actively involved in the Mérida
Initiative planning and implementation both on an interagency and bilateral basis. One of
the first Mérida Initiative programs in Mexico is a ministerial level Strategy Session on
Arms Trafficking, funded by the government of Mexico and the U.S. State Department,
and developed and designed by the Department in conjunction with DHS and the U.S.
Embassy in Mexico City, to be held in Mexico on April 1 and 2. Attorney General Holder
and Secretary Napolitano are scheduled to attend, joining their Mexican counterparts for

the second day of the conference.
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The Department’s Criminal Division and law enforcement agencies already are
working with our Mexican counterparts to enhance and strengthen Mexico’s operational
capacities to effectively combat narco-trafficking, firearms trafficking and other
organized criminal enterprises, including trafficking in persons. The Mérida Initiative
provides increased support for our joint efforts with Mexico in these and other areas of
mutual concern. These efforts have focused on the development of intelligence-based
targeting and prosecutor-led multi-agency task forces, collection of evidence, and
extradition. The Department has been and continues to be an active participant and
partner in the Mérida Initiative interagency planning and implementation both in

Washington DC and as an integral member of the country team at Embassy Mexico City.

Conclusion

Thank you for your interest in the Department’s efforts to combat the alarming
rise of violence in Mexico along the Southwest border, as well as our views about the
most effective ways to address the current threat. In order to attack the full spectrum of
the drug cartels’ operations — drug trafficking, kidnapping, bribery, extortion, money
laundering and smuggling of profits, and trafficking and use of dangerous weapons — we
must employ the full spectrum of our law enforcement agencies’ resources, expertise, and
statutory authorities. By continuing to work together, building on what we have done
well so far and developing new ideas to refresh our strategies, we can rise to the current
challenge. Again, thank you for your recognition of this important issue and the
opportunity to testify here today. We will be happy to answer any questions you may

have.
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Verification of Records Search — Office of Chief Counsel

I, Stephen R, Rubenstein, as Chief Counsel, have caused a search of the Office of Chief Counsel
to be made for all documents and other information relating to ATF Operation Fast and Furious
as outlined in the Request for Documents and Information Relating to an Office of the Inspector
General Review of Certain Firearms Trafficking Investigations dated March 25, 2011 and the
Subpoena issued by the House of Representatives Committee on Oversight and Government
Reform dated March 31 , 2011 and declare that the materials described below, to the best of my
knowledge and belief, reflect all documents responsive to the OIG request and the House of
Representatives Subpoena.

The Office of Chief Counsel has copies of Title III affidavits prepared by ATF Special Agents in
connection with Operation Fast and Furious. These documents are under seal by order of the
Districl Court, case number 2:11-CR-126, District of Arizona.

gi//f, LIy
Date o
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S (0) (7)(C
Sent: Friday, April 08, 2011 12:44:24 PM
Subject: FW: Sierra Vista sites and personnel n Phoenix FD

Clarification please

AM Eastern Standard Time

(HP)

Subject: Sierra Vista sites and personnel in Phoenix FD

(b) (7)(C)

Can vyou please locok into something for us? The “Current Snapshot for Phoenix”
provided [rom Field Ops, via shows 2 sites Lhal were notl
disclosed previously, the Sierra Vista (IQ) Satellite Office and the Sierra

Vista Field OZlice. Looking al Lhe FD Addresses Lab ol Lhe sheel, bolh

_ocations say (May 1, 2011) and “No phone or fax at this time” which leads me

to believe these are future sites. This assumption is further strengthened by

the fact that 5 of the 6 personnel associated with these sites indicate

(Academy) in their Title. 1Is it safe to assume that these are incoming agents,
still 1in the AlF Academy and therefore we do not need to worry about gathering
data from them? Whalt aboul the 1 user who does not show as (Academy) - RaAC (DX

m:sea on his GAL entry, he is a S/A in the Cheyenne Field Office oI
tne Lenver rield Division, so I am not sure why he is on the provided snapshot

for Phoenix. Could you please reach out to someone for clarification on these
users? Thank you very nuch!!!

(b) (7)(C)
)

S/A (Academnmy)
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ESATII Proiect Portfolio Management

Department of Justice-ATF
HP Enterprise Services
100 New York Ave., NW
Suite 600

Washington, DC 20005

e (D) (7)(C)

kxR Rkx*k

NOTICE: This e-mail message and any
use of the addressee(s) named above
communication may contain Sensitive
statutorily or otherwise pzchibited

5554

attached files are intended solely for the
in connection with official business. This
But Unclassified information that may be
Zrom belng released wilhoulL appropriate

approval. Any review, use, or dissemination of this e-mail message and any

P

attached [ile(s) in any [oZi cuilside of iLhe Bureau of Alcohol, Tobacco, Ficearns
& Explosives or the Department of Justice without express authorization is

strictly prohikited.
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Thank
to
dated April
well as the
momentazrZly
as place an

you

resubmit

fer providing the
the certification using the updated “o-n. [(JEEH(®I)]
6;
HCOGR subnoena from the Hill.
and ask ycu have SAC Gant

electronic copy

I apologlce

(b) (7)(C)

rrogram Analyst
Field Management Staff

pH: (202) 643{()KEAI(®)

(FO)

* ok Kk kA

NOTICE: “hls e—-mail message

addressee (s) named abcove in
conLain Sensilive BulL
prohibited from belng
disseminaticn oI this

f Alcohol, Tobacco,

,,,,, QOz_ginal
From: (7)(C)
Sent: Thuxzsday
To:
Cc: Canl r

Subject: FW:

Far

Lor Lhe confusion.

Unclas
released without approprlate approval. Any review,
e-mail message and any attached file(s)

5555

certification from the Atlanta FD, however, - need to ask you

ent an email,

with a revised certification form that covers both the OLG investigaticn as

I'11 forward vou fhe email with the updated form
resign and resubmit the certification to me as well
Zn his shared drive.
Please lel me know [ you have any queslions.
and any attached files are intended solely Zor the use oI the

connection with officia’ business. This communication nay
siZ_ed lnlormaticn Lhal may be stalulorlily or olhezwlise

use, or

in any form outside of the

Firearms & Explosives or the Department of Justice without

authorizatZon is strictly prehikited.
Message————

CertiZication

Please find attached, the Fast and Furious certification for the Atlanta Field Division. If
there's additZonal information needed, please contac‘(b) (7)((:) h T (b) (7)((:)
cellular or on my office numbher listed below.

Sincerely,

(b) (7)(C)

Special Agent/Public Information Officer Bureau of Alcchol, Tobacco, Firearms and
Explosives Allanla Fleld Div s on

(204) 417 QN - .

(404) 417-2611 fax

kok ke ok ke ke k

NOTICE: This e mail message and any attached files are intended solely Zor the use oI the
addressee (s} named above in connection with cofficia’ business. This communication nay
contain Sensitive But Unclassifed information that may be statutorily or otherwise

prchiblilted L[zom be.ng

Bureau ol Alcoliol, Tobacco,

celeased
disseminafiion oI this e mail message and any attached file(s)

wilhoul approps_ale approval. Any review, use, ol

in anv form outside of the

Firearms & Explousives or the Depariment ol Justice wilhoul

express authorizatZon 1is strictly prohikited.

From: Gant,
Sent:
To:

Gregory K.
Apri’

Thursday,

07,

2021 4:16 PM

ATF8-001-001-00017427



Subject: FW: Fa&aF Certification

Employee 3 5556

(b) (7)(C)

Special ngent in Charge
ATF, Allanla Fleld Dlvision
CfZice (404) 417 2600
Direct (404) 417
Mobile

L

NOTICE: This e-mail message and any attached flles are intended solely Zor the use oI the
addressese (s} named above in connection with official business. This communication nmay
contain Sensillive BulL Uncl illed ¢n£ormaL;cn Lha_ may be stalulorily or olhezwise

rchibited from being =ze d without appropriate approval. Any review, use, or
dlssemlnatlon 0oz this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcchel, Tobacce, Firearms & Explosives or the Department of Justice without
express aulhorlzaillon is silrlclly prehiklied.

From: Gant, Gregory K.

Sent: Thursday, April 07, 2021 5:16 PM
To: Gant, Gregory K.

Subject:

This E-mall was senl [zom "RNP948F80" (AZlcic 2045e).

Scan Dale: 07.,04.2317 15:15:35 (-0500}
Queries to: Richol@atf.gowv

HAK KK AN

NOTICE: This e-mail message and any attached files are intended solely Zor the use oI the

addressee (s} named above in connection with official business. This communication may
contalin Sensitive Bul UnclassiZ’led information that may be statutorily or othezwise
prohibited from being zeleased without approprlate approval. Any review, use, or

disseminaticn oZ this e-mail message and any attached file{s) in any form outsxde of the
ho

.

1y nf Alachal Takhanca L arme [ Wunlaoion Ay tha Doanmartmoant o Ff
C 2accee = armgs & LHPLCOLIVCE Cr Loac JUepartmont

o]

= — 222000, 10

- A
2 , e
express aulhorizal_ on is slrictly prehibited.
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From: (7)(C)

Sent: Friday, April 08. 2011 12:21 PM
To;
CcC

Subject: FW: Document Request
Attachments: HIC- 6MAY 2009 Hoover.pdf. HOUSE Foreign Affairs 7FEB08 Hoover.pdf; HOUSE
Homeland Security 16JUL09 McMahon pdf; HOUSE OVERSIGHT 09JUL09 Hoover.pdf

| need this completed ASAP (se request below). | am attaching docs 8-10. Please search and save
the rest of them and get them t SAP.
(b) (7)(C)

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs
bile1)
bile2)
202.648 office)
202.648.9708 (fax)

e Ao ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unciassified information that may be statutorily or otherwise prohibited from being reieased without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

: ~al

h o avsimunnn mirhlh el i Ta mhnlakles mwalll

sasthle ;. Ty - H : l. Lil.ix
WILIHUUL TAPI T QULHIUIIZAlIVUL 1D JUILLY MIVIIIVILTU.

Sent: Friday, April 08, 2011 11:26 AM
Sﬂb]ec : Document Reques
(b) (7)(C)

Do you guys have someone who can find electronic copies of the documents listed below? All were referenced in
the OIG Reports on Gunrunner and DOJ wants to produce them to the Committee. Need help fast please.

Public Documents Referenced in the Office of The Inspector General’s Reports on Project Gunrunner
ATF website and ATF “Fact Sheet: Project Gunrunner” (September 2008).
Department Fact Sheet: Department of Justice Efforts to Combat Mexican Drug Cartels (April 2, 2009).

Department of Justice press release, Justice Department Announces Success in Battle Against Firearms
Trafficking and Recovery Act Funds to Build on Project Gunrunner (October 1, 2009).

Testimonies Relevant To Proiect Gunrunner
1. “Law Enforcement Response to Mexican Drugs Cartel,” Panels I and II, Joint Hearing of the Crimes and

ATF8-001-001-00017429
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Drugs Subcommittee of the Senate Judiciary Committee and the Senate Caucus on Int’l Narcotics
Control, March 17, 2009

2. William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary
Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
Drug Cartels” (March 17, 2009)

2 TTQ VT Voo ol o e Lm ko - A ..-..-..._f..aj_..-- [ a2 L rars o To_oulao
J. UL, I10UDC Ul I\CpleC[lldllVCb L/Ulllllll € Oil ﬂpp OpI1aUvIlS SUvL COI1i1 L © Oi1 L OInineice, Justice,

Science and Related Agencies, March 24, 2009

4. *“Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels | and 1I, Senate
Homeland Security and Governmental Affairs Committee, March 25, 2009

5. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Foreign Relations Committee,
March 30, 2009

6. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”
House Homeland Security, Subcommittee on Emergency Communications, Preparedness, March 31, 2009

7. “Department of Justice,” House Committee on Appropriations, April 23, 2009

8. “Escalating Violence in Mexico and the Southwest border as a Result of Mexican Drug Trade,” House
Judiciary, Subcommittee on Crime, May 6, 2009

9. “Southern Border Violence: State and Local Perspectives,” Senate Committee on Homeland Security,
April 20, 2009, “Rise of Mexican Drug Cartels and US National Security,” House Committee on
Oversight and Governiment Refoim, July 9, 2009

10. “Combating Border Violence: The Role of Interagency Cooperation in Investigations,” House Homeland
Security, Subcommittee on Border, July 16, 2009

11. William McMahon, Deputy Assistant Director for Field Operations, ATF, before the Committee on
Homeland Security Subcommittee on Border, Maritime, and Global Counterterrorism, U.S. House of
Representatives, concerning “Combating Border Violence: The Role of Interagency Coordination in

NP L D, LA in LR IR Ly LA 8§ LIS

lnvest15atlons” (July 16, 2009), homeland.house.gov/Heanngs/mdex.asp‘?lD—ZOS

(b) (7)(C)

Acting Chief of Staff
Office of the Director
0: 202-648
C.
||

N A O
I nNWuUIin o

C 1NN
g LUV

o oA ok ok g

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached fiie(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

without express authorization is strictly prohibited.
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ESCALATING VIOLENCE IN MEXICO AND THE
SOUTHWEST BORDER AS A RESULT OF THE
ILLICIT DRUG TRADE

WEDNESDAY, MAY 6, 2009

HoUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 3:55 p.m., in room
2141, Rayburn House Office Building, the Honorable Robert C.
“Bobby” Scott {Chairman of the Subcommittee) presiding.

Present: Representatives Scott, Jackson Lee, Pierluisi, Gohmert,
Poe, Goodlatte, Rooney and Smith.

Staff Present: Bobby Vassar, Subcommittee Chief Counsel; Mario
Dispenza, Fellow, ATF Detailee; Karen Wilkinson, Fellow, Federal
Public Defender’s Office Detailee; Veronica Eligan, Professional
Staff Member; Caroline Lynch, Minority Counsel; Kimani Little,
Minority Counsel; and Kelsey Whitlock, Minority Staff Assistant.

Mr. ScoTT. Good afternoon.

I first want to apologize for the delay. We had crime bills on the
floor unexpectedly. We thought we were going to be there at about
11 this morning, and did not get on until about 1:30, so we appre-
ciate your indulgence.

The Subcommittee will now come to order. Welcome to the hear-
ing before the Subcommittee on Crime, Terrorism, and Homeland
Security on the escalating violence in Mexico and the southwest
border as a result of the illicit drug trade.

For several months, the media has reported horrific violence oc-
curring in Mexico and along the U.S. southwest border, stemming
from illegal drug trafficking. Traffickers have been brazen enough
to threaten police, government officials and even their families be-
cause of stepped-up government efforts into drug interdiction. The
actual attacks have been rampant and gruesome. Our hearing
today will explore the extent of the violence and the role of the U.S.
law enforcement agencies in combating it.

Of course, violence associated with drug trafficking and orga-
nized crime is nothing new. Other nations, most notably Colombia
and Italy, experienced heightened violence when their governments
stepped up enforcement efforts in the late 1980’s and 1990’s.

Similarly, the surge in violence Mexico 1s experiencing seems to
be related to Mexican President Calderon’s targeted and successful

(D

5564

ATF8-001-001-00017436



Employee 3

2

crackdown on illicit drug organizations. As Mexican security forces
have seized thousands of firearms and tons of drugs, the trafficking
has become more difficult. As a result, the traffickers have become
more violent as they fight to control fewer trafficking routes. Be-
cause these routes flow to and from the United States, our Border
States are most directly affected by the violence. In Phoenix alone,
a special task force of 10 investigators has dismantled 31 crime
cells and has made more than 220 arrests in response to over 350
kidnappings and other violence over the past 2 years.

But the violence is, by no means, limited to the border. According
to a December report by the Department of Justice’s National Drug
Intelligence Center, Mexican drug trafficking organizations have
established a presence in 230 U.S. cities, as far apart as Anchorage
and Atlanta, further intertwining Mexico and United States in the
fight to control the violence over firearm trafficking.

According to the Bureau of Alecchol, Tobacco, Firearms and Ex-
plosives, approximately 90 percent of the weapons seized in Mexico
that are traced originate here and end up in the hands of Mexican
drug traffickers. Clearly we have a shared problem; however, be-
fore we can solve the problem, we must assess it accurately, focus-
ing on reality and not sensationalism.

The violence has, indeed, been gruesome. However, according to
the Mexican Government, 64 percent of their drug-related violence
is mostly concentrated in three Northern and Southwestern States
where only 15 percent of their population lives. Moreover, the mur-
der rate in Ciudad Juarez, Mexico’s hardest-hit city, is six times
lower than was Colombia’s murder rate during the early 1990’s.
Since that time, Medellin’s homicide rate has dropped by 90 per-
cent. Thus, the situation is serious, but it i1s not as widespread as
some reports would lead us to believe, and neither is it insur-
mountable.

Mexico has initiated key steps to overcoming the latest escalation
of violence. In addition to increased enforcement efforts, Mexico has
made crucial institutional reforms in its judicial system, police hir-
ing, technology investment, and drug abuse prevention and treat-
ment efforts. These key changes promise a more secure, long-term
solution than enforcement efforts alone could provide.

The United States’ Federal law enforcement efforts have been
greatly enhanced. In March of this year, the Obama administration
announced a major increase in law enforcement resources to part-
ner with Mexico in combating drug and firearm trafficking.

Today we will hear from representatives from the Department of
Justice to explain its role in combating the drug and firearm traf-
ficking and its resultant viclence.

So I am pleased at this point to recognize the esteemed Ranking
Member of the Subcommittee, the gentleman from Texas, Judge
Gohmert.

Mr. GOHMERT. Thank you, Mr. Chairman. Thank you for holding
this hearing, and thank you for calling me “esteemed.”

We are grateful to you for being here, our witnesses. I know that
this has been an inordinate delay, but thank you for your patience.

For several months now, we have heard reports of escalating vio-
lence by Mexican drug cartels, of violence targeted at rival cartels
and at officials of the Mexican Government; not just violence, but
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gruesome acts intended to terrorize local communities and to in-
timidate the Mexican Government into abandoning its mission to
rid Mexico of the scourge of illegal drugs.

Mexico is the primary transit point in the U.S. for all four major
drugs of choice: marijuana, cocaine, methamphetamine, and heroin.
In fact, 91 percent of all cocaine abuse in America is supposedly
trafficked through Mexico. So it comes as no surprise that these
cartels would resort to such tactics, given the Calderon govern-
ment’s efforts to shut down their trafficking operations and to rid
the government of the corruption that has allowed these cartels to
prosper for years, and, I would submit, that has caused the country
to not become the power that it could be in the world.

In addition to dozens of extraditions of drug cartel members from
Mexico to the U.S. for prosecution, Mexican authorities in recent
weeks have arrested the suspected leader of the violent Zeta gang
in the border city of Matamoros, across from Brownsville, Texas, as
well as a top official in the Juarez and Sinaloa Cartels.

In March, Forbes magazine listed Joaquin “El Chapo” Guzman-
Loera, the head of the Sinaloa Cartel, as one of the world’s self-
made billionaires. His inclusion on this list brings the breadth of
the illegal drug trade into stark reality.

We simply cannot address the cartel violence in Mexico without
addressing both the supply and demand of illegal drugs here in
America. According to the Drug Enforcement Administration, Mex-
ico 1s the number one foreign supplier of marijuana abuse in the
United States. In fact, marijuana is considered the cash crop that
finances the cartel’s drug trade, corruption and violence. So it came
as a shock to me when Attorney General Holder announced in Feb-
ruary that the D.A. would no longer conduct raids on facilities that
are operating in compliance with State laws despite their violation
of Federal drug laws. This is an issue that still needs to be ad-
dressed.

Another matter that has caused concern was when some of us
heard the Administration say that 90 percent—or even the Presi-
dent say that 90 percent of all of the guns involved in violence in
Mexico are apparently from the United States, which as it turns
out—it sure appears from the numbers that I have been able to
get—that only 17 percent of the guns found at Mexican crime
scenes have been traced to the United States. A large percentage
of the guns recovered in Mexico are not sent back to the United
States for tracing because it i1s obvious from their markings that
they did not come from the U.S., but the numbers that we have
been provided say that, in 2007 to 2008, 6,000 guns were success-
fully traced, and of these, 90 percent—this is by the ATF—90 per-
cent, or 5,114, were traced to the U.S.; but in those same 2 years,
according to the Mexican Government, 29,000 guns were recovered
at crime scenes. So there is not 90 percent coming from the United
States, but 17 percent.

Another issue that has just arisen today, as reported in the
press—the Chicago Tribune reported that the Sinaloa Cartel is now
authorizing the use of force and viclence inside the United States
to protect their loads of illegal drugs. That force is supposedly
being authorized in the United States. Now, that may be a testi-
mony to the effectiveness in how they have been hurt by the U.S’
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curtailing the drugs being imported into the United States. What-
ever the reason, if this is true, and they are authorizing violence
against our people whom we are paying to protect us, then we have
got to have an appropriate counterstrategy to that, and I hope we
hear about that shortly.

Anyway, I do appreciate your patience, and lock forward to your
testimony.

I yield back the balance of my time.

Mr. ScotT. Thank you.

We have the Ranking Member of the full Committee, the gen-
tleman from Texas, Mr. Smith, who actually suggested the hearing.

It is good to see you here.

Myr. SMITH. Thank you, Mr. Chairman. Actually, I was going to
give you credit and thank you for having this hearing, which is
both timely and appropriate. I do appreciate the collaboration. It is
a bipartisan subject, and I always appreciate being able to work
with you on items like this.

Also, Mr. Chairman, I think I heard you, as I walked in, express
your appreciation to the witnesses for waiting so long, and I, too,
was going to say to them that the debate and the votes on some
three judiciary bills that were on the House floor took a lot longer
than we thought. In fact, the vote actually occurred about 1 hour
longer than we were told when it was going to occur, and I am
afraid you all had to wait, but we do appreciate that.

Mexico, our neighbor to the south, i1s experiencing a surge in
homicides and in other violent crimes. Drug cartels are to blame.
In a little more than a year, more than 7,000 people have been
murdered, many of them cartel members or associates. These inter-
national crime syndicates are like any other criminal organization
that attempts to exercise its authority through threats, fear and
murder, but Mexican President Felipe Calderon has vowed to take
on the Mexican drug cartels and to put an end to their reign.

We are seeing the results of this effort through better coopera-
tion with U.S. law enforcement agencies, through the increased ex-
traditions of cartel members to the U.S., and through a campaign
to rid the Mexican Government of the corruption that has fostered
the cartels’ power for years.

Regrettably, though, some are using the violence along the bor-
der as a justification for stricter gun laws. In recent weeks both the
news media and elected officials have repeated a statistic that
would be alarming if true, that 90 percent of the firearms seized
in Mexico come from the U.S. This is simply false.

What is true is that 90 percent of those weapons that are seized
and traced are linked back to a point of sale in the United States,
but this accounts for only 17 percent of the guns actually found at
Mexican crime scenes. The remaining 83 percent come from Cen-
tral and South America or as far away as Russia, according to a
recent report.

Regulating the ownership of firearms by law-abiding citizens will
do nothing to stop criminals from trafficking guns into Mexico.
There are those who suggest that the solution to border violence is
to legalize drugs. That is like saying that the solution to our eco-
nomic crisis is to legalize fraud.
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If Congress is serious about addressing border viclence in Mex-
ico, we should first eliminate the demand for illegal drugs in the
U.S. by cracking down on drug dealers. Unfortunately, some want
to significantly reduce the punishment for drug crimes, but reduc-
ing the demand for drugs in the U.S. will help prevent drug-related
violence from spilling across the U.S.-Mexico border.

In late March, the Administration announced that it planned to
redeploy personnel and resources along the border to help curtail
the violence. I support these actions, but remain concerned that the
redeployment of personnel and resources may come at the expense
of other critical law enforcement activities. Border violence should
not be used as an excuse to reduce the interior enforcement of our
immigration laws and to enact gun restrictions.

Mr. Chairman, the threat of violence spilling across the U.S. bor-
der would be much less if we would complete the construction of
the border fence. The Border Patrol has stated that, where used,
it has reduced apprehensions by 95 percent, and when apprehen-
sions are down, so is the amount of drugs coming across the bor-
der—and the related violence.

Mr. Chairman, thank you, and I yield back the balance of my
time.

Mr. ScoTT. Thank you.

We have also been joined by the gentlelady from Texas Ms. Jack-
son Lee. I ask that any other additional statements be made part
of the record.

Without objection.

[The prepared statement of Ms. Jackson Lee follows:]
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PREPARED STATEMENT OF THE HONORABLE SHEILA JACKSON LEE, A REPRESENTATIVE
IN CONGRESS FROM TIIE STATE OF TEXAS, AND MEMBER, SUBCOMMITTEE ON CRIME,
TERRORISM, AND HOMELAND SECURITY

i)HElL‘t‘\ JACKGSON L EF
Congress of the Heited States

finuse of Bepresentatines
Rashingtom, D 20315

CONGRESSWOMAN SHEEA JACKSON LEE, oF TEXAS
STATEMEN T BEFORE THE

JUDICIARY SUBCOMMITTEE ON
CRIME, TERRORISM, AND HOMELAND SECURITY

“HEARING ON THE ESCALATING VIOLENCE IN MEXICO AND SOUTHWEST
BORDER AS A RESULT OF THE [LLICIT DRUG TRADE
May §, 2009

Thank you, Mr. Chairman, for vour leadership in convening today’s
very tmportant hearing on escalating violence in Mexico and the Southwest
border as a result of the licit drug trade. The purpose of the hearing is to
provide information regarding the illicit drug trafficking originating in
Mexico. The hearing will also explore how law enforcement agencies are
responding to escalating violence along the border and how it affects the
U.S. Southwest border. 'This hearing will provide analysis of the situation,
and recommendations on what actions Congress should take to address the

situarion.
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The increasing violence along the border has occusred within the two
years since Mexican President Felipe Calderon took office. At the {ime that
President Calderon took oftice, he pledged to crack down on illicit drug
rafficking.  The violence and the presence of drugs along the border have
increased.

In 2008, the violence between Mexican drug gangs fighung for
tratficking routes {o the United States killed approximately 6,000 people in
Mexico, including more than 500 police otficers and soldiers. In the first
eight weeks of 2009, more than 1,000 people were killed as a result of the
drug war. in March 2009, Mexico sent an additional 3,200 soldiers to the
border, increasing the total number of Mexican soldiers combating drug
cartels o more than 45,000,

Qver 200 United States citizens have been killed in the drug war,
either because they were involved in the cartels or were innocent bystanders.
The drug trade in Mexico includes marijuana, heroin, cocaine, and
methamphetamine {meth).

Reports have indicated that Mexico is the conduit for most of the
cocaine — approximately 90 percent - in the United States, the source for
much of the heroin consumed in this country and the largest foreign supplier

of marijuana and meth to other markets.
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Estimates indicate a vast majority of the cocaine available in the
United States market is smuggled by Mexican cartels across the United
States-Mexico border. Cartels are becoming increasingly involved in the
trafficking of meth because of the large profit margins they obtain from
controlling the drug from manufacture to distribution.

The drug cartels have criminal earnings in excess of $25 billion per
year and physically send more than $10 billion a year in bulk cash back iuto
Mexico from the Uniled States. According to the 2009 National Drug
Threat Asscssment, Mexican drug trafficking organizations are the greatest
drug traflicking threat to the United States.

The Drug Enforcement Administration (DEA) maintains that the
Mexican cartels now command and control the drug trade and show the
hallmarks of organized crime, such as organizing into distinct cells with
subordinate cefls, including gangs, which operate throughout the United
States.

Mexican cartels control drug distribution in most United States cities,
and they are gaining strength in markets that they do not control. The 2009
National Drug Threat Assessment indicates that Mexican cartels maintain
drug distribution networks or supply drugs to distributors in at least 230

United States cities, including in Alaska and Hawaii.
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The problem along the U.S.-Mexico border is exacerbated by the that
while the Mexican drug organizations are smuggling their narcotics North of
the border to sell in the United States, they are obtaining their weapons in
the U.S. and smuggling them back to Mexico, where they are used to
facilitate the violence. According to the Bureau of Alcohol, Tobacco,
Firearms and Explosives, approximately 90% of the weapons seized in
Mexico that are traced, originate in the Linited States and end up in the hands
of Mexican drug traffickers.

According to Mexican Attorney General, Edwardo Merina Mora, the
viclence directly attributable to the drug organizations is responsible for the
deaths of at [cast 8,150 people between December 2006 and December 2008.
The viclence has become so intense that the drug organizations are
threatening police officials and publically taking credit for brutal
assassinations. [n one instance among many other brutal murders, five
officers were beheaded and the assassing placed the detached heads in a
cooler at the police station.

The violent turf battles between Mexican drug organizations have
now crossed the .S.-Mexican border and have resulted 1n kidnappings and
home invasions in the United States. The violence is growing in the

Southwest border and vicinity and is increasingly making its way to other

5572

ATF8-001-001-00017444



Employee 3

10

patts of the United States.

The violence is not limited to the Southwest border and vicinity.
According to a December report by the Justice Department’s National Drug
[ntelligence Center, Mexican drug-trafficking organizations have established
a presence in 230 U.S. cities, including remote places such as Anchorage,
Alaska and Sheboygan, Wisconsin.

The Federal Government provides States and local governments with
assistance in covering the costs related to the fight against the drog cartels
and the prosecution of such drug cases, local law enforcement along the
horder is in need of agsistance in cavering expenses. Local Jaw enforcement
uses its limited resources to combat drug trafficking, huwan smuggling,
kidnappings, the destruction of private property, and other border security
relatcd crimes. The United States shares 1,989 miles along its border with
Mexico. Federal assistance is required {o help local law enforcement.

On March 24, 2009, the Obama Administration announced its plans
for increasing its law enforcement efforts in Mexico and aleng the U.S.
Southwest border. The Administration’s efforts will be shared by the
Department of Homeland Security and the Department of Justice each with a
series of initiatives. Witnesses will discuss the plan described above in

detail and explain how each initiative will work within the overall effort to
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combat violence from the drug trade.

I have also worked on this important issue — the violence along the
Southwest border is of grave concern to me. To address this situation along
the border, on Aptil 2, 2009, 1, along with Congressman Poe, introduced
H.R. 1900, Border Security, Cooperation, and Act Now Drug War
Prevention Act. This Act will provide for emergency deployments of United
States Border Patrol agents and to increase the number of Drug Enforcement
Administration and Alcohol, Tobacco, Firearms and Explosives agents along
the international border of the United States to increase resources to identify
and chiminate iiticit sources of firearms into Mexico for use by violent drug
trafficking organizations. The bill requires the deployment of helicopters
and power boats, motor vehicles, portable computers, radio communications,
and other equipment.

[ welcome the witnesses’ testimony and their comments on my bill.

‘Thank vou, M. Chairman. I vield the remainder of my time.

Mr. ScoTT. We will now go to our panel of witnesses.

Our first witness will be Stuart Nash, Associate Deputy Attorney
General and Director of the Organized Crime Drug Enforcement
Task Forces. Under that directorship, he oversees the combined ef-
forts of over 2,000 law enforcement agents and over 600 prosecu-
tors with the mission of investigating, prosecuting and dismantling
the world’s largest drug-trafficking, money-laundering organiza-
tions. He also serves as Associate Deputy Attorney General with
the responsibility for a range of criminal justice issues, including
drug enforcement, money laundering and asset forfeiture. He has
a law degree from Harvard Law School and a bachelor’s degree
from Duke University.
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Our next witness will be Mr. Salvador Nieto, the Deputy Assist-
ant Commissioner, Office of Intelligence and Operations Coordina-
tion for the United States Customs and Border Protection. As Dep-
uty Assistant Commissioner, he is the chief executive officer re-
sponsible for leveraging the skills of intelligence operations profes-
sionals and targeting experts to maximize the CBP’s enforcement
efforts. He began his career in 1988 with the U.S. Border Patrol,
served in the United States Air Force and attended the Air Force
Community College and Florida State University.

Our next witness will be Janice Ayala, Deputy Assistant Director
of Financial, Narcotics and Public Safety Division within the Office
of Investigations, U.S. Immigration and Customs Enforcement. In
this position she has direct oversight of the financial, narcotics and
national gang programs conducted by ICE officers throughout the
United States. She served for 4 years in the U.S. Air Force Intel-
ligence Squadron, and holds a bachelor of science degree in busi-
ness administration.

Our fourth witness will be Mr. Anthony Placido, Assistant Ad-
ministrator for Intelligence for the United States Drug Enforce-
ment Administration, or DEA. As a leader of DEA’s intelligence
program, he is DEA’s senior officer for the U.S. Intelligence Com-
munity, and his duties include the development of the agency’s
global intelligence collection enterprise. He holds a bachelor’s de-
gree from Northeastern University and a master’s degree from
Golden Gate University.

Our final witness is Mr. William J. Hoover, Acting Deputy Direc-
tor for the Bureau of Alcohol, Tobacco, Firearms and Explosives. As
Deputy Director, he is the ATE’s second highest official and over-
sees all ATF operations, including criminal investigations, intel-
ligence and the regulation of Federal firearm licensees. He has a
bachelor’'s degree from Shepherd College in Shepherdstown, West
Virginia.

I thank all of our witnesses for joining us. I will ask you to sum-
marize your testimony within 5 minutes or less. There is a timing
device at the table, which will go from green to yellow with 1
minute left, to red after your 5 minutes are up.

We have also been joined by the gentleman from Texas Mr. Poe.

We will begin with Mr. Nash.

TESTIMONY OF STUART G. NASH, ASSOCIATE DEPUTY ATTOR-
NEY GENERAL, AND DIRECTOR, ORGANIZED CRIME DRUG
ENFORCEMENT TASK FORCES (OCDETF), U.S. DEPARTMENT
OF JUSTICE

Mr. NasH. Thank you very much, Mr. Chairman.

I cannot help but notice—it may be a bad omen for me—that the
last vote—you mentioned my degree from Duke University. The
last vote the House took before this hearing was convened was to
congratulate the North Carolina Tar Heels for their victory in the
National Basketball Championship, but I will try to soldier on.

My thanks to you and to Ranking Member Gohmert and to all
of the Members of the Committee. I appreciate the opportunity to
appear before you today to discuss the alarming rise of violence in
Mexico and to share with you the Department of Justice’s strategy
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for dismantling the Mexican drug cartels that are responsible for
that violence.

Drug-related violence has skyrocketed in recent years in Mexico,
especially along the border with the United States. When Mexico’s
President Calderon and Attorney General Medina-Mora took office
in December 2006, the Mexican Government, with the support of
the United States, undertook a comprehensive program to break
the power of the narcotraffickers. The unprecedented pressure
caused the cartels to escalate fighting among themselves for control
of the lucrative smuggling corridors along the southwest border. It
also led to retaliatory vioclence directed at Mexican law enforcement
personnel.

The violence in Mexico has had direct and serious effects in the
United States. Firearms trafficking from the United States to Mex-
ico contributes to escalating levels of violence on both sides of the
border. As for the cartels and the U.S.-based gangs affiliated with
the cartels, they arm themselves with high-caliber firearms. These
criminal groups are very well financed. Mexican and Colombian
drug trafficking organizations annually generate between $18 bil-
lion and $39 billion in drug proceeds in the United States, a large
portion of which is believed to be smuggled in bulk cash shipments
back into Mexico.

For decades, U.S. law enforcement agencies have recognized that
the best way to fight the most powerful criminal organizations is
through intelligence-based, prosecutor-led task forces. It was this
approach, for example, that fueled the groundbreaking Mafia pros-
ecutions in the late 1980’s and 1990’s. The DOJ is currently apply-
ing the same intelligence-driven tactics that broke the back of the
mob to fighting the Mexican drug cartels.

The Department’s strategy to dismantle the Mexican drug cartels
has several key elements. First, the strategy employs extensive in-
telligence capabilities. The Department pools information gen-
erated by Federal, State and local law enforcement agencies, and
it uses that intelligence to direct resources against the most power-
ful cartels.

Second, through prosecutor-led, multiagency task forces, the De-
partment focuses its efforts on the investigation, extradition, pros-
ecution, and incarceration of key cartel leaders. As the Department
has demonstrated in attacking other major criminal enterprises,
destroying the leadership and seizing the financial infrastructure of
the cartels undermines their very existence.

Third, the Department of Justice, in concerted efforts with the
Department of Homeland Security, pursues investigations and
prosecutions related to the trafficking of guns and to the smuggling
of cash from the United States into Mexico. Much of the violence
in Mexico is fueled by weapons and resources that come from our
side of the border.

Finally, the Department confronts the secondary threats in the
United States flowing from the cartel activity. These threats in-
clude the widespread distribution of drugs on our streets and gang
activities in our neighborhoods.

The Department’s strategy has already had some spectacular
successes. Just a couple of months ago, Attorney General Holder
announced the arrest of more than 750 individuals in connection
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with Operation Xcellerator, which targeted the Mexican drug traf-
ficking organization known as the Sinaloa Cartel. Through Oper-
ation Xcellerator, Federal law enforcement agencies, along with the
law enforcement officials from the Governments of Mexico and
Canada and State and local authorities in the United States, deliv-
ered a significant blow against the Sinaloa Cartel. In addition to
the 750 arrests, authorities seized over $61 million in U.S. currency
and more than 12,000 kilos of cocaine.

Project Reckoning, announced in September 2008, was a 15-
month operation that severely damaged the Gulf Cartel. It was one
of the largest and most successful joint law enforcement efforts
ever undertaken between the United States and Mexico. Project
Reckoning resulted in over 600 arrests in the U.S. and Mexico, plus
the seizure of $76 million in currency and nearly 20,000 kilos of co-
caine. Most importantly, Project Reckoning led to the indictment of
the three principal leaders of the Gulf Cartel.

Operation Xcellerator and Project Reckoning were tremendous
successes in the U.S. Government’s battle against the Mexican car-
tels, and they illustrate the strengths of the Department’s strategy.
Neither would have been possible without the development and ef-
fective sharing of intelligence between and among Federal agen-
cies, our State and local partners and the Government of Mexico.

The operations were each coordinated by the DEA-led Special
Operations Division and were handled by prosecutors and inves-
tigators from the Organized Crime Drug Enforcement Task
Forces—a program that coordinates elements of the Federal Gov-
ernment, including the DEA, FBI, ATF, the Marshal Service, pros-
ecutors from the U.S. Attorney’s offices, and the DOJ’s Criminal
Division, as well as agents from ICE, CBP, the Coast Guard, and
the IRS.

In sum, we believe that the Administration has the right strat-
egy for stopping the violence spawned by the cartels. We also recog-
nized that there is much work still to be done. The cartels remain
powerful, and they continue to move drugs into the United States,
but the strategy we are pursuing is the correct one, and ultimately
we will prevail against these cartels.

The Department of Justice remains committed to working in con-
junction with our partners to address these serious threats. I wel-
come any questions that you may have.

Mr. ScotT. Thank you.

[The joint prepared statement of the Department of Justice fol-
lows:]
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JOINT PREPARED STATEMENT OF STUART NASH, WILLIAM HOOVER,
AND ANTIIONY P. PLACIDO

Deparbment of Justice

STATEMENT OF

STUART NASH
ASSOCIATE BEPUTY ATTORNEY GENERAL AND
DIRECTOR, ORGANIZED CRIME DRUG ENFORCEMENT TASK FORCES
DEPARTMENT OF JUSTICE

WILLIAM HOOVER
ACTING DEPUTY DIRECTOR
BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES
DEPARTMENT OF JUSTICE

ANTHONY P. PLACIDO
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Chairman Scott, Ranking Member Gohmert and Members of the Committee, I appreciate
the opportunity to appear before you today to discuss the Department of Justice’s (the
Department) role in addressing the alarming rise of violence in Mexico perpetrated by warring
Mexican drug trafficking organizations in Mexico and the ctfects of that violence on the United
States, particularly along our Southwest Border. I want to share with you the Department’s
strategy Lo sysiematically dismantle the Mexican drug cartels, which currently threaten the
national security of our Mexican neighbors, pose an organized crime threat to the United States,
and are responsible for the scourge of illicit drugs and accompanying violence in both countries.

Let me begin by emphasizing the priority that this issue commands at the highest level of
the Department’s leadership, including the Attorney General himself. From March 31 to April 2,
2009, the U.S and Mexico co-hosted the Arms Trafficking Prosccution and Enforcement
Executive Strategy Session in Cuernavaca, Morelos, Mexico. On April 2, U.S. Attorney General
Holder and Janet Napolitano from the Department of Homeland Security (DHS} along with
Mexican Attorney General Eduardo Medina-Mora and Mexican Secretary of the Interior
Fernando Gémez-Mont, moderated the proceedings.

Top ofticials from the Department, including the Criminal Division; the Bureau of
Alcohol, Tobaceo, Firearms, and Explosives (ATF); all United States Attorneys and Drug
Enforcement Administration {DEA) Special Agents in Charge from the southern border districts;
the Federal Burcau of investigation (FBI) Legal Attaché to Mexico; top officials from the
Department of Homeland Security, inctuding the Office of International Affairs (OIA), Office of
Counternarcotics Enforcement (CNE), U.S. Immigration and Customs Enforcement (ICE), and
U.S. Customs and Border Protection (CBP); and top United States Embassy leadership attended

the event. The Mexican delegation was comprised of officials {rom the Mexican Attorney
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General’s Office (PGR), Ministry of the Interior, Minisiry of Foreign Relations (SRE), the
Mexican Military (SEDENA), the Mexican Navy (SEMAR), Mexican Customs (Aduanas), the
Secretariat of Public Sceurity (SSP), and the National Center for Rescarch and National Security
(CISEN).

Attorney General Holder and Secretary Napolitano met both together and scparately with
their counterparts and law enforcement experts over a period of two days. The last day ineluded
a meeting with President Felipe Calderdén and his national security cabinet at Los Pinos. The
meetings that took place included frank discussions of the inter-related law enforcement
challenges our two countries face.

As a result of the strategy session, several concrete steps have been identified, aniong
others, in order to move forward: (1) develop protocols for securing firearms evidence so that it
can be used in either nation for prosecution; (2) share information relating to arrests and
prosecution of arms traffickers who operate on both sides of the border; and (3) create a United
States-Mexican arms trafticking expert working group to identify the gaps in arms trafficking
enforcement which would provide conclusions within 30-60 days of the scssion.

As cpitomized by the Cucrnavaca Arms Trafficking Conference, the Mérida Initiative
presents new opportunities for expert collaboration on many fronts. With Mérida funding
provided by the Department of Statc, the Department plans, among other things: (1} to place two
expericnced federal prosceutors in Mexico to work with their counterparts in prosecutorial
capacity-building; (2) to assign a forensics expert in Mexico; (3) with in conjunction with
interagency partners to build vetted teams and task forces that can work with U.S. federal law
cnforcement agencies to attack the cartels across the range of their criminal conduct; {(4) to

advance fugitive apprehension with the U1.S. faw enforcement agencies and extradition with our
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Criminal Division experts; (5) to assist Mexico in developing an assets management system to
deal with the assets seized and forfeited in criminal cases and (6) to provide expert advice on
witness and judicial security. At the same time, as an operational matter, the Department
continues to work closely with Mexico as it addresses the issuc of cartel-related public
corruption, including through investigative assistance.

Overview of the Department of Justice’s Mexico and Border Strategy

The continuing violence in Mexico, just south of our border, is being caused by a limited
number of large, sophisticated and vicious criminal organizations, not by individual drug
traffickers acting in isolation. .That insight drives cur response. There is much to de and much
to improve upon. But the Department’s Strategic Approach — built on its proven track record in
dismantling transnational organized criminal groups, such as the mafia in the 1980s and 1990s —
confronts the Mexican cartels as criminal organizations, rather than simply responding to
individual acts of criminal violence. Pursued vigorously, and in coordination with the efforts of
other U.S. government agencies and with the full cooperation of the Government of Mexico, this
strategy can and will neutralize the organizations causing the violence.

The Department’s strategy to identify, disrupt, and dismantlc the Mcexican drug cartels
has fivc key elements and supports the National Southwest Border Counternarcotics Strategy.
First, the strategy cmploys extensive and coordinated intelligenee capabilities. The DDepartment
pools information generated by our law enforcement agencics and federal, state and local
government partriers, and then uses the product to promote operations in the United States and
assist the cfforts of the Mexican authorities to attack the cartels and the corruption that facilitates
their operations. Second, through intelligence-based, prosecutor-led, multi-agency task forees

that leverage the strengths, resources, and expertise of the complete spectrum of federal, state,
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local, and intcrnational investigative and prosecutorial agencies, the Department focuses its
efforts on investigation, extradition, prosccution, and punishment of key cartel leaders. As the
Department has demonstrated in attacking other major criminal enterprises, destroying the
leadership and seizing the financial infrastructure of the cartels undermines their very existence.
Third, the Department of Justice, in conecrted cfforts with the Department of Homeland
Security, pursues investigations and prosecutions related to the trafficking of guns and the
smuggling of cash and contraband for drug-making facilities from the United States into
Mexico. Much of the violence and corruption in Mexico is fueled by these resources that come
from our side of the border. Fourth, the Department uses traditional law enforcement approaches
to address the threats in the United States of cartel activity. These threats include the widespread
distribution of drugs on our streets and in our neighborhoods, battles between members of rival
cartels on American soil, and violence directed against U.S. citizens and government interests.
This component of the Department’s strategy will inevitably include investigations and
prosecutions of U.S.-based gangs that forge working relationships with the Mexican drug
trafficking organizations (DTOs). Fifth, the Department prosecutes criminals responsible for
{ederal crimes involving trafficking, smuggling, moncy laundering, kidnapping and violence.
The ultimate goals of these operations are to neutralize the cartels and bring the criminals to
Jjustice.

The Department uses all of its available resources to target, disrupt, and dismantle the
Mexican cartels. A few months ago, Attorney General Holder announced the arrest of more than
750 individuals on nareotics-related charges under Operation Xcellerator, a multi-agency, multi-
national effort coordinated by the DEA-led Special Operations Division {SOD) that began in

May 2007 and targeted the Mexican drug trafficking organization known as the Sinaloa Cartel.
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This cartel is responsibie for bringing tons of cocaine into the United States through an extensive
network of distribution cells in the United States and Canada. Through Opcration Xcellerator,
federal law enforcement agencics--along with faw enforcement officials from the governments of
Mexico and Canada and state and local authoritics in the United States--delivered a significant
blow to the Sinaloa Cartcl. In addition to the arrests, authoritics scized over $61 miliion in U.S.
currency, more than 12,000 kilograms of cocaine, more than 1,200 pounds of methamphetamine,
approximately 1.3 million Ecstasy pills, and other iflegal drugs. Also significant was the seizure
of 191 firearms, 4 aircraft, and 3 maritime vessels.

Similarly, the Department’s Project Reckoning, announced in September 2008, was a 15-
month operation, also coordinated by SOD, that severely damaged the Gulf Cartel. It was one of
the largest and most successful joint law entorcement efforts between the United States and
Mexico. Project Reckoning resulted in over 600 arrests in the U.S. and Mexico, plus the seizure
of nearly 20,000 kilos of cocaine, tens of thousands of pounds of marijuana, thousands ol pounds
of methamphetamine, hundreds of firearms and $76 million in currency. Perhaps most
importantly, Project Reckoning led to the indictment against a triumvirate of Gulf Cartel leaders.

Operation Xcellerator and Project Reckoning were tremendous suceesses in the U.S.
government’s battle against the Mexican cartels and illustrate the strengths of the Department’s
strategy. These operations applied the classic law cnforcement toois that the Department has
successfully wielded against other large and sophisticated criminal enterprises to target the
largest threats from the cartels. Neither would have been possible without the development and
effective sharing of taetical and strategic intelligence between and among federal ageney partners
and the Government of Mexico and its law enforcement and special military components. They

reflected multi-agency, bi-national efforts, coordinated by SOD and led by prosecutors and
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investigators from the Organized Crime Drug Enforcement Task Forces (OCDETF), a program
that coordinates and channels clements of the federal government — including the DEA, FBI,
ATF, USMS, U.S. Attorney’s Offices, and the Department’s Criminal Division, as well as ICE,
CBP, and the Internal Revenue Service-Criminal Investigations Division {IRS). In all, more than
200 Federal, state, local, and forcign law enforcement agencies contributed to the success of
Opcration Xcellerator and Project Reckoning. These multi-year investigations will result in
federal prosccutions in numerous states by various U.S. Attorneys’ Offices and the Criminal
Division’s Narcotics and Dangerous Drug Section.

We believe the Administration has the right strategy for stopping the violence spawned
by the cartels. But despite recent successes by the Administration, we also recognize that there is
much more work to do. The cartels remain powerful and continue to move drugs into the United
States. Guns and cash moving south continue to fuel the cycle of violence in Mexico. Asa
result, the Department of Justice, in conjunction with our other federal partners, are working
together to address these threats.

The Dimensions of the Current Threat

The Mexican drug cartels posc a national security threat to Mexico and an organized
crime threat to the United States. Drug-related vielence, including kidnappings and increasingly
gruesome murders, has skyrocketed in recent years in Mexico, particularly along the border with
the United States. Drug-relatcd murders in Mexico doubled from 2606 to 2007, and more than
doubled again in 2008 to 6,200 murders. Almost 10 percent of the murders in 2008 involved
victims who were law enforcement officers or military personnel. Mexican drug traffickers and
their enforcers are also engaging in other violent crimes, including kidnappings and home

invasion robberics -- primarily in Mexico but increasingly in U.S. communities as well.
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Although violence in Mexico has cxisted over the years, the bloodshed has escalated in recent
months to unprecedented levels as the cartels use violence as a tool to undermine public support
for the Mexican government’s vigorous counter-drug efforts. Traffickers display the bodies of
their tortured victims to intimidate government officials and the public alike.

A significant portion of this increase in vielence actually reflects progress by the
govermnents of Mexico and the United States in disrupting the activities of the drug cartels.
After President Calderon and Attorney General Medina-Mora took office in 2006, and with
support from the United States, the Government of Mexico undertook a comprehensive program
to break the power of the narco-traftickers, making record seizures of drugs, clandestine
laboratorices, and currency. Mexican law enforcement agencies have arrested many high level
drug cartel members who are being extradited in record numbers to face prosecution in the
United States. This unprecedented pressure from the Government of Mexico has led to the
relaliatory violence direcled at Mexican law enforcement and the Mexican government as a
whole. As the Department and our federal agency partners have worked with Mexican
authorities to disrupt and dismantle successive iterations of the most powerful cartels, their
suceessors have escalated the fighting among themsclves for control of the ucrative smuggling
corridors along the Southwest border.

The violence in Mexico has direct and serious effects in the United States. According to
NDIC’s 2009 National Drug Threat Assessment (NDTA), within the realm of drug trafficking
organizations, Mexican drug trafficking organizations represent the “greatest organized crime
threat to the United States,” with cocaine being the leading drug threat. Mexican and Colombian
drug trafficking organizations generate, remove and launder between $18 billion and $39 billion

in wholesale drug proceeds in the United States annually, a large portion of which is believed to
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be smuggled in butk across the border back into Mexico; as noted above, this currency further
fuels the drug trade and its attendant vielence. Similarly, firearms trafficking from the United
States to Mexico contributes to escalating levels of violence on both sides of the border, as
cartel-affiliated groups and U.S.-based gangs, both often armed with military fircarms, serve as
cnforcement arms of the Mcexican drug cartels. We look forward to working in collaboration
with Mexican authorities to build their capacity (o assess all the weapons seized and provide
better definition of arms trafficking across our shared border.

Intellicence-Based Targeting Is the Foundation for a Successful Response

For more than a quarter-century, the principal law enforcement agencies in the United
States have recognized that the best way to fight the most sophisticated and powertul criminal
organizations is through intelligence-based, prosecutor-led task forces that leverage the strength,
resources, and expertise of the complete spectrum of federal, state, local, and international
investigative and prosecutorial agencies. Tt was this approach, for example, that fueled the
ground-breaking Mafia prosecutions in the United States and ltaly in the late [980s and 1990s.
The Department is applying these same inteliigence-driven tacties that broke the back of the Mob
to fighting the Mexican drug cartels.

The Department works through several programs to develop a full range of strategic,
operational, and tactical intelligence against the Mexican cartels.

First, since 2003, the Department has worked with the drug enforcement community to
develop the Attorney General’s Consolidated Priority Organization Target list of international
“Most Wanted” drug kingpins. Of the approximately 55 worldwide cartels currently on the list,
20 of them are Mexican enterprises. This list helps the Department and our federal agency

partners focus critical resources on the greatest threats.
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Second, the Department leads three multi-agency intelligence centers and an operational
center that provide tactical, operational, and stratcgic support in targeting the largest and most
dangerous Mexican cartels and focusing law enforcement resources. The El Paso Intellipence
Center (EPIC) currently involves the participation of more than 20 agencies. EPIC provides
critical, casc-specific tactical intclligence to law enforcement consumers. For cxample, if a
highway patrol officer stops a vehicle in the middle of the night, EPIC may have information
about the vehicle, driver or passengers that can be provided in real time. EPIC focuses
specifically on the Southwest border but tracks broader tactical data. The ATF's “Gun Desk” at
EPIC serves as a central reposttory for all intelligence related to firearms along the Southwest
border. In addition, the FBI, already a contributing member at EPIC, is in the process of
increasing its participation there by creating its Southwest Intelligence Group (SWIG). The
SWIG will be used to coordinate information and intelligence relating to the Southwest Border
and to better disrupt and dismantle the ongoing violent eriminal activity. The SWIG head will
also serve as an Associate Deputy Director of EPIC.

SOD, also led by DEA, is best described as an operations center, rather than an
intelligence center, because its functions go beyond the gathering and processing of intelligence.
It provides operational targeting, support, and coordination for long-term, multi-agency
investigations. It passcs leads that have been developed from intelligence sources to field
investigators and coordinates the resulting investigations. SOD targets the command and control
communications of major drug trafficking and narco-terrorism organizations. Special emphasis
is placed on those major drug trafficking and narco-terrorism organizations that operate across
jurisdictional boundaries on a regional, national, and international level, and the operations

coordinated by SOD include OCDETF investigations. Operation Xcellerator and Project
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Reckoning were OCDETF investigations that were both initiated and coordinated through SOD.
The transnational nature of narcotics trafficking triggers a combined Federal, State and local
ageney response directed at stopping the flow of narcotics into our communities and they are
often brought together through the OCDETF Program and their cfforts coordinated through
SOD. SOD also plays a critical role in deconflicting these operations.

The OCDETF Fusion Center (OFC) is a comprehensive data center containing drug and
related financial data from DEA, ATF, FBI, IRS, the USMS, the U.S. Coast Guard, CBP, NDIC,
EPIC, the Financial Crimes Enforcement Network (FinCEN), the Department of State’s Bureau
ot Consular Aftairs, and other key players in the international drug enforcement world. The
OFC provides critical law enforcement intelligence support for long-term and large-scale
investigations, complementing the mission of SOD by providing non-communications
intelligence at an operations fevel. The OFC conducts cross-agency and cross-jurisdictional
integration and analysis of drug related data to create comprehensive pictures of targeted
organizations through its fused database, Compass. Using the protocols established by SOD, the
OFC passes actionable Jeads to field investigative units.

The third Department-led intelligence center is NDIC, which provides policy makers and
resource providers with strategic drug intelligence. In addition to producing the NDTA, NDIC
produces regional and subjcct-specific threat assessments. These include OCDDETF Regional
Assessments, including the Southwest Region. NDIC provides Document and Media
Exploitation {DOMEX)support to field agents and prosecutors to facilitate the analysis of seized
evidence. NDIC also provides DOMEX training and software to foreign law enforcement
partners, including Mexico.

Focused Law Enforcement Initiatives
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The Department’s efforts are focused on three underlying aspects of the Southwest
Border threat: drugs, guns, and illegal drug proceeds. These efforts include an integrated and
coordinated operational response from Department law enforeement components in coordination

with one another and federal ageney counterparts.

1. Movement of Drugs

DEA has the largest U.S. law enforcement presence in Mexico with 11 offices in that
country. DEA Mexico primarily focuses its resourees at the command and control infrastructure
of the Mexican cartel leaders with the goal of removing the top layers of carte! leadership, who
are essential to the operation of these criminal enterprises. To achieve this goal, DEA Mexico
supports and/or facilitates operations by both the Mexican Federal Police and Military Special
Forces to locate and capture cartel leaders and their associates. Project Reckoning and Operation
Xcellerator are recent examples of this successful partnership. DEA also sponsors the Sensitive
Investigative Units {(SIU), elite vetted units of Mexican law enforcement and military which
undergo robust background investigations and polygraph examinations.

DEA also targets the cartels through its “Drug Flow Attack Strategy” (DFAS), an
innovative, multi-agency strategy, designed 1o significantly disrupl the flow of drugs, money and
chemicals between the source zones and the United States by attacking vulnerabilities in the
supply chains, transportation systems, and financiat infrastructure of major drug trafficking
organizations. DFAS calls for aggressive, well-planned and coordinated enforcement operations
in coopcration with host-nation counterparts in global source and transit zones around the world.

Department law enforcement components cooperate with other federal agencies on
EPIC’s “Gatekceper Initiative.” A “Gatckeeper” is a person or group whose role is “to facilitate

the taxation and protection of contraband loads (including illegal aliens) and to enforce the will
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of the cartel through bribery, intimidation, extortion, beatings, and murder.” These Gatekcepers
control territory along the border and are key to cartel smuggling operations in both directions.
The Gatekeeper Initiative, combines the statutory cxpertise and authoritics of its multi-agency
members — DEA, FBI, the USMS, IRS, ICE, ATF, and CBP to: (1) cstablish multi-district
investigations of the Gatckecpers and their organizations operating along the Southwest Border,
including the identification and investigation of corrupt law enforcement officials on both sides
of the berder; (2) identify additional activities of the Gatekeepers in other regions and pass
investigative leads to those jurisdictions; (3) disrupt drug trafticking patterns along the
Southwest Border by attacking the smuggling of major cartels; and (4) target the illegal purchase
and distribution of firearms by Gatekeepers.

Within the United States, DEA has worked with DHS to implement its “License Plate
Reader Initiative” (LPR} in the Southwest border region to gather intelligence, particularly on
movements of weapons and cash into Mexico. The system uses oplical character recognition
technology to read license plates on vehicles in the United States traveling southbound towards
the border. The system also takes photographs of drivers and records statistical information such
as the datce, time, and traffic lanc of the record. This information can be compared with DEA and
CBP databases to help identify and interdict vehicles that are carrying large quantities of cash,
weapons, and other illegal eontraband toward Mexico. IDEA and other law enforcement agencics
will soon be able to submit queries to the database and obtain near real-time responses and can
place alerts on suspect license plates.

2. Trafficking of Guns
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ATF, in collaboration with other law enforcement entitics, such as ICE and CBP, sceks to
identify, investigate, interdict and eliminate the sources of illegally trafficked fircarms and the
networks for transporting them.

Since 2006, Project Gunrunner has been ATF’s comprehensive strategy to combat
fircarms-related violence by the cartels along the Southwest border. Tt includes special agents
dedicated to investigating {irearms trafficking on a full-time basis and industry operations
investigators {IOIs) responsible for conducting regulatory inspections of Federal Firearms
Licensees (FFLs) along the Southwest Border.

Congress has recently allocated an additional $15 million in support of Project
Gunrunner. These funds will allow ATF to open tive new field offices staffed with Special
Agents and IOTs. With these additional resources, ATF can identity and prioritize for inspection
those FFLs with a history of noncompliance who represent a risk to public safety, as well as
focus on primary retailers and pawnbrokers who sell the firearms of choice for drug cartels. In
addition, the funds will be used to send additional Special Agents to consulates in Mexico.

The tracing of fircarms seized in Mexico and the United States is an esscntial component
of the strategy to curtail fircarms trafficking along the Southwest border. When a fircarm is
traced, specific identifying information - including the make, model, and serial number - is
entered in the ATF Fircarms Tracing System (e-Trace), which is the only federal firearms tracing
system. Using this information, ATF can establish the identity of the first retail purchaser of the
fircarm and then investigate how the gun came to be used in a crime or how it came to be located
in Mexico. Furthcrmore, analyses of aggregate trace data can reveal trafficking trends and
networks, showing where the guns are being purchased, who is purchasing them, and how they

flow across the border. ATF received $4.5 million in asset forfeiture funds to initiate a Spanish
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version of ATF’s e-trace to Mexico from Treasury’s Asset Forfeiture fund, as a complement to
the Merida Initiative efforts. ATF is working with Mexican officials to increase their current
usage of the gun tracing system, with deployment to nine U.S. consulates in Mexico set for
Dccember of this year.

As part of President Obama’s commitment to President Calderon on his recent trip to
Mexico, ATF will also work to bridge the Integrated Ballistic Identification Systems (IBIS) that
stores digital photos and arms-related information related to criminal investigations IBIS systems
in order to share digital images, batlistic markings, other arms-related information to help
identify leads in violent crimes both in Mexico and in the United States. Our efforts will be
further enhanced with the President’s commitment to urge the Senate to provide its advice and
consent in order to ratify the Inter-American Convention Against the [licit Manufacturing of and
Trafficking in Firearms, Ammunition, Explosives, and Other Related Materials.

3. Bulk Currency Shipments and Money l.aundering

The spike in violence in Mexico among the cartels stems from fights over market share
and profits as the Mexican and U.S. governments have, by working together, succecded in
applying greater prossure against them. In addition to removing the leadership ranks of the
cartels, the Department is waging a war to seizc and forfeit their assets as well. Again, as with
any other criminal cnterprise, the Department places a high priority on attacking and dismantling
the financial infrastructure of the Mexican drug trafficking organizations. Every OCDETF
approved investigation must include a financial component designed to identify and ultimately
forfeit the illegal assets of the targeted organization.

Additionally, the Department has established a “Bulk Currency Money Laundering

Initiative,” an OCDETF Southwest Region Strategic Initiative that investigates bulk currency
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movement along transportation routes in the Southwest. Although we do not know the exact
amount of bulk cash flowing back across the U.S. border to the Mexican DTOs, NDIC estimates
that Mexican and Colombian DTOs generate, remove, and launder approximately $18-$39
billion annually in gross wholesale procceds from their distribution of illicit drugs in the United
States, a large portion of which is believed to be smuggled in bulk across the border back into
Mexico. State and local agencies, which encounter the vast majority of currency seizures on the
highways, often lack the resources necessary to conduct follow-up investigations that will lead to
the identification and prosecution of the major drug organizations that own the smuggled
curency. Again, we have worked in partnership with other federal agencies which have primary
responsibility for securing the U.S. border. This Strategic Initiative is designed to enhance all
the federal, state, and local agencies’ efforts through coordination and cooperative investigation.
Federal agencies currently participating in this initiative include ATF, DEA, FBI, ICE, IRS, the
USMS, and the U.S. Attorney’s Gffices.

Between 2007 and 2008, $2.9 billion was forfeited under the Department of Justice’s
Asset Forfeiture Program. Under the National Assct Forfeiture Strategic Plan, asset forfeiture is
integrated into cvery appropriate investigation and prosccution, recognizing that asset forfeiture
is a powerful law enforcement tooi that strips criminals of their illicit wealth.

Finalty, under the M¢rida Initiative, discussed above, the Department is sharing its
expertise with Mexican investigators and prosecutors to strengthen Mexico’s own asset forfeiture
laws and authority.

Federal Prosecution Along The Border

The United States Attorneys have over 540 prosecutors in the five Southwest Border

districts, handling national and distriet-fcvel priorities including narcoties trafficking, firearms
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trafficking, violent crimes, and immigration offenses. Although the Assistant U.S. Attorncys
(AUSASs) in these $ border district offices comprise only 11 percent of the nation’s AUSAs, in
FY 2008, they were responsible for 35 percent of all felony cascs, 68 percent of all felony
immigration cases, and 35 pereent of all non-OCDETF narcotics cascs filed in U.S. Distriet
Courts nation-wide. Each of the Southwest Border United States Attorneys’ offices works
closely with federal, state, and local investigative agencies on the initiatives deseribed above.
The United States Attorneys’ offices are on the front lines of the national effort to prosecute both
large-scale criminal enterprise cases involving significant trafficking organizations as well as
other criminal offenses arising at the border with Mexico. The United States Attorneys also
coordinate with Mexican prosecutors to share evidence in appropriate cases to ensure that justice
is achieved either in U.S. or Mexican courts.

During the past three years, U.S. Attorney’s Offices and the Department’s Criminal
Tvision have seen a signilicant increase in the number of international fugitives returned to face
justice in the United States through international extradition. Colombia and Mexico have
extradited fugitives to the United States during this time in unprecedented numbers. Some of
those extradited were significant cartel leaders, including major figures of the Tijuana and Gulf
Cartels. For example, Osiel Cardenas Guillen, leader of the Gulf Cartel, was extradited from
Mexico in January 2007. In December 2008, Mexico extradited Juan Diego Espinosa Ramirez,
“El Tigre,” a Colombian associate of the Sinaloa Cartel charged in the Southern District of
Florida. In February of 2009, Mexico extradited Migue! Caro-Quintero to the United States to
face federal narcotics trafficking and racketecring charges brought by the Department; Caro-
Quintero is the former head of the now-defunet Sonora Cartel and was responsible for trafficking

thousands of metric tons of cocainc and marijuana to the U.S. in the 1980s and 1990s. In March
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of this year, the Mexican government announced the arrest of Vicente Zambada-Niebla, a top
Sinaloa cartel figure, who has been indicted on federal narcotics charges in the U.S. In April, the
Mexican army arrested Vieente Carrillo-Leyva, second in cominand of the Juarcz Cartel and the
son of the late Amado Carrillo-Fuentes, the original Juarez Cartel head.

To build upon these successes, and to handle the growing number of cascs involving
international extraditions and foreign evidence more effectively, the Department is in the process
of establishing an OCDETF International Unit within the Criminal Division’s Office of
International Aftairs (OIA), which will focus on OCDETF cases involving the highest-level
Mexico-based targets. The Unit will expand the current level of cooperation with our foreign
counterparts in the arrest, extradition, and successtul prosecution of cartel leaders and their
subordinates.

In addition, through its regional fugitive task forces and district-based violent offender
task forces, the USMS works with state and local police agencies on both sides of the border to
locate and arrest offenders who have committed drug crimes or drug-related crimes of violence
in the United States and subsequently fled abroad, as well as those who have been charged in the
United States but remain resident in other countries. These USMS-led task forces place a high
priority on apprehending cartel-related fugitives both domestically and internationally. In FY
2008, USMS arrested 269 violent cross-border felony fugitives, and it currently has 163 cross-
border violent felony fugitive arrcsts for FY 2009.

The USMS also leads the Mexico Investigative Liaison {MIL) Program, which focuses a
coordinated cffort on international fugitive matters along the Southwest Border. The purpose of
this district-based violent crime initiative is to enhance the effectiveness of the USMS?

apprehension of violent cross-border fugitives wanted in Mexico or the United States. The 42
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Deputy U.S. Marshals currently assigned to the MIT. program work under the auspices of the

USMS Foreign Ficld Office in Mexico City. This program enhances international fugitive

cfforts by establishing and maintaining contact with USMS Mexican counterparts by sharing

real-time law enforcement intelligence information.

Responding to the Threat with Additional Resources

Although the elements of the Department’s proven prosecutor-led, intelfigence-based

strategy are in place, in order to be more effective in combating the Mexican cartels, the

Department has taken the following steps to buttress our law enforcement resources along the

Southwest border and in Mexico.

Increased DEA presence on the border. DEA is forming four additional Mobile
Enforcement Teams (METSs) to specifically target Mexican methamphetaming trafficking
operations and associated violence, and anticipates placing 16 new positions in its
Southwest border ficid divisions. 29 percent (1,171) of the DEA’s domestic agent
positions are now allocated to the DEA’s Southwest border ficld divisions.

Re-altocation of 100 ATF personnel to Southwest border within the next 45 days.
Based on ATF intelligence, analysis of firearms trace data, and firearms trafficking
patterns, ATF is redeploying 105 employees, including 68 agents. to work on a temporary
detail called Gunrunner Impact Teams (GRIT). The personnel will be located primarily
in Houston and South Texas. The FY 2009 Budget and Recovery Act include additional
new funding for Project Gunrunner as well. In particular, $10 million in American
Recovery and Reinvestment Act funding is being used to hire 37 ATF employees to
open, staff. equip, and operate new Project Gunrunner criminal enforcement teams (in

McAllen, TX; El Centro, CA; and Las Cruces, NM), and to assign two special agents to
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cach of the U.S. consulates in Juarez and Tijuana to provide dircet support to Mexican
officials on fircarms-trafficking-related issues. ATF will also open new Gunrunner field
offices in Phoenix, AZ and Houston, TX under the FY 2009 Budgct and will add 30
additional ATF personnel in these arcas.

USMS Fugitive Apprehension and Violent Crime Respeonse:
Over the last eight months, the USMS has deployed an additional 94 Deputy U.S.
Marshals to district offices and will be sending four additional deputies to assist the
Mexico City Foreign Field Office in order to step-up efforts along the Southwest Border.
n addition, new Criminal Investigators have been placed in the asset forfeiture ficld units
along the Southwest Border. These new positions will support U.S. Attorneys’ Offices
and investigative agencics in the investigation of cartels and other large-scale
investigations. To assist in securing the Mcxican side of the border, USMS is providing
training courses to our Mexican law enforcement counterparts, resulting in increascd
intelligence and operational reciprocity as it relates to fugitive investigations and violent
crime initiatives. USMS has trained and equipped approximately 200 Mcxican law
enforcement officers since 2001, resulting in a 240% increasce in the number of violent
felony fugitives arrested.
OCDETF is adding to its Strike Force capacity along the Southwest border: In order
to foster the enhanced intelligence sharing and coerdination necessary to achieve the
optimum intelligence-driven, strategic enforcement approach against the most enduring
and elusive targets, OCDETF has established Co-Located Strike Forces in key cities
across the country, including San Diege and Houston. Thesc Strike Forces operate as

true task forces, whose muiti-ageney members are housed in a commeon office separate
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and distinet from any of their parent agencics. Through constant, daily interaction with
cach other, while still enjoying the resources and support of their parent agencies, the
members of the OCDETF Co-Located Strike Forees have achieved great success against
the major Colombian and Mexican cartels. OCDETF is expanding the staffing of its San
Dicgo and Ilouston Strike Forces; within the last year, OCDETT has also cstablished two
new Strike Forees, one in Phoenix and one in El Paso. In addition, OCDETF is adding
one full-time financial analyst contractor for each of the Strike Forces and has plans to
place an NDIC DOMEX team with each Strike Force.

Increased FBI focus. The FBI is enhancing its cfforts to disrupt drug activity and to
dismantle gangs that may have connections to the violent Mcexican drug cartcls by
participating on Organized Crime and Drug Enforcement Task Forces. In addition, to
address the surge in kidnappings, the FBI is working closely with Mexican police
officials on a Bilateral Kidnapping Task Force. This task force investigates cases along
the border towns of Laredo, Texas, and Nuevo Laredo, Mexico. Aside from operational
task forces, each of our border offices has Border Liaison Qfficers who travel to Mexico
on a weekly basis to faison and coordinate with law enforeement partners. These tools
provide local law enforcement on both sides of the border with a rapid response force to
immediately pursue, focate and apprehend violent crime fugitives who commit their
crimes and flee across the international border te elude capture.

Increased funding to combat criminal narcotics activity stemming from the
Southern border. The American Recovery and Reinvestment Act includes $40 million,
to be administered by the Department’s Offiee of Justice Programs, to assist with statc

and local law enforcement to combat nareotics activity along the Southern border and in
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High Intensity Drug Trafficking Areas, including the $10 million that is required by
statute to be allocated to Project Gunrusner.
¢ Public relations campaign. ATF is doing a public education campaign in Houston and

San Antonio, TX this summer on illegal straw purchasing. This will include press

conferences, radio, TV, billboards, and seminars with people who have federal licenses to

sell firearms.
Cenclusion

Thank you for your interest in the Department’s efforts to combat the alarming rise of
violence in Mexico along the Southwest border, as well as our views about the most effective
ways to address the current threat. In order to attack the full spectrum of the drug cartels’
opcrations — drug trafficking, kidnapping, bribery, extortion, money laundering and smuggling of
profits, and trafficking and usc of dangerous firearms - we must employ the full spectrum of our
law enforcement agencies’ resources, expertise, and statutory authorities. By centinuing te work
together, buifding on what we have done well so far and developing new ideas to refresh our
strategics, we can risc to the current challenge. Again, thank you for your recognition of this
important issue and the opportunity Lo testify here today. 1 will be happy 1o answer any

questions you may have.

Mr. ScoTT. We have been joined by the gentleman from Florida
Mr. Rooney.
We will continue with Mr. Nieto.
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TESTIMONY OF SALVADOR NIETO, DEPUTY ASSISTANT COM-
MISSIONER, OFFICE OF INTELLIGENCE AND OPERATIONS
COORDINATION, U.S. CUSTOMS AND BORDER PROTECTION,
U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. N1ETO. Thank you, and good afternoon.

Chairman Scott, Ranking Member Gohmert, Members of the
Subcommittee, it is a privilege and an honor to appear before you
today to discuss the work of U.S. Customs and Border Protection.
CBP is the largest uniformed Federal law enforcement agency in
the country. We station over 20,000 CBP officers at access points
around the Nation at air, land and sea ports. By the end of fiscal
year 2009, we will have deployed over 20,000 Border Patrol agents
between the ports of entry. These forces are supplemented with 980
Air and Marine agents, with 2,260 agricultural specialists and with
other professionals. These personnel are key to the implementation
of Secretary Napolitano’s Southwest Border Initiative that she an-
nounced in March.

A key and growing area of emphasis for CBP involves the inter-
diction of weapons and currency. Escalating violence in the border
regions and in the interior of Mexico poses a significant threat to
both the United States and Mexico. Secretary Napolitano has
tasked all DHS components, including CBP, to examine how we
can increase our enforcement activities in an effort to mitigate
southbound weapon and currency smuggling to the extent that re-
sources and infrastructure allow.

We have ongoing initiatives by way of short-term plus-ups and
operations plans that call for enhanced resources to include State
and local law enforcement agencies, the mobility of CBP resources
from outside the immediate area and the national level tactical
teams, such as the Border Patrol Tactical Unit and Field Oper-
ations Special Response Teams. We continue enhancing our plans
to address all threats and all hazards at the borders.

A majority of the illegal drugs consumed in the United States
originate from or pass through Mexican territory or territorial seas.
Huge illicit trafficking profits flow back into Mexican drug traf-
ficking organizations across our common border. The Mexican Gov-
ernment’s ability to confront its drug-trafficking industry and its
willingness to cooperate with U.S. efforts directly affect the impact
of any Southwest Border Initiative.

CBP has established positions at the El Paso Intelligence Center,
otherwise known EPIC, at the Organized Crime Drug Enforcement
Task Force Fusion Center and at the DEA Special Operations Divi-
sion. These initiatives enhance interaction with the Intelligence
Community and with law enforcement agencies.

Additionally, CBP’s Office of Intelligence and Operations Coordi-
nation established a National Post-Seizure Analysis Team, and is
in the process of establishing Intelligence Operations Coordination
Centers, known as IOCCs, in the field. The IOCCs will make CBP
a more fully integrated, intelligence-driven organization by linking
intelligence efforts and products to operations and interdictions.

CBP works with other agencies to provide actionable intelligence
to the Joint Interagency Task Force-South, JIATF-S. This intel-
ligence is used to interdict the flow of cocaine from northern South
America to the United States.
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The detection of U.S.-Mexican border air intrusions is essential
to effective interdiction operations along our border with Mexico.
The primary means of detection is a large radar network, mon-
itored at the Air and Marine Operations Center, or the AMOC, in
Riverside, California. Personnel at the AMOC detect aircraft, short
landings and border penetrations, and they coordinate CBP assets
and Mexican interdiction assets to intercept, track and apprehend
smugglers as they traverse the U.S.-Mexico border.

CBP continues its evolution to become a more integrated, intel-
ligence-driven organization, and we are in the process of estab-
lishing a robust field organization. Intelligence gathering and pre-
dictive analysis require new collection and processing capabilities.
CBP is also developing the analytical framework for intelligence
and a set of data-processing tools that will improve the effective-
ness of CBP and of other DHS analysts in detecting, locating and
in analyzing terrorist networks, drug-trafficking networks and
similar threats. These intelligence and operational coordination ini-
tiatives complement the Secure Border Initiative’s technology pro-
grams.

Thank you for the opportunity to describe our plans for border
security and to highlight some of our progress to date. With your
continued support of DHS, CBP and ICE, I am confident that we
will continue to make tremendous strides in increasing the control
of our borders. I look forward to your questions.

[The prepared statement of Mr. Nieto follows:]

PREPARED STATEMENT OF SAL NIETO

Chairman Scott, Ranking Member Gohmert, Members of the Subcommittee, it is
a privilege and an honor to appear before you today to discuss the work of U.S. Cus-
toms and Border Protection (CBP), particularly the tremendous dedication of our
men and women in the field both at and between our ports of entry.

CBP is the largest uniformed federal law enforcement agency in the country with
over 20,000 CBP officers; 18,800 Border Patrol agents;over 1,000 Air and Marine
agents; 2,280 agricultural specialists; and other professionals. These personnel are
key players to the implementation of Secretary Napolitano’s Socuthwest Border Secu-
rity Initiative announced in March.

1 am pleased to report that CBP continues to achieve success in performing our
traditional missions, which include stemming the flow of illegal drugs and contra-
band, protecting our agricultural and economic interests from harmful pests and dis-
eases, protecting American businesses from theft of their intellectual property, en-
forcing textile agreements, tracking import safety violations, protecting the economy
from monopolistic practices, regulating and facilitating international trade, col-
lecting import duties, and enforcing United States trade laws. At the same time, our
employees maintain a vigilant watch for terrorist threats. In FY 2008, CBP proc-
essed more than 396 million pedestrians and passengers, 122 million conveyances,
29 million trade entries, examined 5.6 million sea, rail, and truck containers, per-
formed over 25 million agriculture inspections, apprehended over 720 thousand ille-
gal aliens between our ports of entry, encountered over 220 thousand inadmissible
aliens at the ports of entry, and seized more than 2.8 million pounds of illegal
drugs.

We must perform our important security and trade enforcement work without sti-
fling the flow of legitimate trade and travel that is so important to our nation’s
economy. These are our twin goals: border security and facilitation of legitimate
trade and travel.

SUPPORT OF U.S./MEXICAN COUNTER-DRUG AND COUNTER-TERRORISM INITIATIVES

A key and growing area of emphasis involves DHS’s role in interdicting the illegal
flow of weapons and currency into Mexico. The recent surge in violence in the inte-
rior and border cities of Mexico poses a significant threat in Mexico and is a serious
concern of the United States. Secretary Napolitano has tasked all DHS components,
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including CBP, to examine how we can reasonably increase our enforcement activi-
ties in an effort to identify and interrupt efforts to smuggle weapons and bulk cash
shipments into Mexico.

A majority of the illegal drugs consumed in the United States originate from or
pass through Mexican territory and territorial seas. Illicit trafficking profits flow
back to Mexican drug trafficking organizations across cur common border. The
Mexican government’s ability to confront its drug trafficking industry and its will-
ingness to cooperate with U.S. efforts directly affect the impact of any southwest
border activities.

In a spirit of cooperation, CBP has established positions at the El Paso Intel-
ligence Center (EPIC), the Organized Crime Drug Enforcement Task Force
(OCDETF) Fusion Center, and the DEA Special Operations Division. These initia-
tives enhance interaction with the Intelligence Community (IC) and law enforce-
ment agencies to more effectively facilitate the collection, analysis, and dissemina-
tion of actionable drug-related intelligence as well as two full-time positions at the
National Gang Intelligence Center (NGIC), and has also partnered with the Na-
tional Gang Targeting, Enforcement and Coordination Center (GangTECC).

EPIC, originally established in an effort to improve drug and border enforcement
operations along the Southwest Border, has broadened its mission becoming inter-
national in scope. Centrally located in El Paso, it also has the following representa-
tion: the Department of Homeland Security; CBP; Immigration & Customs Enforce-
ment; U.S. Coast Guard; U.S. Secret Service; Drug Enforcement Administration;
Federal Bureau of Investigation; Bureau of Alechol, Tobacco, Firearms and Explo-
sives; U.S. Marshals Service; National Drug Intelligence Center; Internal Revenue
Service; Department of the Interior; National Geospatial-Intelligence Agency; De-
partment of Defense; Joint Task Force—North; Joint Interagency Task Force—
South; Texas Department of Public Safety; and other state and local agencies. The
multi-agency environment of EPIC makes it ideal for the exchange of information
and intelligence.

Additionally, CBP’s Office of Intelligence and Operations Coordination established
a National Post Seizure Analysis Team (PSAT) at the National Targeting Center-
Cargo and is in the process of establishing Intelligence Operations Coordination
Centers (IOCC) with the first one under construction in Tucson, Arizona. The
I0CCs will make CBP a more fully integrated, intelligence driven organization by
linking intelligence efforls and products to operations and interdictions.

Operation Panama Express is an OCDETF initiative, executed through OCDETF
Co-located Strike Forces, in which CBP participates with the Drug Enforcement Ad-
ministration {DEA), Federal Bureau of Investigation (FBI), U.S. Immigration and
Customs Enforcement, Internal Revenue Service—Criminal Investigations Division,
the U.S. Coast Guard, and multiple state and local law enforcement agencies in a
multi-agency international drug flow investigation that combines detection and
monitoring, investigative, and intelligence resources to provide actionable intel-
ligence to Joint Interagency Task Force—South (JIATF-S) operations to interdict the
flow of cocaine from northern South America to the United States. JIATF-S interdic-
tion operations in the transit zone supported by CBP P-3 Airborne Early Warning,
Coast Guard HC-130, Coast Guard vessels, and CBP P-3 Tracker aircraft interdict
large, sometimes multi-ton, shipments before they can be split intoe smaller loads for
movement across the southwest border over multiple routes and distributed to U.S.
cities, towns, and small communities.

CBP is also responsible for detecting and preventing unauthorized incursions into
the United States. Toward this end, CBP continues to work with the Mexican Gov-
ernment in the development of increased law enforcement surveillance and interdic-
tion capabilities. Detection of U.S./Mexican border air intrusions is essential to effec-
tive interdiction operations along our borders with Mexico. The primary means of
detection is a large radar network, monitored at the Air and Marine Operations
Center {AMOC) in Riverside, California. Information is fed to the AMOC through
a network of airborne early warning, aerostat, Federal Aviation Administration
(FAA), and ground based radar systems. Personnel at the AMOC detect aircraft
“short landings” and border penetrations and coordinate CBP and Mexican interdic-
tion assets to intercept, track, and apprehend smugglers as they transverse the
U.S./Mexico border.

The Government of Mexico maintains a strong commitment to interdiction. CBP
will continue to assist the Government of Mexico in its counterdrug effort, including
Command, Control, Communications, and Information support.
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INTELLIGENCE AND OPERATIONAL COORDINATION

CBP continues to evolve into a more integrated, intelligence-driven organization
and we are in the process of establishing a robust field organization. The CBP Office
Intelligence and Operations Coordination is in the process of developing capabilities
which will integrate CBP intelligence and operational elements for more effective
command and control, mission deployment, and allocation of resources.

Intelligence gathering and predictive analysis require new collection and proc-
essing capabilities. CBP is also developing the Analytical Framework for Intel-
ligence (AFI), a set of data processing tools that will improve the effectiveness of
CBP and other DHS analysts in detecting, locating, and analyzing terrorist net-
works, drug trafficking networks, and other threats. These intelligence and oper-
ational coordination initiatives complement the Secure Border Initiative’s (SBI)
technology programs.

SOUTHWEST BORDER INITIATIVE

In March, Secretary Napolitano announced a far-reaching Southwest Border Ini-
tiative to crack down on Mexican drug cartels through enhanced border security, in-
cluding the deployment of hundreds of new personnel, enhanced intelligence tech-
nology that will maximize capabilities and better coordination with other federal
law enforcement entities such as the Department of Justice, the Bureau of Alcchol,
Tobacco and Firearms, DEA, and FBI as well as state, local, and Mexican law en-
forcement authorities. The Secretary’s initiative calls for a number of CBP actions:

Initiates 100 percent southbound rail scanning—Customs and Border Pro-
tection formerly did not screen any of the cargo traveling by rail from the United
States into Mexico; it is now scanning all of rail cargo for weapons, ammunition,
and currency. Existing non-intrusive inspection equipment is being used to detect
contraband in cargo on each of the eight rail crossings on the southwest border.

Adds Border Patrol Agents—CBP is placing 100 more Border Patrol agents at
southwestern ports of entry to bolster outbound inspections from the U.S. into Mex-
ico in order to detect arms and bulk-cash smuggling. In the past, the Border Patrol
has not ordinarily served in this eapacity.

Adds Mobile Response Teams—Three Mobile Response Teams of 25 CBP offi-
cers each are periodically deploying to the southwest border to participate in focused
operations developed to combat arms and bulk cash smuggling.

Augments Search Technologies—An additional nine Z-Backscatter mobile X-
ray units have been moved to the southwest border to help CBP identify anomalies
in passenger vehicles.

Engages Canine Teams—A total of twelve teams of “cross-trained” eanines—
trained to identify both weapons and currency—have been deployed to the south-
west border.

Adds License Plate Readers—Outbound lanes currently equipped with license
plate readers will receive upgraded license plate reader technology to improve CBP’s
ability to identify the vehicles of known or suspected smugglers of cash, weapons,
drugs, or persons. This information is shared with other law enforcement agencies
through EPIC and the OCDETF Fusion Center.

Enhances Operation Stonegarden Grant Funding on the Border—Grant
guidance for the remaining balances in Operation Stonegarden from FY 2006 to FY
2008 will be modified to enhance current state, local, and tribal law enforcement
operations on the southwest border. The new guidelines will expand the scope of
what the funds can be used for, freeing up to $59 million for state, local, and tribal
law enforcement on the border to pay for additional law enforcement personnel,
operational overtime expenses, and travel or lodging for deployment to the south-
west border.

Actively Engages State, Local, and Tribal Law Enforcement—DHS is ag-
gressively reaching out to law enforcement in border communities, recently con-
ducting a firsthand tour of state and local law enforcement operations along the
southwest border and leading bi-monthly conference calls with chiefs of police and
sheriffs in a classified setting.

CONCLUSION

Thank you for the opportunity to describe our plans for border security and to
highlight some of our progress to date. With your continued support of CBP, I am
confident that we will continue to make tremendous strides in increasing control of
our borders.

I look forward to your questions.
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Mr. SCOTT. Ms. Ayala.

TESTIMONY OF JANICE AYALA, DEPUTY ASSISTANT DIREC-
TOR, OFFICE OF INVESTIGATIONS, U.S. IMMIGRATION AND
CUSTOMS ENFORCEMENT, U.S. DEPARTMENT OF HOMELAND
SECURITY

Ms. AvaLA. Chairman Scott, Ranking Member Gohmert and dis-
tinguished Members of the Subcommittee, on behalf of Secretary
Napolitano and Acting Assistant Secretary Torres, I thank you for
the opportunity to discuss ICE’s efforts to combat cross-border vio-
lence and crime and related violence.

ICE has the most expansive investigative authority and the larg-
est force of investigators within DHS, but this challenge cannot be
addressed by any one agency. Partnerships are essential, and ICE
works closely with foreign, Federal, tribal, State, and local agencies
to secure our borders, including the agencies that my colleagues
here today represent.

DHS recognizes that southbound weapons smuggling is of grave
concern amid growing violence along our border with Mexico. This
violence requires a comprehensive bilateral effort. On January 30,
Secretary Napolitano responded by issuing a Border Security Ac-
tion Directive, which focused the wide-ranging authorities of the
Department on the violence along our southern border. The Sec-
retary emphasized the necessity of a broad, multiagency response
to attack the flow of weapons and money that continues to fuel the
violence.

ICE contributes to the spike principally through two bilateral ini-
tiatives: Operation Firewall, to counter bulk cash smuggling, as
well as Operation Armas Cruzadas, to counter weapons smuggling.
The ICE-led Border Enforcement Security Task Forces provide a
comprehensive, multiagency platform to fight these particular
threats.

Under Armas Cruzadas, U.S. and Mexican investigators syn-
chronize bilateral law enforcement and intelligence-sharing activi-
ties in order to detect, disrupt and dismantle these weapons-smug-
gling networks. Key supporting actions include use of ICE’s long-
standing authorities under the Arms Export Control Act, as well as
newly acquired export authority that is particularly useful in tar-
geting these weapons-smuggling networks.

To more seamlessly investigate these networks that span our
common border, BEST, ICE attache offices, a U.S.-vetted Mexican
arms trafficking group, and the ICE Border Vioclence Intelligence
Cell exchange weapons-related intelligence. For example, in August
of last year, an ICE investigation developed information that was
rapidly shared with Mexican investigators regarding a safe house
in Nogales, Sonora, used by cartel hitmen. A subsequent search re-
sulted in 6 arrests, a seizure of police uniforms, a large amount of
U.S. currency, 12 weapons, and 4 stolen U.S. vehicles.

Intelligence stemming from single actions like this is analyzed by
the BVIC, who, in conjunction with other DHS intelligence compo-
nents, produce a strategic assessment focused on southbound weap-
ons smuggling.

Let me show you another example of how ICE partners with oth-
ers in combating weapons smuggling. ICE, ATF and the San Anto-
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nio Police Department initiated an investigation of Ernesto Olvera-
Garza, a Mexican national at the time of his arrest in October
2007, trafficking high-powered, high-capacity handguns and assault
rifles. He led a gun-smuggling conspiracy that purchased and
smuggled more than 50 weapons into Mexico. One of these weap-
ons was recovered after it was used In a gun battle where two
Mexican soldiers were killed. Olvera-Garza pleaded guilty to viola-
tions of Title XVIII, U.S.C. 554, 922 and 371, and he has been sen-
tenced to 144 months incarceration.

Since the initiation of Armas Cruzadas, over 1,440 weapons and
over 122,000 rounds of ammunition have been seized and over 329
individuals arrested.

One of the most effective methods in dealing with violent,
transnational, criminal organizations is to track the criminal pro-
ceeds that fund their operations. As we have hardened formal fi-
nancial systems throughout the United States, the smuggling of
bulk currency out of the country has been on the rise. ICE inves-
tigates bulk-cash smuggling as part of its border crime portfolio.

ICE and CBP conduct Operation Firewall interdiction operations,
investigations with Mexican Customs, and ICE trains Mexican
money-laundering vetted units. Since its inception, Firewall has
seized over $195 million, including $64 million seized overseas in
more than 452 arrests.

The principal investigative platform for both Armas Cruzadas
and Firewall are the 10 multiagency BESTs located along high-
threat smuggling corridors along the southwest border. Created to
specifically address border violence, these BESTs concentrate on
top threats within their geographic areas, including weapons, bulk
cash, narcotics and alien smuggling. Through BEST, we have dis-
mantled arms trafficking, human trafficking, bulk cash, alien and
narcotics smuggling organizations, and their hostage-taking and
murder-kidnapping cells in the United States and in Mexico.

Since July of 2005, BESTs have been responsible for more than
5,100 arrests and for the seizure of about 190,000 pounds of nar-
cotics, of thousands of weapons, and of almost $25 million in U.S.
currency.

ICE is committed to effective cross-border communication and in-
formation sharing to stem binational criminal activity and its asso-
ciated violence through the deployment of BESTSs, Operation Armas
Cruzadas and Operation Firewall. By partnering with other law-
enforcement agencies, we are able to use a broad range of authori-
ties, including the most sophisticated investigative tools, to respond
to and to conduct our investigations.

Once again, I would like to thank the Subcommittee for its con-
tinued support of ICE in our law-enforcement mission, and I would
be happy to answer any questions that you may have at this time.

Mr. ScoTT. Thank you very much.

[The prepared statement of Ms. Ayala follows:]
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PREPARED STATEMENT OF JANICE AYALA
INTRODUCTION

Chairman Scott, Ranking Member Gohmert, and distinguished Members of the Sub-
committee:

On behalf of Secretary Napolitano and Acting Assistant Secretary Torres, I would
like to thank you for the opportunity to discuss U.S. Immigration and Customs En-
forcement’s (ICE) efforts to combat cross-boerder smuggling organizations and the vi-
olence related to their enterprises. ICE has the most expansive investigative author-
ity and largest force of investigators in the Department of Homeland Security
(DHS), and we protect national security and uphold public safety by targeting
transnational criminal networks and terrorist organizations that seek to exploit
vulnerabilities at our borders. Recognizing that partnerships are essential, ICE
works closely across agency and international boundaries with our law enforcement
partners at the foreign, federal, tribal, state and local level creating a transparent
border and united front to disrupt and dismantle criminal organizations.

ICE’s expertise in combating smuggling organizations that expleit vulnerabilities
in the sea, air, and land environments has proven essential in countering the bi-
lateral smuggling of narcotics, illicit money, and other dangerous goods, people, and
materials that threaten the well-being of the United States. Our law enforcement
presence extends beyond our horders. ICE has agents in attaché offices in embassies
and consulates worldwide. I am proud of these agents who work with their foreign
counterparts to combat erime that originates overseas but may eventually cross the
Nation’s borders.

Let me share with you an example of the mutual security benefits we continue
to derive through our partnerships with Mexican law enforcement agencies such as
Secretaria de Seguridad Publica (SSP). In August 2008, ICE agents provided con-
fidential information to SSP through our Assistant Attaché in Hermosillo, Mexico
about a residence allegedly used to store weapons and narcotics and which was be-
lieved to be a safe house for security personnel (“hit men”) for the Vicente Carrillo
Fuentes drug trafficking organization (DTO) operating in Nogales, Sonora. SSP exe-
cuted a search warrant at this residence that resulted in six arrests, the seizure of
police uniforms, a large amount of U.S. currency, 12 weapons, and four stolen U.S.
vehicles. The six people arrested are suspected of being involved in two separate
crimes: first, an armed confrontation en August 5, 2008, in Nogales, Sonora where
a civilian was injured after a grenade was detonated during a shootout between two
DTOs, and second, the murder of two Mexican nationals whose bodies were found
with threatening messages from rival narcotics traffickers.

DHS recognizes that southbound weapons smuggling is a grave concern amid the
growing viclence along our border with Mexico. This violence requires a comprehen-
sive, bilateral effort and on January 30, 2009, Secretary Napolitano responded by
issuing a Border Security Action Directive which focused the wide-ranging authori-
ties of the Department on the rampant violence along our Southwest Border. On
March 24, she announced several Southwest Border initiatives designed to crack
down on Mexican drug cartels through enhanced border security. The plan calls for
additional personnel, increased intelligence capability and better coordination with
state, local and Mexican law enforcement authorities. With violence escalating
across the border, DHS will increase personnel and improve screening and tech-
nology to help Mexico target illegal guns, drugs and cash.

The Secretary emphasized the necessity of a broad, multi-agency response to at-
tack the flow of weapons and money that continues to fuel the violence. ICE contrib-
utes to that fight through two principal bilateral initiatives: Operation Firewall to
address bulk cash smuggling; and Operation Armas Cruzadas, to detect, disrupt and
dismantle weapons smuggling networks. Particularly in Armas Cruzadas, ICE-led
Border Enforcement Security Task Forces (BESTs) function as eritical enablers in
coordinating a comprehensive, multi-agency approach to fighting weapons smug-
gling. These DHS task forces include important partners such as Customs and Bor-
der Protection (CBP), Alcohol, Tobacco, Firearms and Explosives (ATF) and other
foreign, federal, state and local task force officers. When it comes to countering the
illicit weapons trade in particular, we closely coordinate our efforts with ATF, as
they possess long-standing expertise in gun trafficking investigations and in engage-
ment with Federal Firearms Licensees.

Armas Cruzadas:

The rampant border violence along the United States/Mexico border is a direct re-
sult of criminal organizations attempting to exert their control over not only the
democratically elected officials of the Mexican government but also rival criminal or-

5606

ATF8-001-001-00017478



Employee 3

44

ganizations. For instance, many of the instruments of this violence are weapons
smuggled from the United States into Mexico.

Criminal organizations commonly use straw purchasers with clean criminal his-
tories to purchase firearms and turn them over to smugglers. The challenge in coun-
tering the smuggling activity is compounded by the reliance on the technique called
“ant trafficking,” where small numbers of weapons are smuggled through multiple
ports-of-entry, on a continued basis.

In June 2008, ICE formally launched Operation Armas Cruzadas to combat
transnational criminal networks smuggling weapons into Mexico from the United
States. As part of this initiative, the United States and the Government of Mexico
(GoM) synchronize bilateral interdiction, investigation and intelligence-sharing ac-
tivities to identify, disrupt, and dismantle these networks engaged in weapons
smuggling. Key components of Armas Cruzadas include training for BEST task force
officers and our partners in ICE’s long-standing authorities under the Arms Export
Control Act, as well as newly-acquired export authority under Title 18, United
States Code, Section 554 (Smuggling goods from the United States). This statute
augments the broad arsenal of cross-border criminal authorities available to ICE in-
vestigators, and is particularly useful in targeting weapons smuggling. Another im-
portant Armas Cruzadas component is industry outreach, including presentations to
groups involved in the manufacture, sale, or shipment of firearms and ammunition
along the southwest border. This industry outreach includes a collaborative initia-
tive between ICE and Mexico’s Procuraduria General de La Republica (PGR) pros-
ecutors to produce bilingual posters identifying potential penalties for weapons
smugglers under U.S. export and Mexican gun trafficking laws. The posters solicit
the public for information related to these schemes, and are displayed in shops and
agencies in the border region, including ports-of-entry. The Government of Mexico
has also distributed these posters within Mexico.

In addition to outreach, more rapid exchange of information is essential to success
in confronting the southbound weapons flow. Armas Cruzadas strengthens bilateral
communication through deplsyment of ICE Border Liaisons to sustain cooperative
working relationships with foreign and domestic government entities; and also
through a Weapons Virtual Task Force, comprised of a virtual online community
where U.S. and Mexican investigators can share intelligence and communicate in
a secure environment. In order to more seamlessly investigate the networks that
span our common border, BESTs, ICE attaché offices, a U.S.-vetted GoM Arms Tral-
ficking Group, and the Border Violence Intelligence Cell exchange cross-border
weapons-related intelligence. The Border Violence Intelligence Cell, housed at the
E] Paso Intelligence Center (EPIC), along with the ATF weapons desk, serves as
ICE’s central point for analyzing all-source intelligence and trends in firearms
smuggling. In December of last year, this cell, in conjunction with DHS intelligence
components, produced a strategic assessment of southbound weapons smuggling
that guided increased weapons investigation and interdiction operations along the
Southwest Border.

Let me share an example of how ICE partners with others, such as ATF and local
investigators, in combating weapons smuggling. ICE, ATF, and the San Antonio Po-
lice Department initiated an investigation of Ernestc Tornel Olvera-Garza of
Monterrey, Mexico who first began trafficking in hunting rifles in June 2005. Dur-
ing the course of the investigation, agents learned that between 2006 and the time
of his arrest in October 2007, he trafficked in high-powered, high-capacity handguns
and assault rifles. Since his temporary visa did not allow him to legally buy guns
in the United States,

Mr. Olvera-Garza instead paid people in the United States to buy guns for him
and lied about who the guns were for. Mr. Olvera-Garza organized and led the gun-
smuggling conspiracy, which included at least nine “straw purchasers” who pur-
chased firearms on his behalf. More than 50 weapons were purchased and smuggled
to Mexico as part of this ring. One of Mr. Olvera-Garza’s smuggled pistols was re-
covered in Mexico after it was used in a running gun battle where two Mexican sol-
diers were killed. Mr. Olvera-Garza has pleaded guilty and is pending sentencing.

Since the initiation of Operations Armas Cruzadas, DHS has seized 1,440 weap-
ons, 122,410 rounds of ammunition and arrested 329 individuals on criminal
charges, resulting in 94 criminal indictments and 51 convictions to date.

Operation Firewall:

Another, and one of the most effective methods to deal with violent, transnational
criminal organizations is to attack the criminal proceeds that fund their operations.
ICE targets those individuals and organizations exploiting vulnerabilities in finan-
cial systems to launder illicit proceeds and pursue the financial component of every
cross-border criminal investigation. The combination of successful financial inves-
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tigations, Bank Secrecy Act (BSA) reporting requirements, and Anti-Money Laun-
dering (AML) compliance efforts by traditional and non-traditional financial institu-
tions has forced eriminal organizations to seek other means to transport illicit funds
across our borders. As we have hardened these formal financial systems, the smug-
gling of bulk currency out of the United States, especially along the Southwest Bor-
der, has continued to rise. ICE, as the investigative agency with jurisdiction over
all border crimes, can investigate bulk cash smuggling (BCS) erimes, which are
predicated on the failure to file a Currency and Monetary Instrument Report
(CMIR).

The ICE Office of Investigations (OI), along with the ICE Office of International
Affairs (OIA) and CBP, coordinates with our state, local, and foreign partners on
BCS operations. These operations disrupt the flow of bulk cash that can be used
by terrorist groups, drug traffickers, and other criminal organizations. ICE, in con-
cert with CBP, also provides money laundering training and BCS interdiction equip-
ment to our law enforcement partners in the United States and abroad.

ICE has a number of initiatives to address BCS. Operation Firewall focuses on
the threat of BCS via commercial and private passenger vehicles, commercial airline
shipments, airline passengers, and pedestrians. Since 2005, Operation Firewall ef-
forts have been enhanced to include jump team surge operations targeting the
movement of bulk cash destined for the southwest border for smuggling into Mexico.
ICE and CBP have conducted various Operation Firewall operations with Mexican
customs and the ICE-trained Mexican Money Laundering Vetted Unit. Many Oper-
ation Firewall seizures result in criminal investigations to identify the source of the
funds and the responsible organizations.

ICE’s experience in conducting international money laundering investigations has
identified numerous smuggling routes and methodologies used by criminal organiza-
tions to launder illicit proceeds. This experience enables ICE, CBP, and our domes-
tic and international partners to concentrate resources. Initially, Firewall operations
in Mexico focused on the targeting of commercial flights from Mexico City to Central
and South America. In 2008, based on our experience, we expanded Mexico Firewall
operations to target shipments in containers departing from the seaport of
Manzanillo and the airports of Tuluca, Mexicali, Cancun, and Guadalajara.
Throughout operations in Mexico, ICE and CBP personnel have trained our Mexican
law enforcement partners on passenger analysis and investigative techniques prov-
en effective in the United States.

Operation Firewall produced immediate results. On the first day of operations in
2005 at the Benito Juarez International Airport in Mexico City, Mexican authorities
seized $7.8 million en route to Cali, Colombia concealed inside deep fryers, rotis-
series, and voltage regulators. Other notable seizures include $7.3 million seized in-
side rolls of fabric and plastic and $4.7 million concealed inside air conditioning
equipment and metal piping destined for Colombia.

Since its inception, Operation Firewall has resulted in the seizure of over $195
million including over $64 million seized overseas, and 452 arrests.

On June 26, 2008, Rafael Ravelo, a member of a Mexican based narcotics traf-
ficking organization, was sentenced to 126 months of incarceration and the for-
feiture of %1,147,000. This sentence was the result of the ICE-led Operation Dough-
boy, an investigation that was initiated prior to Operation Firewall, based on a bulk
cash smuggling interdiction. This joint U.S./Mexico investigation involved the moni-
toring of 18 phone lines of the heads of a Mexican narcotics trafficking organization
and began when ICE agents in 2003 successfully linked a $149,000 bulk cash sei-
zure by the Texas Department of Public Safety to the narcotics trafficking organiza-
tion.

Border Enforcement Security Task Force (BEST):

As I mentioned before, the principal investigative platform for both Operations
Armas Cruzadas and Firewall are the Border Enforcement Security Task Forces
(BESTSs). These task forces were specifically created to address border violence.

In July 2005, in response to increased violence in Nuevo Laredo, Mexico and La-
redo, Texas, ICE, CBP and other federal, state, and local law enforcement agencies,
including Mexican agencies, expanded the ongoing Border Crimes Initiative by cre-
ating an international, multi-agency initiative, Operation Black Jack. This initiative
used the respective authorities and rescurces of its members to dismantle cross-bor-
der criminal organizations. In its first six months, its target-driven focus led to the
dismantling of a murder/kidnapping cell operating on both sides of the border, in-
cluding the seizure of high-powered fully automatic weapons and live grenades; the
components to make over 100 improvised explosive devices (IEDs), such as pipe
bombs and grenades; and over $1 million in U.S. eurrency.
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Based on the success of Operation Black Jack, DHS established the first BEST
in Laredo, Texas in January 2006. Since that time, we have established 12 BESTs:
eight on the Southwest Border; two on the Northern Border; and two at seaports.
BEST participants include: ICE (as the lead agency); CBP; ATF; the Drug Enforce-
ment Administration (DEA); the Federal Bureau of Investigation (FBI); the U.S.
Coast Guard; the U.S. Attorney’s Office; and other federal, state, local and foreign
law enforcement.

The BESTs are arrayed along the Scuthwest Border in high-threat smuggling cor-
ridors in: Arizona—Tucson (March 2008), Phoenix (March 2008), and Yuma (March
2008); Texas—EIl Paso (October 2006) and Rio Grande Valley (March 2007); Cali-
fornia—San Diego (November 2006) and Imperial Valley (June 2008); and New Mex-
ico—Deming (March 2009) and Las Cruces (March 2009). In early 2008, the first
Northern Border BESTSs initiated operations in Blaine, Washington (February 2008)
and Buffalo, New York (March 2008). Each BEST concentrates on the prevalent
threat in its geographic area, including: cross-border violence; weapons smuggling
and trafficking; illegal drug and other contraband smuggling; money laundering and
bulk cash smuggling; human smuggling and trafficking; transnational eriminal
gangs; and tunnel detection. Recently, we established BESTs at the seaports of Los
Angeles, California (October 2008), and Miami, Florida (November 2008) to focus on
maritime threats including the importation of contraband; commercial fraud; cargo
theft; unlawful exportation of controlled commodities and munitions; stolen prop-
erty; alien smuggling; and exportation of illicit proceeds. These BESTs will target
internal conspiracies of corrupt transportation employees who participate in the
smuggling of contraband and humans. Crucial to our success is the cooperation of
our international partners. At BESTs on the Southwest Border, we have the partici-
pation of the Mexican law enforcement agency, SSP. On the Northern Border and
in the northern BESTs, we have Canadian law enforcement agencies such as the
Canada Border Services Agency, the Royal Canadian Mounted Police, the Ontario
Provineial Police, the Niagara Regional Police Service, and the Toronto Metropolitan
Police Service. In addition, we have the participation of the Argentinean customs
agency at our Miami BEST. Through the interaction and coordination of all the
member agencies, BESTs provide for immediate and international enhanced infor-
mation sharing on border violence due to geographic proximity to the U.S. borders.

Through BESTs, we have dismantled arms trafficking, bulk-cash, alien and nar-
cotics smuggling organizations and their hostage-taking and murder/kidnapping
cells in the United States and Mexico. Since July 2005, the BESTs have been re-
sponsible for 2,238 criminal arrests, 2,924 administrative arrests, 1,014 indictments,
and 846 convictions. In addition, BESTs have seized approximately 9,070 pounds of
cocaine, 179,739 pounds of marijuana, 702 pounds of methamphetamine, 99 pounds
of crystal methamphetamine, 1,161 pounds of ecstasy, 243 pounds of heroin, 97
pounds of hashish, 22 pounds of opium, 2,075 weapons, 820 vehicles, seven prop-
erties, and $24.7 million in U.S. currency and monetary instruments.

I would like to share a few of our successes with you: the discovery and repatri-
ation by the El Paso BEST of one of Mexico’s top ten most wanted fugitives; the
arrest by the Laredo BEST of a weapons trafficker supplying cartels with assault
rifles used to murder Mexican police officer Navarro Rincon and others; the arrest
by the Laredo BEST of a member of the Mexican Mafia in possession of approxi-
mately 897 pounds of smuggled marijuana after he attempted to run over a Texas
Department of Public Safety officer; and the arrest by the Los Angeles Seaport
BEST of an arms trafficker and seizure of 38 military style weapons.

CONCLUSION

In conclusion, ICE is committed to stemming the cross-border criminal activity
and associated violence through the deployment of the BESTs, Operation Armas
Cruzadas, and Operation Firewall. Partnering with others, we are using a broad
range of authorities, including the most sophisticated investigative tools available,
such as certified undercover operations and electronic surveillance operations, to
disrupt and dismantle these networks.

I thank the Subcommittee Members for their support of ICE, CBP, DHS and cur
law enforcement mission. I would be happy to answer any questions that you may
have at this time.
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Mr. ScotT. Mr. Placido.

TESTIMONY OF ANTHONY P. PLACIDO, ASSISTANT ADMINIS-
TRATOR FOR INTELLIGENCE, UNITED STATES DRUG EN-
FORCEMENT ADMINISTRATION, U.S. DEPARTMENT OF JUS-
TICE

Mr. PrAcIDO. Good afternoon.

Chairman Scott, Ranking Member Smith, Members of the Sub-
committee, thank you for the opportunity to appear today to dis-
cuss the Drug Enforcement Administration’s views addressing the
violence that is being generated by entrenched criminal organiza-
tions based in Mexico, as well as the potential impact of this vio-
lence on Americans and on our regional partners. It is vitally im-
portant that we accurately describe this problem before we invest
taxpayer funds or craft programmatic solutions to deal with it.

Mexico-based drug-trafficking organizations have, over a period
of many years, become so powerful that they represent a significant
threat to the very authority of the Mexican state. Through the use
of corruption, intimidation and violence, these organizations have
for far too long been able to act with virtual impunity and to use
Mexico as a base of operations from which to run a global criminal
enterprise that has adverse consequences for the United States, for
Mexico and, indeed, for the world.

Mexican drug-trafficking organizations now dominate wholesale
and retail drug distribution throughout the United States. Their
impact is felt far beyond our southwest border. The contraband
drugs entering the United States from Mexico, the drug proceeds
and the weapons entering Mexico from the United States, and the
related violence are but symptoms of the larger disease. In fact, it
is a mistake, in our view at DEA, to geographically limit this prob-
lem or to characterize it as a “border problem” per se.

The task in responding to this pervasive threat is to build a com-
prehensive, whole-of-government response that is fully integrated
with Mexico and our regional partners to attack the problem—the
disease—rather than merely mitigating the symptoms. This will re-
quire the better coordination of the U.S. interagency effort, not just
better coordination between the United States and Mexico.

The importance of focusing on the criminal organizations rather
than overemphasizing geography can best be made by examining
the supply chain for cocaine. The U.S. interagency estimates, 1
think, that were quoted here earlier indicate that approximately 91
percent of the cocaine abused in the United States actually transits
Mexico before it arrives. The seizure of that cocaine in the transit
zone, by which I mean the area from the north coast of Colombia
up to Mexico, is measured by the metric ton. For seizures of co-
caine at our southwest border, the average seizure is only 47
pounds.

This tells us two important things, at least, from an intelligence
perspective. First, we can be far more effective extending our oper-
ations south of the border and seizing the contraband in larger
quantities, but probably much more important for our purposes is
that the organizations—the people who organize, finance, direct,
and control this enterprise—have for far too long operated, at least
prior to the Calderon administration, with impunity, and have used
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Mexico as a base of operations. These criminal power brokers do
not personally handle the drugs. They are not the individuals who
are smuggling drugs across their border, but they must be dealt
with if we are going to make America safer.

While I have no intention of downplaying the important work
done at our borders, we did not need an historic opportunity for en-
gagement with Mexico to buttress security at the border. The stra-
tegic opening that we now have with Mexico offers an unprece-
dented opportunity to achieve defense in depth by denying safe
haven to criminal organizations that previously operated with im-
punity from Mexico. Denying safe haven to these traffickers in
Mexico will, over time, reduce the flow of contraband and violence
from Mexico.

The Merida Initiative is a strategy that is focused on attacking
criminal organizations, not geography. The goal of the Merida Ini-
tiative is to assist the Calderon administration in breaking the
power and impunity to the cartels, while simultaneously fortifying
Mexican Government institutions and infrastructure, essentially
transforming what has become a national security crisis that has
required Mexico to engage tens of thousands of military troops to
maintain order into a problem that can be adequately managed
with an enhanced Mexican criminal justice system.

This is the problem we face, and it is the problem that we can
solve in the next 4 years if we can maintain our focus. We are for-
tunate to have willing and increasingly capable partners in the
Calderon administration to address such a formidable task. With
our help, President Calderon and his administration are relent-
lessly attacking the criminal organizations that have caused so
much violence and destruction.

They have made arrests of important leaders from all of Mexico’s
cartels. These are the people who are responsible for systematically
corrupting public institutions and officials, for undermining the
rule of law and democratic governance and for challenging regional
stability. These are the kingpins who organize, finance, direct, and
control the criminal activity that affects us in the form of contra-
band, drugs and violence.

The Calderon administration has extradited more than 178 de-
fendants to face U.S. justice, and it is reforming its own institu-
tions to better address these criminals in Mexico. We are already
seeing indications of success here at home. For the 2-year period
from January of 2007 to December of 2008, which essentially cor-
responds directly with the tenure of President Calderon, we have
seen the price per pure gram of cocaine more than double, up 104
percent in the United States, while the purity of that drug has
plummeted almost 35 percent.

We have listened to judicially authorized intercepts of conversa-
tions between Mexican cartel members in which they describe the
unprecedented stress being placed against them by the Calderon
administration. Unfortunately, as the Government of Mexico’s of-
fensive has dramatically increased the pressure against these
criminal organizations, the cartels have responded violently in a
desperate attempt to preserve their illegal enterprise. As unfortu-
nate as this violence is, it is not a harbinger of failure, but, rather,
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a signpost of success. Mexico must stay the course, and it is in
America’s best interest to help them in that endeavor.

While intra- and intercartel violence has always been associated
with the Mexican drug trade, the cartels are now intentionally tar-
geting Mexican Government officials and innocent civilians. This
violence, including the brutal murder of public officials in Mexico,
is intended—these mutilated bodies and signs warning of even
more graphic violence if they do not break the attack against these
organizations is intended to break the public’s will to support
President Calderon’s offensive. President Calderon’s determination
and resolve to press forward in spite of the sustained wave of bru-
tal violence is commendable, but it has prompted many to examine
the potential for spillover effects here in the United States.

Mr. ScOTT. Sir, could you begin wrapping it up?

Mr. Pracino. I will wrap it up, sir, by saying that we must seize
this unprecedented opportunity to help Mexico take the fight to the
criminal organizations, and that helping them play offense is the
best way for us to defend America.

Thank you.

Mr. ScotT. Thank you.

Mr. Hoover.

TESTIMONY OF WILLIAM J. HOOVER, ACTING DEPUTY DIREC-
TOR, BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EX-
PLOSIVES, U.S. DEPARTMENT OF JUSTICE

Mr. HOOVER. Chairman Scott, Ranking Member Smith and other
distinguished Members of the Committee, I am William Hoover,
the Acting Deputy Director of the Bureau of Alcohol, Tobacco, Fire-
arms and Explosives. On behalf of Acting Director Ken Melson, I
am honored to appear before you today to discuss ATF’s ongoing
role in preventing firearms from being illegally trafficked from the
United States into Mexico and in working to reduce the associated
violence along the border.

For over 30 years, the ATF has been protecting our citizens and
communities from violent criminals and criminal organizations by
safeguarding them from the illegal use of firearms and explosives.
We are responsible for both regulating the firearms and explosives
industries and for enforcing criminal laws relating to those com-
modities. ATF has the experience, expertise, tools, and commitment
to investigate and to disrupt groups and individuals who obtain
guns in the United States and illegally traffic them into Mexico.

The combination of ATE’s crime-fighting expertise, specific statu-
tory and regulatory authority, analytical capability, and strategic
partnerships is used to combat firearms trafficking both along the
U.S. borders and throughout the Nation. For instance, from fiscal
year 2004 through February 17 of this year, Project Gunrunner,
which is ATF’s strategy for disrupting the flow of firearms to Mex-
ico, has referred over 790 cases for prosecution involving 1,658 de-
fendants. Those cases include 382 for firearms trafficking, which
involve 1,035 defendants and an estimate of almost 13,000 fire-
arms.

While the greatest proportion of firearms traffic to Mexico origi-
nates out of the States along the southwest border, ATF trace data
has established that traffickers are also acquiring firearms from
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other States as far east as Florida and as far north and west as
Washington State. A case from April 2008 involving a violent
shootout that resulted in 13 deaths illustrates this point. ATF
traced 60 firearms recovered at a crime scene in Tijuana. As a re-
sult, leads have been forwarded to ATF field divisions in Denver,
Houston, Los Angeles, Philadelphia, Phoenix, San Francisco, and
Seattle to interview the first known purchasers of these firearms.
These investigations continue.

Additionally, drug traffickers are known to supplement their fire-
arms cash with explosives. Our expertise with explosives has prov-
en to be another valuable tool to use in the fight against drug car-
tels. In fact, in the past 6 months, we have noted a troubling in-
crease in the number of grenades seized from or used by drug traf-
fickers. We are concerned about the possibility of explosives-related
violence materializing in our U.S. border towns. We have had at
least one such incident in San Juan, Texas, when a hand grenade
was thrown into a crowd of 20 patrons. ATF was able to identify
that grenade and believes it was linked to a Mexican drug cartel.
We believe these devices were from the same source as those used
during an attack on our U.S. consulate in Monterrey, Mexico.

Along the southwest border, ATF’s Project Gunrunner includes
approximately 148 special agents dedicated to investigating fire-
arms trafficking. Fifty-nine industry operation investigators are re-
sponsible for conducting regulatory inspections of federally licensed
gun dealers, known as Federal Firearms Licensees, or FFLs. Just
last week we sent over 100 additional personnel to the Houston
field division to support our push against the trafficking of firearms
to Mexico.

As the sole agency that regulates the FFLs, roughly 7,000 of
whom are along the southwest border, the ATF has the statutory
authority to inspect and examine the records and the inventory of
licensees for firearms trafficking trends and patterns and to revoke
the licenses of those who are complicit in firearms trafficking.

For instance, ATF used its regulatory authority to review the
records of an FFL who received close to 2,000 firearms, who re-
moved their serial numbers, and who then trafficked them to Mex-
ico with the aid of a coconspirator who resided in Mexico. ATF re-
covered over $120,000 in cash and 89 firearms, 8 of which had ob-
literated serial numbers, from the FFL. The ATF conducted a buy-
bust operation with the Mexican contact, at which time he was also
arrested. A review of records from the wholesalers confirmed that
the FFL had received 1,869 firearms.

An essential component of ATFE’s strategy to curtail firearms traf-
ficking to Mexico is the tracing of firearms seized in both countries.
Using this information, ATF can establish the identity of the first
retail purchaser of the firearm and possibly learn pertinent infor-
mation, such as how the gun came to be used in the furtherance
of a crime or how it came to be located in Mexico. Furthermore,
analysis of aggregate trace data can reveal trafficking trends and
networks, showing where the guns are being purchased, who is
purchasing them and how they flow across the border.

Let me share an example of how trace data can identify a fire-
arms trafficker. ATF’s analysis of trace data linked a man living
in a U.S. city along the border to three crime guns recovered at
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three different crime scenes in Mexico. Further investigation un-
covered that he was the purchaser of a fourth firearm recovered at
yet another crime scene in Mexico, and that he had purchased over
100 AR-15-type receivers and 7 additional firearms within a short
time span, using 9 different FFL wholesale distributors as the
sources for his firearms. In April 2008, ATF seized 80 firearms
from the suspect, and learned that he was manufacturing guns in
his home. He sold over 100 guns alone to an individual who was
suspected of being linked to a cartel. These investigative leads are
also being pursued.

Lastly, I would like to mention ATF’s operational presence at the
El Paso Intelligence Center, or EPIC, located in El Paso, Texas.
EPIC is certainly one of the most valuable tools for intelligence
sharing and for the coordination and multiagency efforts to curb vi-
olence and firearms trafficking activities along the southwest bor-
der.

At EPIC we operate what is known as the ATF gun desk. The
mission of the n desk is to identify and analyze all firearms- and
explosives-related data acquired and collected from law enforce-
ment and open sources. This would include Mexican military and
law enforcement, along with U.S. law enforcement assets operating
on both sides of the border.

Chairman Scott and the other distinguished Members of this
Committee, on behalf of the men and women of ATF, I thank you
and your staffs for your continued support of our crucial work.
With the backing of this Committee, ATF can continue to fight vio-
lent crime in the Nation’s cities and on our borders, making our
Nation even more secure.

Thank you.

Myr. ScotT. Thank you.

We will recognize ourselves for 5 minutes for questions.

I will recognize the presence of the gentleman, our colleague
from Virginia, Mr. Goodlatte, who has come in.

I recognize myself for 5 minutes for questions.

Mr. Hoover, you indicated that you used firearm records to trace
many of these. Can you indicate the impact of the Tiahrt amend-
ment on sharing trace data and on the requirement that records
not be kept more than—what is 1t—90 days? What impact has that
had on your ability to investigate crimes?

Mr. HOOVER. The Tiahrt amendment allows us to share informa-
tion with the agency that provided the trace data. It does not allow
us to share information with anyone other than that agency. If the
other agencies would like to request to use that data, then they
have to go through the agency that submitted it to ATF for the
trace.

Mr. ScoTT. How does that affect the ability to investigate crimes?

Mr. HOOVER. It does not impact our ability to investigate crimes.
It would simply cause those agencies, other than the requesting
agency, to use that agency’s information to investigate that specific
firearm trafficking.

Mr. Scott. So we should not be concerned about that?

Mr. HOOVER. It has not been an issue at this point with law en-
forcement, no, sir.
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Mr. ScorT. What about the length of time licensees have to keep
the records?

Mr. HOOVER. The licensees keep their records forever, and when
they go out of business, they give the information to ATF, to our
out-of-business records, and we maintain the record on that sale if
that licensee goes out of business.

Mr. ScoTT. What is the provision that some records are only kept
for

Mr. HOOVER. That is part of the NICS Improvement Act, sir, 1
believe, where NICS records are only allowed to be kept for a cer-
tain portion of the time.

Mr. ScotT. For about 90 days?

Mr. HOOVER. I am not sure. I would have to get that answer for
you, sir.

Mr. ScOTT. Does anybody know?

But that is not——

Mr. HoOOVER. It is the Brady check, sir, that is kept for 90 days,
and then those records are destroyed.

Mr. ScorTt. That would not be helpful to keep those records
longer?

Mr. HOOVER. It may be, sir. I would have to check into that and
get the information back to you.

Mr. ScoTT. But that is not anything that you are asking?

Mr. HOOVER. No, sir.

Mr. Scorr. Okay. You said you had 1,035 people who were
caught. Did I understand that right?

Mr. HOOVER. One thousand thirty-five defendants with those
trafficking investigations, yes, sir.

Mr. ScorT. What happened to them? What was the disposition
of those cases?

Mr. HoOOVER. They would have been sentenced for various
lengths of time through our judicial proceedings. I do not have the
exact sentences for each and every one of those.

Mr. Scorrt. Do you have an idea? Did they get much time; 6
months, 8 years?

Mr. HOOVER. It varies. If it is an (a)(6) viclation for lying and
buying, it is somewhere between 12 months to 2 years, something
in that area.

Mr. ScotT. Okay. Mr. Nash, you indicated that you had 750 ar-
rests.

Mr. NAsH. That was in connection with a single operation. That
was Operation Xcellerator, which came down in March of this year.

Myr. ScoTT. What happened to them?

Mr. NasH. The arrests were only made in March of this year.
There are prosecutions that are going forward in at least 30 juris-
dictions as a result of that operation. It will take some time to get
the final dispositions. I can represent that none of those people
have been sentenced as of yet.

Mr. ScotT. Okay. You indicated that 12,000 pounds of meth had
been captured.

Mr. NAsH. That 1s accurate with respect to Operation Xcellerator,
yes.

Mr. SCcOTT. Do you know how much meth gets through?

Mr. NasH. We do not have a firm estimate on that.
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Mr. Scorr. Of over 1 million Ecstasy pills, do you know how
many get through?

Mr. NasH. No, sir.

Mr. ScoTT. Do you know whether you are capturing a significant
portion of what is being shipped?

Mr. NAsH. Sir, I think the best indicators as to our effectiveness
are the statistics that were cited by Mr. Placido in his testimony,
which indicate that, with respect to cocaine, which are the numbers
for which we have the firmest and best statistics, we have right
now experienced, for 2 years now, a sustained increase in both the
price that you pay on the street for a gram of cocaine and a decline
in the purity of that product on the street. As Mr. Placido testified,
the price of that gram has almost doubled in the span of the last
2 years—or it has more than doubled in the last 2 years. The pu-
rity during that period has declined by 30 percent. We use that as
at least one data point to suggest that our efforts are having a con-
siderable effect on the availability of drugs on the streets of the
United States.

Mr. ScoTrT. Well, that affects the price. Does it affect the avail-
ability? I mean, has anybody gone to a drug dealer and been told,
“I just cannot get any today. You have got to wait until tomorrow
or next week to see if we can get a shipment™?

Mr. NasH. Again, as Mr. Placido mentioned, we do have anec-
dotal evidence, from listening in through judicialized wire inter-
cepts to dealers, that people have complained about shortages; but
again, this i1s a market, and markets operate as a rationing device.
Certainly when we were experiencing shortages of gasoline, it was
not that people could not get gasoline; it was that the price at the
pump went from $2 to $4. A consequence of that is that people
were driving less. The market for drugs, I would suggest, works
similarly to that, and when the price goes up——

Mr. SCcOTT. Let me give the only couple of seconds I have left to
Mr. Placido to comment on availability.

Mr. Pracipo. Certainly, sir.

What I can tell you is that on certain drugs such as cocaine,
which is produced from a plant, marijuana or heroin, we have got
estimates about total production. It becomes more difficult with
synthetic drugs of abuse, like methamphetamine or MDMA.

Just to give you an example that may be responsive to your ques-
tion, in 2008, the U.S. Interagency estimated a range of production
between 901 and 1,082 metric tons of cocaine actually produced.
Seizures worldwide were about 528 metric tons or, roughly, any-
where from 49 to 59 percent of the total amount of cocaine pro-
duced having been seized. So it is a significant amount. We
showed, just by reference in terms of Mexican heroin, approxi-
mately 15 percent of the estimated 18 metric tons produced having
been seized, and in terms of Mexican marijuana, between seizures
and eradications, about 21 percent of seizures. So there is some sig-
nificant work being done on the enforcement side.

With regard to shifts in price and purity, one of the things that
is particularly important when you talk about cocaine in particular
is as scarcity occurs, that is where you see the fluctuations in pu-
rity. They add adulterants: lactose, sugar, other commodities. So,
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not only does the price go up, but as to the purity of the drug that
is being sold, we have seen a 35 percent drop as well.

So it 1s an indicator of decreased availability.

Mr. ScotT. Thank you.

The gentleman from Texas, Judge Poe.

Mr. POE. Thank you, Mr. Chairman.

Thank all of you for being here. The purpose of this hearing is
to determine the problem; that is any of the violence on the border,
especially American side. We have heard, and I have heard person-
ally, from people on the border, usually politicians, mayors, cham-
bers of commerce; it is not really a problem on the American side.

I would like for you to lock at a chart that is over here.

Can we have the chart please?

I spent a lot of time on the Texas Mexico border talking to folks
like the Border Patrol, the DEA, but also the Texas border sheriffs.
And T asked them to tell me the percentage of people in their jail-
house that are foreign nationals, that are not there being held by
the Feds on immigration violations only, but being held with felo-
nies or misdemeanors where they have been charged in the county.

And you see, starting in El Paso, the statistics vary from, the El
Paso jail has 18 percent foreign nationals; Hudspeth County, which
is the size of Connecticut, vast area, has 90 percent according to
Sheriff Arvin West; Culberson County, 22 percent according to
Oscar Correo. The next four counties, they don’t keep those records.

Moving on down to Bulverde Count, 93 percent; Kenny County,
71 percent are foreign nationals; Maverick County, 65 percent;
Dimmitt County, 45 percent; Webb County, which is Laredo area,
45 percent; Zapata County, 65 percent; Starr, 53 percent; Hidalgo,
23 percent; and then the last county that touches the Gulf of Mex-
ico, Cameron County, with 28 percent.

It seems to me, that 1s a lot of folks that are from foreign coun-
tries that are in American jails charged with crimes in the United
States, and most of those, no question about it, are charged with
some form of drug crime or carrying a weapon, according to the
sheriffs themselves.

Here are my questions. Regarding, first, Mr. Placido, do you
think the use of the Air National Guard should be increased or de-
creased? I rode with the Air National Guard up and down the Rio
Grande river, working with the Border Patrol and capturing at
least one drug interdiction coming across from the border. Do you
think that is something that can work with you or not?

Mr. Pracipo. Well, I think there are others at the table who are
probably better qualified to talk about interdiction than I am. My
focus 1s really investigations. But if the, if the genesis of your ques-
tion as I understand it is, could we do better with additional sup-
port to interdict drugs and other contraband before it enters the
country, I think the answer to that 1s, yes, sir, I think we could.

Mr. PoE. Let me refer you to a Los Angeles Times article from
last month that said, there is a turf battle going on with the dif-
ferent Federal agencies and that the effort to stop the drug cartels
and the smugglers has stumbled in part because Homeland Secu-
rity and various Justice Department agencies have overlapping re-
sponsibilities and are engaged in turf battles. The vast majority of
ICE agents cannot make drug arrests, even though the same smug-
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glers are often illegal immigrants. The reason, the DEA has not au-
thorized the required cross-designation authority for them.

Is that correct.

Mr. PLACIDO. No, sir. No, sir, and let me begin by telling you
that I think there is good news on the horizon. The Attorney Gen-
eral of the United States and the Secretary of Homeland Security
have met on this very subject already, and I believe, I don’t want
to get out in front of my bosses, but I believe that a successful reso-
lution is in the offing.

But let me clarify a couple of facts. First of all, every ICE agent
can already make arrests or seize contraband drugs at the border.
The issue is not making arrests or seizures; it is conducting inves-
tigations after that seizure is made and carrying it forward. There
are currently 1,475 or approximately 25 percent of all of the ICE
agents that are currently on the job are cross-designated to conduct
those investigations anywhere in the country they go.

I think what you have heard most recently is a request that goes
beyond that and is a request for concurrent unilateral authority to
investigate drug crimes by ICE. And the issue here is not whether
we can protect America better but how we coordinate the activity
of these different agencies as we move forward, and I have got a
very detailed response if you would like me to give it here.

Mr. PoE. I am limited on time, but let me cut to the chase; do
you think that ICE should have more responsibility in drug inves-
tigation? I want your opinion.

Mr. Pracipo. I think if ICE works within the existing coordina-
tion mechanisms that all other Federal agencies use to coordinate
drug investigations, we would welcome their assistance.

Mr. PoE. All right.

Mr. Hoover, some questions for you at the ATF. I understand
that the Mexican military, Mexican Federal police, the drug cartels,
those are primary the folks that have guns. Regular citizens, they
can’t have guns like they do in the United States. And it seems to
me Mexico has a responsibility to protect their border from guns
coming in just like we have a responsibility from protecting crimi-
nals and drugs coming into the United States. A hundred thousand
Mexican soldiers apparently have deserted with their weapons,
weapons made in Belgium. What is the government of Mexico
doing to protect their border against firearms coming in to their
country? And I am out of time, so this is the last question.

Mr. HoovVER. All right, sir. I know that the Mexican government
under Attorney General Medina-Mora has made great strides, es-
pecially in working with the ATF to trace the firearms that they
recover. The vast majority of those traced are being used in Federal
prosecutions and in Mexico, and they trace those weapons.

I will tell you that we don’t know the entire universe of firearms
that are recovered in Mexico. We continue to work with Mexican
authorities to do that, to get that information, so that we can give
better data back to them regarding the where these firearms are
coming from.

I will say that the 90 percent figure came from those weapons
that have been recovered and traced by the officials in Mexico. The
vast majority of that has come through CENAPI, which is the intel-
ligence branch under PGR, and that is where we get the vast ma-
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jority of our information regarding the weapons recovered in Mex-
ico.

Mr. POE. Thank you, Mr. Chairman.

Mr. SCOTT. Gentleman from Virginia, Mr. Goodlatte.

Mr. GOODLATTE. Mr. Chairman, thank you very much for holding
this hearing.

And I want to thank all of our witnesses for their participation.

Mr. Nash, I wonder if you could comment on your thoughts on
how we keep this viclence from crossing our borders and how we
prevent U.S. Law enforcement and citizens from becoming targets.

Mr. NaAsH. Yes, sir. I do think that the appropriate paradigm to
view this through is the fact that these are not isolated incidents,
that these are criminal organizations, a relatively limited number
of criminal organizations, and they are reacting to the stress that
18 being placed upon them by the very heroic efforts of our Mexican
partners south of the border.

We talk about the war on drugs, and to us, it is a metaphor. In
Mexico, it 1s a reality, and they are experiencing casualties in con-
nection with that war amongst their law enforcement, their very
heroic law enforcement officers, every day.

Mr. GOODLATTE. Do we prevent it coming into our side of the bor-
der by helping them with their effort?

Mr. NAsH. I think that is part of it, and I think that it has been
spoken about by some of the other witnesses already today, that we
have a historic opportunity to work with the Mexicans and help
with the Mexicans because of the orientation of the current admin-
istration down there that has gotten serious about taking care of
this problem.

Mr. GOODLATTE. Is most of the violence one drug cartel fighting
one another or drug cartels fighting against law enforcement?

Mr. NasH. I think the majority is cartel on cartel or also within
cartels. Drug debts that go unsatisfied within a cartel will often be
a reason for violence as well.

I think, right now, the numbers are running at about 10 percent
of the homicides south of the border are homicides in which a vie-
tim is a law enforcement representative of Mexico.

But I think there are things we can do on our side of the border.
I think, as I said, our strategy is to put together task forces that
bring the statutory authorities and the diverse expertise of all of
the law enforcement agencies that you see represented here bhefore
you today in a concerted action to use our intelligence resources to
identify where the real threats are, identify the leadership of those
cartels, and then bring down the organizations in a concerted fash-
ion like the operation.

Mr. GooDLATTE. Thank you.

I have a couple of other questions. I do appreciate that answer.

Mr. Nieto, the increase in CBP personnel between 2001 and 2008
should show a reduction of border violence, but instead, there is an
increase. I wonder if you would explain that or comment on that.

Mr. NI1ETO. Well, sir, we expect that initially we will have an in-
crease because we will have more officers and agents out there.
Until we get to the point where we pretty much overtake that terri-
tory again, if you want to call it that, then that trend starts coming
back down. So that is what we attribute it to.
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Mr. GOODLATTE. And Ms. Ayala, from what ICE enforcement ac-
tivities are agents being—where agents will be redeployed to the
southwest border in order to combat the rising border violence?
Where are they coming from?

Ms. AvaLA. Yes. We deployed 95 additional agents to the south-
west border area to backfill agents, and we increased our attaché
personnel by 50 percent. We have increased our border liaison offi-
cers who are assigned to border offices and increased our intel-
ligence commitment to the border by tripling it.

Mr. GOODLATTE. Where are those new agents coming from? Are
they new agents, or are they being reassigned from other areas?

Ms. AvaLA. Most of them are temporarily reassigned from other
areas throughout the Nation, and therefore, a certain period of
time. We are waiting to see what resource commitments perma-
nently we will be making here in the future.

Mr. GOODLATTE. Obviously, we are concerned about what is
going on on the border, but I happen to share the belief of many,
including many of my constituents, that not enough is done by ICE
to deal with immigration violations in the interior of the country
and communities like the Shenandoah valley and the Roanoke Val-
ley and central Virginia, that I represent, where there is a great
deal of activity.

I am not sure we share the same percentages of people in the
jails that Congressman Poe showed along the Texas-Mexico border,
but I do believe you would find a very disproportionate percentage
of the occupants of both State and Federal facilities in my area and
the number of cases going through our U.S. District Court as well
as our State court would show a disproportionate number of people
who are not lawfully in the United States. So I want to express my
concern that, while we divert people to address this problem, we
are neglecting another problem, and I wonder if you would com-
ment on what is being done to enhance your enforcement of the im-
migration laws in the interior of the country.

Ms. AvAarA. Well, typically—this isn’t the first time that we have
redeployed assets to the southwest border to address issues like
this. We did send, in 2005, in the same manner to address the in-
creased violence in the Laredo area, and we were successful, along
with our Mexican partners, in reducing the murder rate and border
violence on both sides of the border. And we typically assess our
needs during the year to decide if we need to plus up in certain
areas based on upcoming large-scale law enforcement operations,
and so forth.

As far as our commitment to smuggling issues or immigration,
as far as our commitment to the southwest border, most focus on
human smuggling and trafficking aspects and organizations,
transnational organizations, that are violent there, specifically in
the Phoenix area, and when we are looking to pull resources from
anywhere within the United States, we make sure that we pull re-
sources from offices that are large enough to sustain the loss. It is
not like we are pulling one agent from a two-man office. And if we
see a need to redeploy during that time period, then we do, again,
reassess our needs and redeploy to those areas.

Mr. GOODLATTE. Thank you.

Thank you, Mr. Chairman.
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Mr. ScotT. Thank you.

I would like to inform the gentleman from Florida that I should
have recognized you first. You had gotten here before my colleague
from Virginia, so I apologize. I recognize you at this time.

Mr. RooONEY. Thank you, Mr. Chairman.

I am just glad the gentleman from Virginia didn’t ask my ques-
tion.

I believe this is for Mr. Nieto, but anybody on the panel, it is a
basically straightforward question with regard to something you
have all heard of, the Security Fence Act, and you know that 1s 800
miles of—required 800 miles of fencing across the border. And I am
wondering just basically, obviously the fence is not complete. In
your opinion, would the completion of the border fence as required
by the act have an effect on the decrease in flow of drugs, and
therefore possibly the decrease in violence as a result of that, if the
fence was actually completed.

Mr. NIETO. Absolutely, sir, but the answer is not the fence by
itself. It has to be that combination of fencing or what we consider
tactical infrastructure, technology, and the right amount of per-
sonnel. If we were to fence the whole border and no one was out
there to watch it and we wouldn’t know what was happening on
it, it would prove useless.

So with that amount of fence, which is what the field commander
said that was the right amount, with that combination of, we call
it the three-legged stool, with the technology and resources or per-
sonnel, yes, it would prove effective in affecting all types of traffic
out there because we look at it in all threats, all hazards, as an
address to it.

Mr. ROONEY. Thank you, Mr. Chairman.

Mr. ScotT. Thank you.

Mr. Gohmert.

Mr. GOHMERT. Thank you, Mr. Chairman.

And I do appreciate the testimony.

I had longstanding commitments, but I was monitoring from C-
SPAN. That is a good thing, too. It helps.

But as some are proposing more laws regarding U.S. Weapons to
try to help Mexico, but as I understand it, most of the weapons
that are purchased by Mexico, people in Mexico that come from the
United States are already being purchased illegally. So, rather
than add new laws, and this is open for anyone, what do you see
that could be done to better enforce existing laws to stop illegal
purchases, even without any new additional laws?

Mr. Nieto?

Mr. NIETO. Sir, not to answer the law question, but one of the
things we have to do, especially with the Merida initiative, where
we are providing money to Mexico and training, is to allow them
or help them build the capacity in Mexico to inspect vehicles and
people and cargo going into their country. I think that would, it is
almost like teaching them how to fish instead of giving them the
fish to eat. That, at their northern border, with the United States,
at the same time a thorough assessment and the same type of
training and capacity building on the southern border with Guate-
mala, I think that would really have a greater effect than any laws,
any changing of any laws in the U.S., in Mexico, or elsewhere.
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Myr. GOEMERT. Thank you.

Does anybody else have comment on that?

Ms. AvaLA. I just want to say that, as far as our approach to the
entire arms-smuggling effort, we look at it not just in a vacuum but
all of its associated and ongoing crimes. So in stepping up our ef-
forts related to narcotics smuggling, weapons smuggling, bulk-cash
smuggling, and human smuggling trafficking, more and more we
are seeing that many of these activities are directly related to
weapons coming back and related to money also going back.

So by taking a comprehensive approach and utilizing existing
task forces, such as The Border Enforcement Security Task Force,
which is international, it is multi agency, and it is a task force that
really brings to bear all of the Federal agencies that are here and
State and locals, we are able to share more information and really
target to disrupt and dismantle these organizations.

Mr. GOHMERT. Okay.

I have a particular issue that has come up with a constituent
who was down fishing in southern Mexico just a few miles from
Belize, and he disappeared. I don’t know if you heard about Mr.
Scheepstra’s situation, but I met with his wife Sunday for a couple
of hours. And she had been down there, and apparently, there is
drug activity, from my trips, from visiting with people in Colombia
previously about our drug work there with the British, with the Co-
lombians, and Uribe is doing a fantastic job apparently. But it
looks about two-thirds of the boats that bring cocaine, for example,
up apparently come into Mexico and then go up through Mexico.

Anyway, Mr. Scheepstra was fly fishing, card there, wallet, pass-
port, everything at the motel in the safe. He has disappeared. Mex-
ico says all they can do is list him as missing. Some people went
out and looked. They had some Mexican soldiers look, but you have
an issue of corruption there. And that type of situation, we know
there are other kidnappings, what can be done to work with the
Mexican government to try to find someone like that? What allows
us to go in and help?

And number two, since we know there is corruption and that is
one of the most difficult issues Calderon is facing, how do you know
who to trust with information we have?

Mr. Pracipo. Well, first of all, I am very sorry to hear about Mr.
Scheepstra and his problem down there, and perhaps we can get
together after and do something to help you with this problem.

What I can tell you is that, while corruption is a problem in Mex-
ico as it is in the United States or elsewhere, we have a number
of what we believe to be honest, courageous counterparts in Mexico
that we work with. There are a number of vetted units that have
been trained and polygraphed and given the same kind of back-
ground investigation we would give to a DEA agent, for example,
and the Minister of Public Security, Genaro Garca Luna, and the
Attorney General, Eduardo Medina Mora, are both men of high
quality, and I am sure that something can be done to try and fur-
ther investigate it.

We need to know some more details, whether ransom was asked
for.

Mr. GOHMERT. No, no ransom, but it also touches on what Mr.
Nieto was pointing out as far as training. They decided, because he
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was American, they would do a full forensic examination of his car.
He never got back to it. They don’t know if he was in there. And
so the police got in the car and drove it 45 miles so they could
check for fingerprints, you know, for DNA testing, whatever. But
anyway, they could, apparently, either watch CSI, or maybe we
could help them to know, you don’t drive a car 45 miles with people
in it before you do your testing. So did you have a comment?

Mr. NIETO. Sir, in relation to the corruption issues and the vet-
ting, they are working. CISEN is working with our internal affairs
to allow them to build that capacity as well where they can vet
their officers, their operatives in Mexico to make sure that they
keep them clean.

Mr. GOHMERT. Any other comments on that?

Well, let me just add and thank you, Mr. Chairman, again.

But it seems to me that Mexico could be one of the top 5 or 10
economic power houses in the world. When you lock at the re-
sources they have, and we know they have got some of the best
workers in the world in that country. And it just seems that cor-
ruption is the thing that keeps them from being one of the greatest
nations in the world. So I appreciate any efforts that can help bring
that neighbor alongside of us effectively. Thank you.

Mr. ScoTT. Thank you gentlelady from Texas.

Ms. JACKSON LEE. Let me thank the Chairman and the Ranking
Member for holding a vital hearing in the face of the calamity just
a few hundreds of miles away from the fourth largest city in the
Nation.

In speaking to my colleagues who live near or in another border
State, Arizona, it is amazing to hear of the litany of kidnappings
and missing persons. We have just heard my colleague speak of an
American citizen missing. Over the years, before this intensity of
drug and gun smuggling and dastardly deeds have occurred, a
former colleague of mine, the now Secretary of Labor, Hilda Solis,
was a huge force in the murder of women along the border, particu-
larly on the Mexican side. And many, I just say, just frankly, al-
most all have been, if you will, not resolved.

This calamity is not in any way a reflection on the friendship
that we have with the people of Mexico. In fact, it should be stated
on the record that the numbers of law enforcement and leadership
in Mexico, sheriffs and others who have lost their lives, is to be rec-
ognized and to acknowledge the deep sympathy that we have for
the families of those who have lost their lives actually in this bat-
tle, in this war.

So I lay that ground work and would like to just offer into the
record some data that I have that may have already been noted.
In 2008, the violence between Mexican drug gangs fighting for traf-
ficking routes to the United States killed approximately 6,000 peo-
ple in Mexico, including one more than 500 police officers and sol-
diers. In the first 8 weeks of 2009, more than 1,000 people were
killed as a result of the drug war.

I am certainly grateful to the Administration for the appointment
of the drug czar or the border czar and the dispatch of the numbers
of individuals that have gone to the border.

But I want to be honest, and I am I guess filled up to my cup
or my cup runneth over with the conflict between the second
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amendment, of which I have great respect for, because I do believe
the people should have the right to protect themselves as the un-
derlying premise of that legislation, and my good friends who be-
lieve that there should be nothing in this world regulated having
to do with guns.

I don’t know, frankly, how many officers will have to be killed,
how many Mexican law enforcement will have to be killed, and how
many movies will have to be made showing that the guns come
from the United States. Much of it comes from Houston. I am
aware, as a Member of this Committee and also a Member of the
Committee that lives in Houston of the surge of officers coming in
to assist us. Let me first of all indicate to both, I believe, Mr.
Placido and Mr. Hoover that I would like to meet with your leader-
ship in Houston, and if you would make note of that and be in
touch with my office, I would like to do that as quickly as possible.

But I would like to refer you to H.R. 1900, because until we wake
up about the gun smuggling, we know that two of our colleagues
have offered legislation in the last 24 hours to close the gun show
loophole. But 1 want to specifically focus on the intertwining of
guns and drugs and how that is a problem coming from this direc-
tion and refer you to my legislation, H.R. 1900, which is I think
a simple premise. It allows Governors to declare emergencies and
seek, from both the Department of Homeland Security and the
DOJ, an emergency increase in Border Patrol agents, an emergency
increase in DEA agents, an emergency increase in ATF agents.

My colleague, Mr. Poe, has joined me on this.

It also goes to the increase in equipment. I am not sure if the
czar is working on the increase in helicopters, power boats, other
Border Patrol assets, motor vehicles, which can be used by overlap-
ping jurisdictions, and handheld computers and radio communica-
tions, GPSs, et cetera, night vision equipment, because believe it or
not, even today I don’t think we have enough, and certainly if our
ATF officers and DEA officers are on the border, they need some
equipment as well.

This legislation also funds a task force of ATF, DEA, and Border
Patrol, whose members would be appointed by the Administration,
and you would meet every 2 months, and you would have a report,
so that we could show that we meant business, and you would col-
laborate with the local law enforcement.

If the Chairman would indulge me, I would like to be able to
have my questions answered by Mr. Placido and Mr. Hoover to
speak to the interlink of guns of all kinds, AK-47s, that are loosely
smuggled through Houston, how much of a role do they play in
where are today? And I realize that there has been some good news
in your testimony. I apologize, I had several meetings that were de-
taining me from that, but I am aware of your testimony. But I
want to know where we are in terms of that basic cause of what
the crisis at the border is at this time.

Mr. Placido.

Mr. PLACIDO. Thank you, ma’am.

First of all, Ms. Jackson Lee, we would be delighted to meet with
you and your staff regarding this legislation and regarding the
broader problem, be glad to that arrange that after this meeting.
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The thrust of my oral statement as I began this hearing was to
dispel what we believe is an unfortunate mischaracterization of the
problem. Unfortunately, the violence that we are seeing, the prob-
lems emanating from Mexico, really don’t, cannot be geographically
bounded and described as a border problem. Unfortunately, the
criminal organizations that should be our focus have impact well
beyond our borders, in cities like Atlanta and Lawrence, Massachu-
setts, and really throughout the country.

Ms. JACKSON LEE. Making it a much larger problem.

Mr. PLACIDO. It is a much larger problem, and while I certainly
appreciate the fact that border Governors and people who are on
the front lines of the border with Mexico need resources, I will
speak only for the Drug Enforcement Administration, the imme-
diate deployment of 500 DEA special agents would detract from
other things that we are doing, and I don’t believe that that geo-
graphic kind of deployment would be the best way for us to nega-
tively impact those organizations. We believe that a focused attack
on the criminal organizations themselves rather than one that is
geographically based is likely to have the best impact, and I would
be glad to take that up with you in more detail at a different time,
ma’am.

Ms. JACKSON LEE. Well, obviously, many of us disagree with
that, and certainly it is not an automatic. It is a declaration that
would be made, and I did ask you to comment on the interaction
with the drugs and guns, and you did not comment on that.

Mr. PrAciDo. Certainly, drugs and guns go together. Guns are
tools of the trade. It is historic, for the 30 years that I have been
operating in this business, drug traffickers’ use of weapons both to
intimidate and to cause violence has been a problem. It certainly
seems to be exacerbated and at a new fevered pitch, if you will, in
our relationship with Mexico.

We characterize that violence in three broad categories analyt-
ically: Inter-cartel viclence, with members in the same cartel doing
battle with one another; intercartel violence with rival cartels doing
war. Those have been around for a long time. What 1s new and dis-
turbing and I believe what is causing much of the angst is the ex-
tent to which the cartels are now lashing out against the govern-
ment itself, attacking the government of Mexico and attacking in-
nocent civilians.

And one of the things that we are very careful of, we have got
an interagency group looking at this, is, to what extent will that
kind of violence be directed against U.S. Government personnel or
interests or innocent civilians on U.S. Soil spill over our borders?

Ms. JACKSON LEE. When they engage in violence, they have
guns, right?

Mr. PLACIDO. Yes, they do.

Ms. JACKSON LEE. Okay. So your basic sentence on the question
of the Impact of guns that kill.

Mr. PLACIDO. Absolutely, ma’am.

Ms. JACKsON LEE. All right and many of these guns are smug-
gled guns illegally secured from the United States.

Mr. Pracipo. That is my understanding, but I will defer to my
colleagues from ATF and ICE to describe that. They have got the
portfolio better under control I believe.
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Ms. JACKSON LEE. Mr. Hoover.

Mr. HOOVER. Yes, ma’am the reason we plussed up our resources
in the Houston Field Division, which covers Houston and south
Texas, was because of the trace information that we had regarding
the number of firearms recovered in Mexico and traced and then
those that were purchased in the Houston area and in south Texas.
They lead any other part of the country by two or three times the
amount of firearms being purchased.

You know, the——

Ms. JACKSON LEE. Two or three times.

Mr. HOOVER. Yes, ma’am.

What is happening in Mexico is the, you know, with the violence,
as has been stated by others, is a couple of things. They are either
using the firearms to protect their shipments. They are using their
firearms to protect their routes where they are moving the drugs
from Mexico into the U.S.

Drug cartels are coming in and trading drugs for firearms, or we
have individuals in the United States capitalizing on the need for
firearms by the Mexican cartels by purchasing those firearms ille-
gally and then taking them to Mexico and selling them. So those
are the ways that we see the firearms involved in the narcotics
trafficking trade.

Ms. JACKSON LEE. These are illegal firearms, or are they pur-
chasing them legally or illegally?

Mr. HoOVER. In some cases, they are purchased legally and then
moved into the illegal market. In some cases, they are illegal from
the jump because individuals are purchasing them illegally, know-
ingly purchasing them for the drug cartels or for someone else who
they know will then traffic those guns to Mexico.

Ms. JACKSON LEE. And are you meeting and collaborating with
local law enforcement, like the sheriff's department and Houston
Police Department and others?

Mr. HOOVER. Yes, ma’am, our folks in Houston, Texas, are col-
laborating with individuals from all over Houston and south Texas.
We collaborate with all the folks you see sitting at this table. We
have an OCDETF strike force in Texas. We have one group as-
signed to that strike force to ensure we get on top of this problem.

Ms. JACKSON LEE. I thank you, Mr. Chairman.

I will look forward to heating with Mr. Hoover and Placido, but
specifically in Houston, I want to meet with the team in Houston.
Thank you.

Mr. ScoTT. Thank you. Gentlelady’s time has expired.

Gentleman from Texas had an additional question.

Myr. GOHMERT. Thank you, Mr. Chairman.

Just one. I alluded to the Chicago Tribune article about the
Sinaloa cartel and apparently Guzman or, supposedly, according to
the story that they are now authorizing or encouraging the use of
violence to protect drug loads within the United States. I men-
tioned that, but I am curious, does anybody know, is this true what
is being reported that now we can expect more violence from inside
of our borders? Does anybody know?

Mr. PrLaCIDO. I can personally address the answer for you, Mr.
Gohmert.
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The fact is that we have hard empirical evidence indicating that
the traffickers consistently have said they do not want to engage
in violence on the United States—on U.S. Soil. There are repeated
instances of that that we could provide, in a different setting, to
document that for you.

The problem is, we never know what we don’t know, and I am
not going to sit here and tell you or anybody else that there hasnt
been a decision made or that there won’t be a decision made to at-
tack U.S. Law enforcement. What wWe can say is, after extensive
analytic research by 14 agencies of the U.S. Government, we have
not yet seen an effort to systematically attack U.S. Government
employees or interests or innocent civilians on U.S. Soil at a rate
that is above what we had normally seen prior to this outbreak of
violence in Mexico.

Mr. GOHMERT. Well, and that i1s why this story said that that
such a move by Guzman, Mexico’s most wanted fugitive, would
mark a turn from the cartel’s previous position of largely avoiding
violent confrontation. So the empirical data may be that they have
up to this, but the story today is that Guzman is now saying, and
they report, that police and Federal agents—I just didnt know if
it was some of yours or you—said they had recently received at
least two law enforcement alerts focused on Guzman’s reported or-
ders that his smugglers should, quote, use their weapons to defend
their loads at all costs, unquote. And so that would have been re-
cent, reported today, brand new, and this would be a turn from all
the empirical data we have had up to this point. I just didn’t know.

Mr. PLACIDO. I do not have information on that at this point.

Mr. GOHMERT. Anybody else?

Mr. NasH. I would back Mr. Placido’s comments and just suggest
that our collective experience until now is that there has been a
very firm conviction on the part of the cartel leaders that engaging
in viclence of the nature that is mentioned in that article would be
bad for business for the cartels, and for that reason alone, they
have decided that that is not a road that they want to go down.

I agree completely with your characterization that if, in fact, this
statement is something the cartels decide that they are going to go
forward with, it would be a turn from past practice and something
that we certainly——

Mr. GOHMERT. Hasn’t the price of cocaine gone up? For less co-
caine——

Mr. NasH. It has, and I think the sentiment that might have mo-
tivated Mr. Guzman’s comments certainly is an accurate one and
one that——

Mr. GOHMERT. It would mean you all are doing a good job, being
effective, and so if this were true, it would actually be a, wow, you
are doing a good job. You are hurting them. So anyway, thank you
for all your work. I know it is a profession that requires great dedi-
cation, s0 we appreciate yours.

Mr. ScotT. Thank you.

This has been an oversight hearing, and one of the things we
usually expect at an oversight hearing is witnesses to tell us what
we should be doing more, more resources, change laws or what not,
and it gives witnesses an opportunity to recommend legislative
changes. Best I can ascertain, no one availed themselves of that op-
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portunity. You didn’t say we needed new gun laws. You didn't say
you needed a whole lot more money. If I got you wrong, does any-
body want to take one more shot?

Mr. NAsSH. One that I will raise, Mr. Scott, which is, we have
talked a good bit about drugs. We have talked a good bit about
guns. The third leg to that stool that we haven’t talked quite a bit
as much on is we do feel very strongly that cutting off the money
flow to these organizations is an essential part of our strategy.
There were two Supreme Court decisions at the end of the term
last summer that significantly affected our ability to bring success-
ful prosecutions against those involved in bulk-cash smuggling in
connection with the drug trade.

One of the those decisions was the Santos decision. I understand
that, within the last 30 minutes prior to the convocation of this
hearing, the Santos fix was passed in connection with your efforts,
Mr. Scott, and those of yours, Mr. Gohmert, and this Committee,
and we appreciate that.

The second decision is the Cuellar decision, and there is proposed
legislation that would return the interpretation of that statute to
the interpretation that was generally accepted prior to the decision
of the court in Cuellar, and so we would ask that you take a look
at what we have termed the Cuellar fix. We have proposed legisla-
tion, and we would ask that you take a look at that, which would
increase our ability to bring successful money-laundering charges
against those who engage in bulk-cash smuggling across the south-
west border.

Mr. ScoTT. I think the second case you mentioned had a problem
because it didn’t require an intent as part of, as an element of the
crime, which 1s obviously problematic.

The Santos case, I think we fixed that while you were waiting
for us to come back. It was one of the bills on the floor.

Ms. JACKSON LEE. Mr. Chairman, you had an inquiry, I would
just wish to comment. These are very, very fine public servants,
and I do appreciate their leadership.

I think, short of doing no harm on the United States Congress,
we have an obligation, Mr. Chairman, to fix things where nec-
essary. We certainly don’t want to make things worse.

Not putting words in Mr. Hoover’s mouth, he has indicated that,
out of our community, two or three times—two or three times the
sale of weapons; we are In essence the epicenter of these weapons
going into Mexico. Frankly, I believe that if they have not offered
legislative suggestions, and I am willing certainly to modify my leg-
islation, but one, I think it needs to be targeted. Two, I think there
needs to be immediate response in terms of gun legislation that ad-
dresses the question of smuggling and the loopholes. And there is
some legislation being put forward. And I can’t I can’t imagine—
there are many witnesses who came here in years past and said,
we don’t need anymore Border Patrol agents, and it was incorrect.

So I appreciate the fiscal responsibility and the discreetness of
the witnesses, but frankly, I believe it is the responsibility of the
Congress to address glaring issues, and I do think more DEA
agents, whether they are shared with Atlanta or elsewhere, are
needed. I think more ATF officers are needed. And one of the issue
1s being able to make the case, being able to have the necessary
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U.S. Attorneys and assistant U.S. Attorneys in these high-target
areas that can make the case.

So I thank the Chairman for yielding, and I would like to pursue
the legislation that I have written with corrections or modifica-
tions, and I think that we have an obligation because of what is
going on, on the border and in Atlanta and Chicago and New York,
on these drugs and guns to really act and give more tools to these
very fine public servants.

I yield back to the Chairman.

Mr. ScotT. I thank the gentlelady for her comments.

If the witnesses have any other comments, the hearing record
will remain open for 1 week for submission of additional materials.

Members may have written questions which we will forward to
you and ask you to respond as quickly as possible so that the an-
swers can be made a part of the record.

Mr. Nieto.

Myr. NI1ETO. Sir, if I can make one last comment.

We spoke of border violence along our borders there, and I just
want to make sure that I mention this. El Paso, Texas, which is
just north of Ciudad Juarez, which has been the epicenter of the
violence here the last few months, is the third safest large city in
the United States. San Diego is the fourth, two cities right along
the U.S.-Mexico border, and I think a big part of that is the organi-
zations that my colleagues here at the table belong to and, obvi-
ously, the State and locals in those areas and their efforts.

I just wanted to thank them for the record.

Mr. ScoTT. Well, thank you. And if you have other recommenda-
tions that we can do to help you do your job, we appreciate hearing
them.

And without objection, the Committee now stands adjourned.

[Whereupon, at 5:35 p.m., the Subcommittee was adjourned.]
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From the Los Angcics Times

Medellin cleans up its act

‘The Colomblan ¢ ty's homicide rate Is down 80%, fighters are eing ra-integrated into socisty and the sawar
system --which left the river district an open ces$pool - is being revamped.
By Cheis Kraul

March 26, 2009

Reporting from Medelin, Colombia — (nee the shadowy and vioknt dermain of drug kingpm Pabls
liscabar, Medellin has undergone a renaissarce over she st decade duc to enlightenad civie policy and
public works, vllEring government oflicials prood that vrban decline can be reversed.

Onee one of the world's deadliest cities, Medell's homicide rare has dropped by more than 90% since e
10id-1990s Former rehels and paramilitary fghters are heing re-miegrated into Colombin's second-Targest
city in an mnovative program adopted by the nation's demehilization director,

“The wban transit system has been uppraded w include a spectacular tramway that bas cut conumtes ae
bevore e wity's Lot

And then there's the new sewage sysiem, which has cleaned up the formerly makdorous Medellin River
and 24 creeks and greatly impraved the city's Tmage -- and smeil The project has besame a regional
model for ckanup pmjects b densely populatzd areas.

The systen, which mcludes edecaling residents and husesses near the river on kow (o preverit pollution,
has converted the river district fom an open cesspoo’ to a zone where corporations such a5 Banco ombia
and Cartefour have biilt major facilities.

The scwage system project is ree2iving $580 tuflion mfoans fom the Inter-American Development Bank,
the Washington- bascd rmutivational developiment keneer that is holding its amual wieeting here this weckend
Inpart 1o showcase what leaders believe s a success story.

Inan e-waikd staterrent to The Times, [DB President Luls Alberto Moreno said (he project shows Ul
“mvesting in sanitation can have huge payoffs that go far beyond public heakh."

Trespite the global financial crisis, the anwal mzeting is expected to draw 6,500 celegates from around the
wotld, 40% more than kst vear's mezting in Miami. Main atiractions inchude a series of presenrations by
Chi, which joined the IDB kst year as part of its strengfiened ties with Latin Anxrica.

China is cxpected 1o unvel two nuitmilion-dollar development finds to provide loans for infrastructure
and "mercasc the flow of credt amid the globat financial orisis," according to a preliminary dralt of the
announcement (hina alreardy has investad $4 billion in such a fund in Venezuela.

Armother lure for many of the delegates is the host city's mukeover, one s drameatk: (at its principal
architect, former Mayor Sergio Fajardo, T a contender inthe 2010 presidential race. O ffering education
and traiing in viokent neighborhoods wes crucial to his gonl of offering youths an altermative to dnugs and
vinkenee, he said Wednesday.

"Whenever we reduced vivkove man ancd. e innediatly caur up with projects - Tbrares, cultural,
Tealth and emuepreneurship centers -~ n th poorest areas so the community could see the sovkty was
providing apportunities,” Fajardo said in an nterview.

“The bank, which obscrves frs 30th anniversary this year, operates with capital from 48 member countries,
inchuding the United States. Its mission Lxcludes offering fow-cost foans to finance public works and
nfastneluy o spur ok developrent sud reducs poverty. Last year. the bark authoried §11
hillion in new bans.
latimes.com/...fla-fg-medellin-comeba.... 1/2
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5/5/2008 Los Angeles Times: Medellin deans up...
billion in new foans.

Bome nongovermaeatal orgarizarions critical ofthe 1113 say the bank has faikd to five up to &s mission and
shonld be denizd the capital replenishrent in the billions of doliars that the IDB s expected to request this
year from the United States and other meniers.

Vince McTThinng of the Tark Information Center, a Washington-based watehdos group that monitore
multinational lenders, says thar the IDB has financed roads and dams in Latin America that have: harmed the
srvironment, and that it fas backed priwatizavion of water systems that have reduced access for poor
farnllics fn somo countrics.

"The bank lost $1.9 Billion fast year investing In securiics # shouldrt. have,” Melihinny said. "On a sure
accountability level vou have to ask, what happensd?*

“The bark has responded to such eriticism by noting that Srandard & Poor's contiuses to rate IR debt as
highty sceure.

chois krautzlatimes.cam

Ifyou want other stories on this topic, search the Archives at bfimes.convarchives.
T44Reprints

Artick lesnsing and reprint optinns

Copyright 2009 Los Anaeles Times | Privecy Policy § Terms of Service
Hoire Delivery | Advert'se | Archives| Comact' Sie Map | Help

partners: |
Satlis S0

latimes.com/.. fla-fg-medellin-comeba...

22
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Tucson Citizen

Border & immmigration

Mexican drug violence spills over into
the U.S.

ALICIA A, CALDWELL

Tublished: 02.09.2009

Jusl as government officials had feared, the drug violence raging in Mexico is spilling
«ver into the United States.

U.S. authorities are reporting a spikc in killings, kidnappings and home invasions
connecled to Mexico's murderous cartels, And to some policymakers' surprise, much of
the violence is happening not in towns along the border, where it was assumed the
bloodshed would spread, but a considerable distance away, in places such as Phoenix
and Atlanta.

Investigators fear the violence could erupt elsewhere around the country because the
Mexiean cartels are believed to have set up drug- dealing operations all over the U.S., in
such far-flung places as Anchorage, Alaska; Boston; and Sioux Falls, S.D.

"The violence follows the drugs,” said David Cuthbertson, agent in charge of the FBI's
office in the border city of El Paso, Texas.

The violence takes many forms: Drug customers who owe money are kidnapped until
they pay up. Carlel employees who don't deliver the goods or turn over the profils are
disciplined through beatings, kidnappings or worse. And drug smugglers kiduap illegat
immigrants in clashes with human smugglers over the use of secret routes from
Mexico.

So far, the violence is nowhere near as grisly as the mayhem in Mexico, which has
witnessed beheadings, assassinations of police officers and soldiers, and mass killings in

tucsoncitizen.com/altss/.../109702

174
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which Lhe bodics were arranged to send a message. But law enforcement officials worry
the violence on this side could escalate.

"They are capable of doing about anything,” said Rusty Payne, a Drug Enforcement
Administration spokesman in Washington. "When you are willing Lo chop heads off, put
them in an ice chest and drup them ofl at a police precinet, or roll a head into a disco,
put beheadings on YouTube as a warning,” very little is off fimits.

In an apartment near Birmingham, Ala., police found five men with thefr throats slit in
August. They had apparently been torturcd with electric shocks before being killed ina
murder-for-hire orchestraled by a Mexican drug organization over a drug deht of

about $400,000.

In Phoenix, 150 miles north of the Mexican border, police have reported a sharp
ncrease in kidnappings and home invasions, with about 356 each year for the last two

years, and say tlie majority were committed at the behest of the Mexican drug gangs.

In June, heavily armed men stormed a Phoenix house and [ired randomly, killing one
person. Police believe it was the work of Mexican drug organizations.

Authorities in Atlanta are also seeing an increase in drug-related kidnappings ticd to
Mesican cartels. Estimates of how many such crimes are being committed are hard to
come by because many viclims are connected to the cartels and unwilling to go to the
police, said Rodney G. Benson, DEA agent in charge in Atlanta.

Agents said they have rarely seen such brutality in the U.S. since the "Miami Viee"
years.of the 1980s, when Colombian cartels had the corner on the cocaine market in

Florida.

Last summer, Atlanla-area police found a Dominican man who had been beaten, bound,
gagged and chained to a wall in a quiet, middle-class neighborhood in Lilburn, Ga. The
s1-year-old Rhode Island resident owed $300,000 to Mexica's Gulf Ca rtel, Benison
said. The Gulf Curtel, based in Matasoros just south of the Texas border, is one of the
most ruthless of the Mexican organizations that deal drugs such as cocaine, marijjuana,
methamphetamine and heroin.

"He was shackled to a wall and one suspect had an AK-47. The guy was in bad shape,”
Benson said. "I have no doubt in my mind if that ransom wasn't paid, he was going to be
killed."

tucsonditizen.corn/faltss/.../105702

2/4
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A% MSNBC.com

U.S. cracks down on border drug violence

Hundreds more agents, equipment enlisted to fight Mexican cartels

The Assactated Press
updated 8:29 p.m. ET, Tu=s, March. 24, 2009

WASHINGTCN - Hundreds of federa! agents, along with high-tech surveillance gear and drug-sniffing
dags, are headed to the Southwest to help Mexico fight drug cartels and keep violence from spilling
across the U.S.-Mexico barder, Cbama administration officials said Tuesday.

The border security Initiative, which expands on efforts begun during the Bush administration, is aimed
at drug traffickers who have wreaked havoc in Mexico in recent years and are blamed for a spate of
kidnappings and home invasions in socme U.S. cities.

The plan was announced as Secretary of State Hillary Redham Clinton prepares to travel Wednesday to
Mexico for the start of several weeks of high-level meetings between the two countries on the druy
vialence Issue. Homeland Security Secretary Janet Napgolitano and Attorney General Eric Holder are
expected to meet with Mexican officials in early April.

The Obama administration’s rmulti-agency plan includes nearly 500 agents and support personneh
However, officials did not say where the addilivnal agenls would coine from or how lony Lhey weuld
stay at the border.

Napolitano said officials were still considering whether to deploy the Naticnal Guard to the Arizona and
Texas borders with Mexico, which the governers had reguested.

Concern from GOP
Deputy Attorney General David Ogden sald the combined efforts of the U.S.-and Mexican governments
would "destroy these criminal crganizations.”

Rep. Lamar Smith, the senior Republican on the House Judiciary Committee, said he was happy to see
the administration getting more aggressive with the cartels, but he worried about what would see less
attention in the U.S.

"I am concerned that when you're taking aimost 500 law enforcement agents from one place to
another, wherever place they're leaving is going to be understaffed and will mean that some laws are
not being enforced,” said Smith, R-Texas.

Authorities said they will increase the number of immigrations and customs agents, drug agents and
antigun trafficking agents operating along the berder. The government also will allow federal funds to
be used to pay for local law enforcement involved in southwestern border operations, and send more
U.S. officlals to work Inside Mexico.

A fight in U.S., not just Mexico
Prosecuitors say they will make a greater effort to go after those smuggling guns and drug profits from
the U.S. into Mexico.

Napolitane acknowledged that the fight against the drug cartels is not just in Mexico but in the U.S,
where the drugs are sold.

“This is a supply issue, and it's a demand issue," she said. To address the demand, she cited funding
set aside for drug courts in the recent stimulus package. She sald these drug courts "have been very
effective in reducing recidivism among drug offenders.”

The administration Is also highlighting $700 million that Congress has already approved to support
Mexico's efforts to fight the cartels.

QOfficials said President Barack Obama is particularly concerned about killings in Ciudad Juarez and
THuana, and that he wants to prevent such violence from spilling over into the United States.

www.msnbe.msn.comy/idy.../ 1058/ 172

5635

ATF8-001-001-00017507



Employee 3 5636

73

544242009 U.S. cracks down on horder drug viole...
Ampeng the moves the government is making:

¢ Sending about 350 additional persannel from the Homeland Security Department for a host of border-
related work, including doubling the border enforcement security teams that combine local, state and
federal officers.

& Adding 16 new Drug Enforcement Administration positions in the southwestern region. DEA currently
has more than 1,000 agents working in the region.

& Sending 100 more people form the Bureau of Alcahol, Tobaceo, Firearms and Explosives to the barder
in the next 45 days.

& Boosting the FBI's Intelligence and analysis work on Mexican drug carlel crime.

+ Increasing the inspection of rail cargo heading from the U.S. into Mexico and putting X-ray units in
place to try to detect weapons being smuggled into Mexico.

Napolitano said her department has aiready seen success with stepped up efforts.

“For example, the communities — the border towns themselves — some of them are actually reporting a
decrease In violent crime,” she said.

In Texas, border counties and cities have largely escaped the spillover of violence that has affected
cities such as Phoenix and Atlanta.

In El Pasa, for instance, palice responded to fewer than 20 homicides in 2008, while their counterparts
across the Rio Grande in Ciudad Juarez have handled more than 2,000 killings since January 2008, The
situation is similar in Laredo, which shares a border with Nuevo Laredo, and McAllen, just across the Rio
Grande from Reynosa.

The plans announced Tuesday fall short of Texas Gov. Rick Perry's request last month that 1,000 troops
be sent to boister border security in his state.

Pe-ry said Tuesday that Washington has ignored the border for teo long.

"We have been successful in spite of Washington's lack of focus on the border,” said Parry, 2
Republican.

California Gov. Arnold Schwarzenegger, also a Republican, praised the government's plan as "a great
first step.”

Arizona’s Republican governor, Jan Brewer, said the additional federal agents and technology will help,
but National Guard troops are needed. In addition, the Obama administration should boost funding for
local governments and tribal governments “to respond to the clearly increased threat of viclence and
kidnappings," Brewer said.

While Mexico wants the U.S, take more responsibility in the drug fight, officials south of the border have
also bristled at the increasing "militarization™ of the border,

Mexico officials are likely to welcome the stepped up efforts north of the border, but they have arguec
that much of the border security added recently has made illegal immigration more dangerous and done
little to nothing to crack down on the illegal weapons trade.

Reuters and The Associated Press contributed o this report,

URL: hitp/www.misnbe.nisiconid/298 59803/

MSN Privacy . Legal
© 2009 MSNBC.com
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The Enemy Within

Cartel-related violence has moved well beyond American border
towns.

Eve Conant and Arian Campa-Flores

NEWSWEEK

trom the magazine issue Caled Mar 23, 2005

As Manuel'extfed the Radic Shack in Phoenixwith his family one afternoon last month, a group
of Hispanic men standing in the parking lot watched him closely. ‘Do it now, do it now,” one
said to another in Sparish, according to a withess. One of the men approached Manusl,
pointed a revolver at his head and tried to force him into a Ford Expedition parked close by.
“Please, 'l get into the car, just don'ttouch me," Manuel pleaded as he entered the veliicle, his
wife toid police. Nearby, she said, anothier man in a Chrysler sedan aimed a rifle or shotgun out
the driver's side window. Az some point, shots were fired. said witnesses, although apparently
no one was hit. Then the wehicles tore off with a screech oftires.

Later that evening, the phone rang. When Mznuef's wife pickec Up, 2 male voice said in
Spanish, "Dont call the police,” and then played a recerding of Manuel saying, “Tell the kids Pm
OK." The man said he'd call again, then hung up. Despite the warning, Manual's wife contacted
the cops. In subsequent calls, the kidnappers told Fer Manuel owed money for drugs, and they
demanded $1 millien and his Cadillac Escalade as ransom.

When two men later retrisved the Escalade and drove cff, the cops chased them and forced
them off the road. Both men, lilegal immigrants fram Mexico, said theyd been paid bya man
{who authorities believe has high-level drug connections) fo drive the vehicle to Tucson. So far
police say, Manuel has1't reappeared, and his family has been reluctant fo cooperate further
w.ih law enforcement. “He's a drug dealer, and he lost a load,"” says Lt | auri Burgett ofthe
Phoenx Police Depariment's recently created kidnapping squad. “He was probably arought to
Mexico to answer for that"

Surprising as it may seem, Phoenix has become America's kidnapping capital. Last year 368
abductions were reported, comparad with 117 in 2000. Police saythe real number is likely
much higher, since many go unreported. Though in the past most of the nabbings stemmed
from domesiic-volence incidents, now the majority are linked to drug-trafficking and humar:-
smuggling operations that pervade the Arizona corridor. It's still unclear to what extent the

snatchings are being directly ordered by Mexican cartels, but authorities say theyre undoubtedly

a oypraduct of the drug-fueled mayhem south of the border. "The tactics are rioving north,” says
assistant police chief Andy Anderson. "We don't have the vialence they hawe in Mexico yet—the
killing of police officers and the beheadings—butin terms of kidnappings and home invasicns,
ithas come”

That raises an unnerving prospect: that the turmoil i1 Mexico—where drug viclence claimed
more than 8,000 lives last year—is finally seeping across the border. According o a December
report bythe Justice Department's National Drug Intelligence Center, Mexican drug-trafficking
organizations have established a presence in 220 U.S. cities, including such remote places as
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Anchorage, Alaska, and Sheboygan, Wis. The issue is preoccupying American offictals. "This is
getting the highest level of attention,” including the presidents, says Homeland Securily
Secretary Janet Napolitano. She tells NEWSWEEK that the administration is dispatching
additional Custons anc Border Protection and Immigration and Customs Enjorcement
personnel fo the border, and if's reviewing requests rom the govemors of Arizona and Texas for
belp from National Guard troops. Earlier this month, Adr. Mike Mullen, chairman of the Joint
Chiefs of Staff, visited Mexico to discuss assistance and fo share potentially relevant lessons
that the United States has leamed in lrag and Afghanistan, says a senior Pentagon official
familiar with defails of the rip who wasn't authorized to speak on the record. :

All the attention has stcked public debate on a particularly fraught question—whether Mexico is
afailing state. AU.S. Joint Forces Command study refeased last November loated that
scenario, grouping the country with Pakistan as a potential candidate for "sudden and rapid
collapse.” Such a comparison is excossive, says Eric Olson of the Woodrow Wilson Center's
Mexica Instilute in Washington, D.C., though the Mexican government corfronts "real problems
of sovereignly in certain areas” of the country. Administration officials are striving to tene down
the rhetoric and focus on ways to help. Among the priorities, says Olson: to cut American
demand for drugs, to provide additional training and equipment to law-enforcement and military
personnel in Mexico, and to clamp down on drug cash—an estimated $23 billior per year—and
assault weapons flowing into the country rom the United States.

As the violence conlinues to spiral in Mexico, reports of sartei-related actiily are on therise in
American cities far removed from the border. Last August the bodies of five Mexican men were
discovered bound, gagged and electracuted in Birmingham, Ala.. in what was beliewdtobe a
hit ordered by Mexican narcotrafiickers. Afew months later, 33 people with cartel ties were
indicted in Greeneiile, Tenn . for distributing 24,000 pounds of marijuana. In neighboring North
Carolina, "there are cartel cells ... that are a direct extersion from Mexico," says John Emerson,
the Drug Enforcement Adrinistration’s special agentin charge in the state.

Law erforcement in Atlanta, wnere a maze of interstates provides distribution routes throughout

ihe Southeast, has dubbed the city“the new Southwest border.” “All those trends are coming

here,” says Fred Stephens of the Georgia Bureau of Investigations. "We are seeing alarming

patterns, the same violence " He ficks off a spate of cariel-linked crimes in the state—as$aults,

abductions, executions. Last May authorities in Gwinnett County found a kidnap victim, along

with 11 kilos of cocaine and $7.65 million in shrink-wrapped bundles, in a house rented by an

alleged Gulfcartel cell leader. Afew months later, a suspected drug dealer in Lawrenceville

was abducted by sixmen, dressed commando-stylz in black, and held for a $2 mill.on ransoem .
{he escaped).

Nothing rivals the rash of kidnappings in Phoenix, however. As border enforcementhas
tightened the screws on the California and Texas crossings, Arizona has become a prime
gateway for illicit trafficking—in both directions. "The drugs and people come north, the guns go
south,” says Elizabeth Kempshall, the DEA's special agent in charge of the Phoenixdivision.
Arizona is mostly dominated by lhe Sinaloa cartel, which authorities say is irying lo assert
greater control over the U.S. drug trade. Yetanalysts believe the organization has fractured—
most notably last summer, when the Beltrén Leyva brothers reportedly spiit from leadsr Joagquin
{El Chapo) Guznan

That internecine conflict, along with cartel encroachment north of the border, has created
something of a free-for-all in Phoenixs criminal underworld. Among the groups that have
stepped into the breach: roving Mexcan gangsters called bajadores, or "takedown" crews, who
are responsibie for many of the cifys kidnagpings. Often operating in packs of five, they typically
cross the border to commit crimes, then refreat south, say police. Some work as enforcers for
the cartels, collecting paymeri from dealers who have stiffed the capos or lost their loads..
Others function as freelancers, sisaling shipments of drugs or illegal immigrants fiom
traflickers. "We've seen an uplick int the bajadores since last summer,” says Al Richard, a
Phoenixpolice detective. "We are seeing a lot more professionals coming up herc now."
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Bajadores are renowned for their ruthlessness. Kidnap victims have been found bound and
gagged, their fingers smashed and their foreheads spattered with blood from pistal-whippings.
Wien the crews abduct illegal immigrants—hoping to extort more money from relatives—"they
will sometimes kil someone off immediately to scare the others,” says Richard. "There was a
case last year where they duct-taped the mouth and noge of one individual and had ihe others
watch while he asphydated and defecated on himself™ Some bajadores have branched out to
home invasions. In one incident last June, a gang broke info a home, suffitted in Phoenix police
gear and Kevar vests—a hallmark of criminal enterprises across the border,

To combat the problem, police in Phoenixcreated the kidnappitg squad—known offciallyas
Home Invasion Kidnapping Enforeement—last September. Led by Lieutenant Burgelt, the team
of 10 lead investgators has already busted 31 crime cells and made mose than 220 arrests.
But it never stops,” she says. "It's like a Texas ant hill." One of the squad's main objectives: fo
keep the abductions confined to the criminal world. ‘Most of the time, our victims are as bad as
our suspects,” says Sgt Phil Roberts. "We give them five fo 10 minutes to hug their wife, and
then they are off 1o jail themselves " If average citizens begin to getensnared, the result cou'd
be widespread panic. "We don't want what happens in Mexico to happen here, where they are
kidnapping bank presidents,” he says. "We don't wantthe president of Wells Fargo to need a
badyguard.”

Last Tuesday aftarnoon, the squad was working a case inswsiving a suspected marijuana
middieman. As police later leaned, a few days earlier, he'd alleged|ly brokered a deal between
a group of sellers and hvo buyers for 150 pounds of pot. But when the parties gathered ata
suburban house, the two buyers held up the others and made off with $40,000 wortt of dope
and cash. The man fried to escape, but a woman atthe house pulied a gun on him. "You're not
leaving,” she sald, according to the middleman's suosequent account to police. “You set up this
deal." The stolen goods were now his debt. Eventually released, he scrambled to cobbie
together $40,000 worth of possessions—three vehicles, 10 posnds of pot, some cash—while a
man whe called himsel”"Chuco” rang him exery hour. Butit wasn'tenough. Cn Tuesday
maining. Chuco arrived at the man's house. "I've gotto go,” the man told His girlfriend,
according to her statements to police. "If t don't pay, theyre going to hurt me." His abductors, he
said, warked for Ft Chapo {an unconfirmed allegation)

Later that day, the man’s girlfriend arrived at the police station. Sleepiess and frantic, she
ficlded repeated calls from her boyfriend, who pleaded for her fo raise additional cash. The:
cops urged her to remain calm. “| know you are stressed. but you need to keep talking,” said
one of the detecfives. “You are the only one who can do the negotiating.” She had already called
scme familymembers and asked them to draw money from an gquity line. Butitwasnt arriving
quickly enough. "l don't have it yet, baby,” she told her boyfriend on a subsequent call, as he
grew more distressed. "I'm doing everything [ can.”

Unbeknownst to the woman, the Kidnapping squad had received information on aer boyfriend's
pcssible location. As cops approached the suspected house a fittle after midnight, an SUV
suddenly sped away. Police pursued it and pulled it over. *Tell us where he is¥* a delective tald
the passengers. Justthen, a Chew Impala took off from the house. Another chase ensued, and
eventually the driver was forced to stop. Inside were four passengers, with the m.ddieman in
the 1ear, flanked by bwo men armed with weapons. Back at the station, detectives questioned
the parties; as of late last week, charges were likely against four abductors, but not the victim,
due to a lack of evidence in the suspected marijuana deal. Butnow he's on the cops’ radar,
says Burgett. "We do proactive follow-up on vctims as weil"

Though mueh of Pheenixs kidnapping ‘epidemic stems from alleged drug deals gone awry,
plenty are linked to the human-smuggling frade. That work used fo be dominated by small
“mom and pop” outfits, but in time, the cartels have muscied in on it. Any group that wants fo
use their trafficking routes has to pay up—about $2,000 per week for Mexicans and $10,00C per
week for 'exctics," like Chines e and Middle Easlerners, says Richard, the Phoenix detective.
That added business cost has encouraged some smugglers totry to extort more money from
theitr human lcads—known as polfes, or “chickens“—once theyve crossed the border. More and
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more, pollos may change hands several imes among dueftos. or “owners"—a new, more
viclent breed of smuggters. The drop houses used to stash immigrants are also becoming
more barbaric.

One recent night, the Human Smuggling Unit of the Maricopa Gounty sheriffs office received a
1ip on @ drop house in a middie-class neighkorhooc in Phoenix Relatives of an immigrant
being held there had received an extortion call demanding $3,500. Joined by & SWAT team, the
unit made its move, breaching windows and doors, which were boarded up (a tyoical
precaution taken by smugglers). A half dozen men tried to escape butwere graboed, says Lt
Joe Sousa, the unit commander. Inside were several dozen illegal immigrans, all shoeless
and famished. Authonties confiscated two pistols. a sawed-off shotgun and a Taser-like device
—"ysed against people when theyre put on the phone, begging their relatives for cash," says
Sousa It was a good bust, he says, but "within a week or two, that same organization will be
back up and running.” Sousa moved to Pheenix because he thought it was a nice place to raise
a family. But the violence is out of control, he says. "Soon as | retire, I'm cut of here."

Many area residents who have had encounters with the smuggting world share the senfiment.
At a takedown of a suspected drop house a few days earier in nearby Avondale, a neighbor
became inconsolable describing the terror he experienced living next door to what locals fear is
a home to ruthless zriminals_*if's been hell” said the man, who refused o be named because
he was scared. ") have five kids. I've been sleeping with iwo machine guns uader my bed for
two years." He's planning to foreclose on his property and flee with his familyas soon as
possible. Despite the bust, the smugglers “wilt be back,” he said. "Right now, thiey are headed
1o the border, they!ll chill out for a month, and theyll be back." As overwrought as he may have
been, he was probably righi.

With Catharine Skipp, Jotn Barry and Dan Ephron
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Introduction

Increasing public attention is focusing on the role of the U.S. civilian firearms market as a major
source of guns supplied 1o the Mexican drug cartels responsible for the escalating violence on
the U.S.-Mexico border. Aided by restrictions—endorsed by the National Rifle Association
(NRA) and implemented by Cangress—on the release of federal crime gun trace data and a
longstanding lack of detailed information on gun commerce (both legal and illegal) in America,
the gun lobby has mounted a conceried campaign of disinformation: claiming that Mexican drug
lords are solely using true military weapons, not their civilian counterparts, and that such guns
come from anywhere &#7 the U.S. civilian firearms market.

This report, based on indictments and criminal information tiled in U.S. district courts in the
southwest United States, conclusively refutes the gun lobby’s claims. The informaticn contained
in these government documents clearly demonstrates—by the make, model, caliber,
manufacturer, and rewail source of firearms seized in criminal trafficking cases—that the
military-style semiautomatic firearms easily available on the U.S. civilian gun market are a
significant component of the weapons being frafficked to, and utilized by, the Mexican cartels.

Section One: The War Next Door

“What do they need to fight that war? Guns. Where do they get them? From here.”

According to both United States and Mexican government officials, large numbers of military-
style firearms from the U.S. civilian gun market are fueling criminal violence in Mexico. A
series of Congressional hearings and public policy reports have made clear that the U.S. gun
industry—manutacturers, importers, distributors, retailers, and so-called “gun shows”—plays an
instrumental role in making readily available to illegal gun traffickers the types and numbers of
weapons that facilitate drug lords’ confrontations with the Mexican government and its people

U.S. and Mexican officials 1eport that, based on fireatms tracing data from the federal Bureau of
Alcohol, Tobacco, Firearms and Explosives (ATF), the cartels obtain 90 percent or more of their
firearms from the United States” Traces by ATF of firearms from Mexico have reportedly
increased from 2,100 in 2006 to 3,300 in 2007 and 7,700 in 2008.*

Much of the armed violence is related to Mexico’s struggle to defeat the Mexican drug
trafficking organizations {DTOs), or cartels, that are the principal wholesale suppliers of illicit
drugs to the United States. “There is a war going on on the border between two cartels,”
William Newell, ATF Special Agent in Charge of the agency’s Phoenix Field Division, was
reported to have said in 2007. “What do they need to fight that war? Guns. Where do they get
them? From here.™

In July 2008 a journalist offered this description of Newell’s workplace:

Near Newell’s office is the “locker.” where confiscated guns are stored. The room is
crammed with hundreds of Chinese and Eastern European AK-47s, American AR-15
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rifles, shotguns, Tec-9 [sic] semiautomatic pistols, Colt .38s, Austrian Glock 9-millimeter
handguns, and Fabrique Nationale 5-7 [sic] pistols; the latter are known as maze policias,
or cop killers, because they fire rounds that can pierce bulletproof vests. On the floor sits
a Barrett 50 caliber rifle, preferred by American military snipers because it can pick oftf a
foe a mile away

Almost all of these guns were nabbed crossing the border, and almost all of them, even
the deadliest, are available at gun stores, sporting-goods stores, Wal-Marts, hundreds of
gun shows, and tens of thousands of virtually unregulated private dealers across the U.S.
“My first weekend on the job here. 1 recovered 30 AKs,” one of Newell’s agents,
previously a detective in (he Bronx, tells me. “1 thought I’d seen everything, bul what L
see here blows my mind.” Adds Newell: “A lot of people think, “Well, this is Mexico's
problem” It's obviously not.”™

If a war is being fought in Mexico, the arms borne by the criminal groups waging it are the
military-style weapons that have come to define the U.S. civilian gun market. William J.
Hoover, Assistant Director of ATF’s Office of Field Operations, testified in February 2008 that
military-style firearms—both imported and domestic—are the drug cartels’ weapons of choice:

Mexican drug wafficking organizations have aggressively turned to the U.S. as a source
of firearms. These weapons are used against other DTOs, the Mexican military, Mexican
and United States law enforcement officials, as well as innocent civilians on both sides of
the border. Our comprehensive analysis of firearms trace data over the past three years
shows that Texas, Arizona, and California are the three primary source states respectively
for United States sourced firearms illegally trafficked into Mexico. Recently, the
weapons sought by drug trafficking organizations have become increasingly higher
quality and more powerful. These include the Barrett SO-caliber rifle, the Colt AR-15
223-caliber assault rifle, the AK-47 7.62-caliber assault rifle and its variants, and the FN
5.57-caliber [sic] pistols, better known in Mexico as the cop killer

The Gun Lobby’s Campaign of Disinformation

As increasing attention has focused on this problem, the National Rifle Association and other
pro-gun veices have found themsclves in the uncomfortable position of having to dcfend
unregulated civilian access to military-style firearms—including semiautomatic assault rifles, 50
caliber sniper rifles, and cop-killing, body armor-defeating handguns—being used to kill
Mexican officials and law enforcement ofticers” In order to combat what it views as both a
public relations nightmare and a potential policy threat, the gun [obby has mounted an aggressive

2 This is in addition 1o allacks on law enforcement personnel in the United States. For example. on April 4,

2009. four Pittsburgh. Pennsy Ivania police officers weore shot with an AK-47 assault rifle after responding 1o a
domestic disturbance call. Three later died [tom Lheir ssounds. 3 officers slain respending te call, Pittsburgh police
chicl says.” CN¥N.com, Salurday. April 4, 2009, hlp:/svww cnm.com/2009/CRIME/04/04/pittsburgh.officers.shot/
index html.
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disinformation campaign.® It has sought to divert attention from the role played by U.S.-
supplied weapons, defending the gun industry by means of artfully contrived rhetoric advancing
misleading lines of argument. Principal among the gun lobby’s themes are:

0 The Mexican drug cartels use full-auto military armament, not semiautomatic military-
style civilian weapons available on the U.S. domestic market.

0 ATEF trace data represents only a limited part of the total universe of guns used in crime
in Mexico and should therefore be discounted.

A recent “commentary” posted an {’NN.cor by NRA Executive Vice President Wayne LaPierre
is a representative example of the gun lobby's rhetoric in defense of the U.S. gun industry and
our nation’s lax gun laws

LaPierre erects his straw man with the emotionally charged statement that “gun abolitionists
claim Mexican gun laws are so strict that our ‘weak laws’ (read: freedoms) are to blame for
“‘fueling the violence” in Mexico.”

He then proceeds to attack his straw man with a series of unverifiable statements that define the
term “‘argument by assertion.” LaPierre’s geal is to draw an opaque curtain across the facts as
stated by both U.S. and Mexican government oflicials in both hearings and reports. “Well, o
believe that...,” he writes:

You have to believe that Mexico’s drug cartels, which possess the wealth and armies of
nations, prefer American semiauto target and hunting rifles over fully automatic machine
guns and any other military anns they want to crush opposition.

You have to believe Mexican drug lords—who make Forbes magazine’s list of
billionaires—don't get large lots of' weaponry on the transnational black market but
instead choose to trifle with paperwork at U.S. gun stores.

A similar argument was advanced in a blog posting offering the following statement from a
reported interview with a former U.S. Border Patrol Supervisor, David J. Stoddard:

There are no gun shops in the United States where you can buy an AK-47 with a selector
switch. You cannot buy hand grenades, fully automatic weapons, high explosives or
Rocket Propelled Grenades. The Mexican Cartels are using all of those. The cartels are
getting those weapons from corrupt members of the Mexican Government which has
obtained them from the USA, and from other sources in Central and Scuth America. Itis
a huge lie that 90% of the cartel weapons are supplied by straw purchasers in the USA *

v This repor! does not address the gun lobhy’s general and coufinnons misrepreseniations made in defense af

military-style weaponry, such as its semantic arguments deny ing the existence and demonstrably deadly danger of
semiautomatic assault dfles. See, tor example. the 2003 VPC studies Builet Iloses: Semiautomatic Assault
Weapons  1What Are They? What's So Bad About Them? (hitp:/www vpe.ore/studies/hosecont litm) and "Officer
Dewwn"  Assault Weapons and the Har on Lasw Enforcement (hupy//www vpe.org/studiesiofficecont him). In
addition, contrary to Stoddard s assertion at the bottorn of this page, over 250,000 legal full-auto weapons
manufactured before 1986 are available for purchase by civilizns froin gun stores and individuals in the U.S.
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The commen thread of these pro-gun arguments is that the role of the U.S. domestic firearms
industry in arming the cartels is a fabrication, based on skewed tracing data and purposeful
misrepresentation, and that the Mexican drug cartels preter “real” military weapons, not civilian
versions of the same.

Lack of Transparency Caused by the Tiahrt Amendment Aids and Abets
the Gun Lobby’s Argument

The gun lobby has received a free ride on this argument. Tt does not provide any data of its own,
but instead merely attacks statements of government officials and concerned public policy
groups. It is aided and abetted in this process by restrictions on the release of the underlying
crime gun trace data, which creates an informational vacuum in which the NRA’s unsupported
claims seek foothold, These restrictions are due to a law, inspired by the National Rifle
Association and the gun industry and implemented by Congress, as well as decisions made by
ATEF’s leadership

For the past several fiscal years, appropriations legislation for the Bureau of’ Alcohol, Tobacco,
Firearms and Explosives has contained a spending prohibition commonly known as the Tiahrt
Amendment (for its sponsor, Kansas Representative Todd Tiahrt). The law bans the public
release of comprehensive information about guns traced to ciime scenes contained in ATF’s
firearms tracing system database. These restrictions prevent policymalkers (including Members
of Congress), academics and other analysts, journalists, and even law entorcement agencies from
having access to comprehensive data that would provide a far clearer picture of the types and
sources of firearms being smuggled 1o Mexico from the U.S. and used by the drug cartels.

The Tiahrt Amendment’s ban on the release of comprehensive crime gun trace data withholds
information that up until 2003 had been readily available to the public under the Freedom of
Tnformation Act (FOTA). Public release of the data is critical to a fuller understanding of the
Mexico gun trafficking problem. During the presidential campaign, then-candidate Obama
promised to repeal the Tiahrt Amendment. To repeal the Tiahrt Amendment would not only
further public safety in Mexico, but also in the United States. Only the gun lobby and criminals
benefit from non-disclosure of this information.

Tn the absence of such full transparency, data like that contained in this report helps shine a light
on the dark corners in which the gun lobby and its industry partners seek to hide such
information.  All of the information contained in this report is drawn from public
records—thorough and detailed, but difficult for citizens and news media alike to access and
aggregate

These data offer a clear window into the significant role played by the U.S. civilian gun market
in supplying Mexican gun traffickers and the weapons favored by them—overwhelmingly
civilian semiautomatic assault rifles, “vest buster” handguns like the FN Five-seveN 57mm
armor-piercing pistol, and 50 caliber sniper rifles—and that contrary to the assertions of the
NRA’s LaPierre, the cartels are all too willing to “trifle with paperwork at U.S. gun stores.”
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Section Two: The Types of U.S. Military-Style Firearms
Favored by Mexican Traffickers

For this report, the Viclence Policy Center worked to identify criminal cases alleging illegal gun
trafficking to Mexico filed in U.S. federal courts in Arizona, California, Nevada, and Texas for
the period February 2006 to February 2009. Reviewing government press releases, government
statements, and local news coverage, the VPC was able to identify and obtain the court
documents for 21 cases filed during this period. The information presented in this report
regarding specific firearms was retrieved exclusively from facis specified by the United States
government, primarily in criminal complaints and indictments. The VPC included every case it
found, regardless of the type or number of weapons trallicked.

Tn many of the cases, prosecutors alleged that traffickers were responsible for smuggling larger
numbers of guns or rounds of ammunition than were specified in the criminal charging
documents.  Overall, prosecutors allege that the indicted individuals were responsible for
approximately 1,700 guns trafficked to Mexico. Tnvestigators also uncovered high-dollar
purchases by tratfickers in the course of the investigations associated with the cases. For
example, ATF says that after an inspection of a Federal Firearms License holder (FFL} in Texas,
it was “able to determine that, over a 15 month time frame, 23 suspected gun traffickers
purchased 339 firearms”—with at least 40 of the guns recovered by police in Mexico and three
in Guatemala. ATF said the total expenditure on the trafficked guns was $366,449.31. In
another case, ATF said that one suspected trafficker based in Las Vegas, Nevada “had either
purchased, or caused others to purchase. over $100,000 of tirearms.”

The percentages and charts presented in this section, however, tabulate only the named weapons
or ammunition specified in court documents associated with the specific criminal charges. Most
include manufacturer, model, and caliber and many include the names of the point-of-sale
dealers. Therefore, the VPC findings offer a snapshot of illegal firearms trafficking to Mexico
from the United States. The findings should not be viewed in any way as offering an estimate of
the overal/ numbers of guns or ammunition being irafficked from the U.S. into Mexico

The filings that comprise this snapshot offer a clear picture of the types of firearms most coveted
by those trafficking guns to Mexico as well as the methods the traftickers use to obtain them.
The patterns that emerged from the documents include the following.

The VPC attempled to identify all such cases but efforts were limited by scarch restrictions in the databases
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0 Traffickers also obtain non-firearm items for their use.

Examples of items obtained by traffickers detailed in the court documents include: 12
AK-47 drum magazines; two 40mm grenades; five tactical vests; two ballistic body armor
plates and cartiers; two sets of ballistic body armor; one AR-15 upper receiver; one stun
gun; one weapons mounted laser aiming system; and child pomography.

Made clear by the court documents is the fact that those trafficking firearms to Mexico—like the
incalculable number of criminals, mass shooters, and extremist organizations betore them—
recognize that with little more than an 1D, money, and a limited degree of ambition virally
anyone can use the U.S. civilian gun market to easily outfit their own army.
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Section Three: Methods Used by Traffickers te Obtain the Firearms

What emerges with striking clarity from these cases is that illegal traffickers are indeed willing to,
in the words of the NRA’s LaPierre, “trifle with paperwork at U.S. gun stores.” The vast majority
of the firearms listed in the court documents were acquired from Federal Firearms License
holders (FFI.s), mainly through the use of “straw buyers,” a legal purchaser huying a firearm for
someone else who is in a prohibited category or for other reasons is violating federal firearms
law. Other cases involved individual buyers who lied on the federal Form 4473 {e.g., providing a
talse address).

The couri documents reveal a web of elaborate, coordinated rings of “straw purchasers” who
acquired guns for the traffickers at gun shops and gun shows in border states.

o

Tn one case, a female “straw buyer™ was approached by a friend who offered to pay her
$150 for every gun she purchased. The woman eventually told an ATF investigator that
she was told (o buy only FN Herslal pistols or rifles. She said she bought one [firearm
from Dury’s gun store in San Antonio, Texas on August 8, 2007, and picked up another
on August 9, 2007, which she had ordered the day betore. On August 11, 2007, the
woman was taken by the trafficker to a gun show at the Live Oak Civic Center where she
purchased another FN firearm. When the woman took the gun to the trafficker who was
waiting in a Jeep, she claimed that the trafficker showed her 10 other firearms that had
been purchased by other people. After being contacted by ATF, the woman called her
friend and asked him to return the guns so that she could show them to ATF. The friend
provided her with an FN rifle and pistol she had purchased and urged her not to worry
since he claimed to have other individuals buying guns for him who had not gotten into
any trouble. The trafficker’s scheme unraveled when the friend identified the trafficker,
Ernesto Garza, to ATF and described how he had organized several individuals to buy
firearms in San Antonic and then arranged for their transport into Mexico where Garza
would trade the firearms for kilos of cocaine and bring the drugs back into the U.S.
Garza, a Mexican national, began his trafficking operation in June 2005, dealing mostly in
hunting rifles accerding to U.S. Tmmigration and Customs Enforcement (ICE). In mid-
2006, however, he began trafficking in “high-powered, high-capacity handguns and
assault rifles,” according to 1ICE. Garza’s gun acquisitions consisted mainly of FN PS90
assault rifles and Five-seveN pistols. TCE alleged that Garza’s smuggling ring provided
more than 50 weapons to Mexico including one Five-seveN pistol recovered after it was
used in a munning gun battle that left two Mexican soldiers dead. Tn August 2008, Garza
pleaded guilty to conspiring to obtain firearms by making talse statements and smuggling
firearms into Mexico.”

In another casc, filed on February 11, 2009, the government alleged that 10 defendants
acquired firearms through “straw purchasers” from a variety of Federal Firearms License
helders in the Tucson and Phoenix areas and then smuggled them across the border into
Mexico. The alleged traftickers evinced a particular appetite for AR- and AK-style
assault rifles. The indictment alleges that one “straw buyer” bought eight Olympic Arms
AR-type .223 assault rifles on one day in 2008 from Mad Dawg Global, an FFL who
appears to operate out of a private residence. A total of 31 assault rifles were bought from
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Mad Dawg. One defendant also bought four Romanian AK-type assault rifles from J&G
Sales on consecutive days in July 2008, In addition, the defendants patronized Phoenix-
area gun shows where they bought several assault rifles from FFLs operating at the shows.
The defendants were observed by authorities on numerous occasieons crossing the border
into Mexico at the Douglas Port of Entry.  Prosecutors identified 112 firearms that were
illegally purchased by this “straw purchaser” ring. Mexican authorities have recovered at
least four of the guns in Mexico, including a Saiga 7.62x39mm assault rifle and an
Olympic Arms 223 assault rifle. The Olympic Arms assault rifle was found in a house
along with 17 other rifles, 7,000 rounds of ammunition, two grenades, and five tactical
vests

Other cases also demonstrate how tratfickers are easily able to buy firearms—including assault
weapons—in bulk

o Tn one case, a suspected trafficker placed an order at a Texas gun store for 10 DPMS
assault rifles and five Bushmaster Carbon 15 assault pistols. The total purchase price for
the weapons was $16,000. Told that the guns were not in stock, the trafficker informed
the clerk that not all of the firearms were for him and that others would be by to pick them
up. The trafficker provided the clerk with names of individuals who had previously
purchased similar models of fireatms fiom that store. The tralficker then paid the entire
$16,000 due in cash. Six DPMS assault rifles were discovered by ICE hidden underneath
the roof shingles of a van driven by the suspect as he attempted to cross the border into
Mexico.

0 In a separate case, a suspected trafficker bought eight Bushmaster 223 assault rifles from
two locations of a Houston gun retailer in a four-day petiod from December 12 thiough
December 16, 2006. The same trafficker had purchased five Beretta high-capacity pistols
from one of the same locations on November 7, 2006, Mexican authorities recovered two
of the Berettas along with larger arsenals in separate seizures in Mexico. One of the
Bushmasters was recovered from a member of the Zetas—renegade paramilitary forces
working for the drug cartels—after an assault on Mexican police.

Other cases highlight the fact thar traffickers seek out extreme firepower in the form of
military-style weapons:

0 One case involved a single defendant, nicknamed “Zorra,” accused of dealing in firearms
without a license. Zorra was allegedly responsible for the illicit transfer of 28 firearms in
a tive-month period in 2008, including: several DPMS assault rifles; three Barrett SO
caliber anti-armor sniper rifles; and, 11 FN PS90 assault rifles. Zorra was also implicated
in another case in which it was asserted that he recruited g “straw buyer,” Juan Valdez,
who purchased or caused to be purchased more than $100,000 worth of tirearms according
to the sworn complaint of an ATF agent. Mexican authorities seized five guns—including
a.223 assault rifle, three .308 assauli rifles, and a 50 caliber sniper rifle—that were traced
back to Valdez after a shootout in Tijuana that killed four drug cartel suspects and one
Mexican scldier in October 2008
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Other traffickers merely lied on the federal Form 4473 to ebtain their weapons.

0

Federal investigators believe that Tumer Cornell Mooneyham ran a one-man, high-
volume, gun smuggling operation that was funneling hundreds of guns to Mexico.
Mooneyham allegedly claimed a vacant lot as his residence on the federal Form 4473s he
filled out at the numerous retail outlets from which he purchased the firearms. The
indictment filed in U.S. federal district court in Texas listed 43 firearms that Mooneyham
“fraudulently or knowingly exported” to Mexico. Investigators say Mooneyham
trafticked at least 500 firearms to Mexico, selling them to several buyers. The US.
Attorney cited witnesses who described the methods that Mooneyham used to smuggle the
weapens, including a cache under the platform bed of a motor home. A search of the
motor home revealed ammunition, gun orders, Mexican immigration documents, and
“other evidence indicative of firearms trafficking”  When authorities searched
Mooneyham’s residence, they discovered child pornography on his computer.
Mooneyham was charged with several counts of possession of child pornography along
with charges of making false statements in the records of federally licensed gun dealers
and illegally transporting guns from Texas to Mexico. He pleaded guilty to eight counts
of firearm violations in December 2008 and was scheduled to go on trial for the child
pornography charges in March 2009.
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Section Four: Sample Document

This excerpt from the February 11

. 2009, indictment of Begmar Ivan Ruiz-Zuniga and

Miguel Angel Dominguez describes in detail the methods the two allegedly used to
smuggle guns to Mexico and offers examples of the types of weaponry being obtained by

traffickers in the United States.
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Section Six: Steps the U.S. Government Can Take to Address
Gun Trafficking from the United States to Mexico

It is clear that the U.S. gun industry is significantly contributing to the flow of military-style
weapons that is fueling the violence in Mexico. The United States must take responsibility for the
role that U.S. gunmakers, importers, and retailers play in supplying Mexican drug cartels. There
are several immediate steps that the U.S. government can, and must, take to help stem the cross-
border tlow of weapons.

STEP ONE: The Obama administration should immediately and strictly enforce the
existing ban on the importation of semiautomatic assault weapons.

o The federal Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) can fully
exercise its existing statutory authority to exclude from importation all semiautomatic
assault ritles as “non-sporting” weapons pursuant to 18 USC §925(d)(3) (a provision of
the 1968 Gun Control Act) and also exclude the importation of assault weapon kits and
parts sets. This policy was first implemented in 1983 by the George HW. Bush
administration in response to drug wars and mass shootings in the U.S. The Clinton
administration strengthened the import rules in 1998 in response to efforts by the gun
industry to evade the ban, but the policy was essentially abandoned by the George W.
Bush administration. A strict import policy would capture the vast majority of AK-type
rifles and other imported assault rifles such as the WASR-10 and FN Herstal PS90
favored by the Mexican cartels.

STEP TWO: The Obama administration should expand the import restrictions to include
other dangerous “non-sporting” firearms

0 The same provisions of existing law could be used by ATF to restrict other “nen-sporting”
firearms that are currently being imported into the U.S. and trafficked to Mexico,
including the FN Five-seveN handgun and new AK-type pistols.

STEP THREE: The Obama administration should work with Congress to repeal the
current restrictions on release of ATF crime gun trace data (Tiahrt Amendment)

0 For several years the legislation making appropriations for the Bureau of Alcohol,
Tobacco, Firearms and Explosives has included severe restrictions on the public release of
data contained in the crime gun irace database. Previously. the data was publicly
available under the Freedom of Information Act (FOTA). Access to this database is
critical to a full understanding of the gun trafficking problem, e.g. most problematic
makes/models, source states and dealers, etc. It is imperative that the Obama
administration follow through on its campaign promise to work with Congress to repeal
these restrictions in ATF’s fiscal year 2010 appropriations

21
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STEP FOUR: ATF should be far more aggressive in identifying and sanctioning Federal
Firearms License holders (FFLs) who are the sources of high volumes of guns traflicked to
Mexico. For example:

o

Target border-state dealers for yearly compliance inspections. ATF is allowed to
conduct one warrantless compliance inspection of each dealer once a year. [t should
ensure that dealers found to supply a significant number of guns seized in Mexico are
inspected annually

Be more aggressive in revoking the licenses of dealers found to be knowingly
supplying Mexican traffickers. Although federal law allows a license to be revoked for
a single violation—provided ATF can show it was “willful”—ATF usually does not seek
revocation unless a dealer has had numerous problems over years of inspections.

Require licensees who conduct business at gun shows to notify the Attorney General
of such activity. ATF has acknowledged that gun shows in border staies are a significant
source of guns trafficked to Mexico. The law allows the Attorney General to prescribe the
rules for dealers operating at gun shows. ATF could focus targeted oversight and
regulation on FFLs who sell at gun shows in border states and sanction dealers identified
as actively supplying those tratticking firearms to drug gangs in Mexico.

STEP FIVE: Implement legislative initiatives that will significantly reduce the firepower
available to gun traffickers.

0

Implement an effective federal assault weapons ban. The federal ban that expired in
2004 was ineffective in that manufacturers continued to sell assault weapons throughout
the term of the ban by making minor cosmetic changes in gun design. For example, the
domestically manufactured AR-tvpe rifles that are currently a huge part of the problem in
Mexico were sold by manufacturers Bushimaster, Colt, DPMS, and others in “post-ban”
configurations that complied with the letter, but not the intent, of the 1994 law. To be
effective, a new federal law should be medeled on California’s existing comprehensive
ban. Such a bill was introduced last Congress by Representative Carelyn McCarthy {D-
NY}as HR. 1022, The bill also includes a ban on high-capacity ammunition magazines
that would help reduce the lethality of the standard high-capacity pistols that are also a
problem in Mexico.

Tmplement restrictions on 30 caliber sniper rifles. A bill (S. 1331) to regulate the 50
caliber sniper rifles favored by Mexican gun traffickers under the strict licensing,
background check. and taxation system of the National Firearms Act {NFA) was
iniroduced last Congress by Senator Dianne Feinstein (D-CA).

Update the current ban on armor-piercing ammunition to cover new types of armor-
piercing and armor-piercing incendiary ammunition. The current federal law uses an
inadequate “content-based” standard that does not work to ban new types of armor-
piercing ammunition like that used in the FN Five-seveN pistol currently favored by
Mexican cartels or the .500 Smith & Wesson revolver.
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ATF takes aim at deep 'Iron river of guns’
By Kevin Johnson, USA TODAY

Guns recovered in some of the largest recent weapons seizures in Mexico are being traced deep into the United
States — miles from the wolatile border — revealing an expanding trafficking network that feeds Mexico's violent drug
cartels, according to government documents and U.S. investigators.

Bureau of Alcohal, Tobacco, Firearms and Explosives records show 80% of the weapons recovered and traced
originate from a growing number of sources spanning from the Northwest to New England. The trafficking routes
have created what Sen. Dick Durbin, D-ll., described earlier this week as an “iron river of guns” flowing to the
warting carlels, contributing te about 7,000 deaths in the past 14 months.

2,000 weapons a day
Some of the strangest recent evidence of the cartels' expanding gun pipeline:

« Four months after the largest weapons seizure in Mexican history, U.S. investigators have traced 383 of the more
than 400 weapons seized from a stash heuss in Reynosa, Mexico, to 11 states including Ohio, South Carclina,
Virginia, Florida, Michigan and Connecticut, accosding to ATF records.

+ Nearly a year after a gunbattle left 13 dead in Tijuana, the seizure of 60 guns has prompted probes in Seattle, San
Francisco, Philadelphia and Denver.

« The guns, many of them high-powered assault rifles, are streaming across the barder at such a pace that some
are being recovered in Mexico within days after their purchase in the U.S, according to ATF records

One of the weapons in the Reynosa investigation — a 9mm handgun — was recowered 11 days after its purchase in
the Houston area.

"Evary time we open one of thase cases, we are learning something new.” said William Hoower of the ATF. The
Reynosa seizure has spawned 25 to 30 cngoing trafficking investigations across the USA, he said.

Escalating violence in the battle to control the lucrative drug irade in Mexice has increased the demand for
weapons, while the cost for firearms alang the U.S. side of the border has soared, Hoover said. Those market forces
drive traffickers far into the interior of the United States in search of new and cheaper supplies of firsarms.

Denise Dresser, a political sclence professor at Mexico's Autonomous Institute of Technology, told a Senate panel
Tuesday that up to 2,000 weapons per day flow into Mexico from the United Siates.

Many of the guns recovered in Mexico also are much more quickly used in crimes than is typical in U.S.-based gun
investigations.

In the Reynosa seizure, U.S. investigators are focusing on about 120 weapons in which the time of a gun purchese
to the time of recovery in a crime is half of the 10-year U.S. average. This includes newly purchased handguns and
assault rifles, Hoover said.

“There is no doubt about it that the {drug-trafficking organizations) need firearms,” he said. "Everybody knows the
fight is on; everybody knows the pressure is being applied along the border.”

usatoday.printthis.clickability.com/.../c... 12
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Lawmakers join fight
That pressure, the ATl official says, is driving up gun prices in border states

In Texas, for example, a used .45-caliber handgun may sell for about $750. North of the U.S. horder states, Hoower
says, the same gun may cost $350.

Within the past six months, Hoover says, a federal investigation reves ed that trafickers were paying & flat fee of
about $1,000 per gun, regardiess of the type, to keep the flow of weapons moving,

Fearing increased spillover volence on the U.S: side of the border, federal lawmakers from border states, including
Reps. Ciro Rodriguez, [-Texas, and Harry Teague, D-N.M., on Wednesday introduced legisiation that would provide
$379 miflion in law enforcement aid aimed in part at slowing the gun-smuggling trade.

The proposal includes a plan to inspect wehicles travefing into Mexico from the United States.

It also includes $30 million for the AT= {o expand its gun-smuggling investigations along the Southwesiem border.

"The funding in this bill provides law enforcement with additional resources {o aggressively go after the illegal gun
smuggling that has fueled much of the violence along the border," Teague says.

Find this article at:
htip:#w wiw usatoday .comynew s/nation/2009-03-18-cartelguns_N.him

SAVETHIS | EVAIL THE | Clos

1 cneck the box ta includs the list of finks referenced in the article

Copyright 2006 USA TODAY, a division of Gannelt Ce, Inc.
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U.S. OBLIGATIONS UNDER THE MERIDA
INITTIATIVE

THURSDAY, FEBRUARY 7, 2008

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON THE WESTERN HEMISPHERE,
COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:20 a.m. in room
2212, Rayburn House Office Building, Hon. Eliot L. Engel, (chair-
man of the subcommittee) presiding.

Mr. ENGEL. The subcommittee will come to order. It is my pleas-
ure to welcome everyone to today’s hearing on the U.S. obligations
under the Merida Initiative.

As always, it is an honor and a privilege to have Assistant Sec-
retary of Western Hemisphere Affairs Tom Shannon here with us.
I just traveled with Tom to Colombia a couple of weeks ago.

And I must recognize the presence of my very good friend,
Marisa Lino, who I know as the former U.S. Ambassador to Alba-
nia, but who comes before us today as Assistant Secretary for
International Affairs at Homeland Security.

As you may know, the Merida Initiative got off to a rocky start
in Congress. As I mentioned at previous hearings, members were
not consulted or briefed on the package before it was sent up, even
after several requests. This was not the way to kick off such an im-
portant effort to combat drug trafficking and drug-related violence
in Mexico and Central America.

Nevertheless, the Merida Initiative i1s very important. The
United States interagency counternarcotics community estimates
that 90 percent of the cocaine that went from South America to the
United States transited through Mexico and Central America in
2004 and 2005, and drug-related violence has left more than 4,000
Mexicans dead in the last 2 years

No one can deny the severity of this problem. Something must
be done, and as a country that consumes most of the drugs coming
from Mexico and sends most of the guns to Mexico, the United
States I believe has a moral responsibility to help.

The Foreign Affairs Committee has held two hearings on the
Merida Initiative already, one in this subcommittee on October 25,
2007, and one in the full committee on November 14, 2007. Those
hearings focused on the narcotrafficking problem in Mexico and
Central America and how the Merida Initiative will help the coun-
tries involved respond to the growing problem.

As I said during those hearings, I believe it is critical for the
United States to assist Mexico and Central America in combating

(D
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the drug cartels operating throughout the region and poisoning our
youth. Too many people have already died, too many lives have
been disrupted, and too many young people have been captured in
a dangerous cycle of drugs and crime for us to sit back and do
nothing.

But it is simply too easy to say the problem is over there and
that we can just send some money and helicopters to a few foreign
countries and keep the narcotrafficking scourge outside our bor-
ders. If only we could just train enough Mexican police, put enough
high tech scanners at ports of entry in Central America or throw
up a big fence on our southwest border, we will be safe from the
violence and all of our kids will simply just say no to drugs.

I don’t believe that, and of course this isn’t true. Drugs, drug vio-
lence and the lives destroyed by illegal drugs are right here in the
United States. We have tried for years with the Andean Counter-
narcotics Initiative to staunch the flow of cocaine to the United
States and have provided more than $5 billion to Colombia from
Fiscal Year 2000 through Fiscal Year 2007, and still virtually the
same amount of drugs is reaching the United States.

The problem, my friends, is here too. As long as there is demand
for illegal narcotics in the United States, suppliers will sell their
cocaine and heroin and other drugs on our streets, and as long as
the narcotraffickers are armed with guns from the United States
the brutal viclence of the drug gangs will continue unabated. So 1
believe very strongly we have to fight the scourge here at home
just as we help our partners to the south address the problem in
their countries.

This is my concern with the Merida Initiative and why we are
holding this hearing today. We will spend more than $1 billion on
security assistance for Mexico and Central America over the next
2 years, but it is not clear that we are stepping up our efforts in
the United States so we can cement the gains the Merida Initiative
1s designed to achieve abroad.

The State Department’s stated commitment, however, has been
strong. Secretary Shannon, in your testimony before the Foreign
Affairs Committee in November you said, and I am quoting you:

“We are working domestically to enhance our efforts against
the trafficking of drugs, arms, money and humans, as well as
to reduce the demand for drugs within the United States.”

So we are here today to follow up on Secretary Shannon’s state-
ment. We want to know what specifically the U.S. Government is
doing to live up to our side of the Merida bargain by reducing the
demand for drugs and fighting gun running here at home.

Agents from the Bureau of Alcohol, Tobacco and Firearms have
told Congress of an iron river of guns with thousands of weapons
per week crossing our border into Mexico from the United States.
The 